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ABSTRACT

With the proliferation of mobile touchscreen computers, password entry no longer takes place
exclusivelyonphysicalkeyboards.Enteringastrongpasswordonamobiledevicerequiresapersonto
navigatethroughmultiplekeyboarddepthstoaccesseachcharacter,whileenteringthesamepassword
onadesktopkeyboardonlyrequiresausertopresskeysthatareaccessibleonasinglelayer.This
paperinvestigateswhethertheextraphysicalandcognitiveeffortassociatedwithusingmultiplelevels
ofonscreenkeyboardschangesusers’perceptionsofpasswordstrength.Sixtyparticipantsjudged
perceivedsecuritybytyping36passwordswithadifferingnumberofkeyboardleveltransitionson
eitheramobiledeviceoradesktopkeyboard.Analysisrevealedthatpasswordsrequiringauserto
transitionbetweenkeyboardsincreasedperceptionsofsecurity.Passwordsthatrequiredtheuseofthe
shiftkeyonadesktopkeyboardreturnedsimilarresults.Thissuggeststhatusersmayoverestimate
thesecurityofpasswordsbasedonthenumberofentrykeystrokes.
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INTRodUCTIoN

Passwordsareoneofthefirstlinesofdefensethatusersemploytoaccesssecurecomputersystemsand
protectpersonalinformation(Furnell&Zekri,2006),andarelikelytoremainasaprimarysecurity
mechanismfortheforeseeablefuture(Bonneau,Herley,VanOorschot,&Stajano,2012;Bonneau
&Preibusch,2010;Herley&VanOorschot,2012;Siddique,Akhtar,&Kim,2017).Eventhough
passwordshavebeenusedforoverfourdecades,usersstilloftencreateanduseweakpasswords
(Taneski,Hericko,&Brumen,2014)andtendtoreusethemacrosssites(Dasetal2014;Wash,Rader,
Berman,&Wellmer,2016),astheyareofteneasiertogenerateandrememberthisway.However,the
recentreoccurrenceofhigh-profiledatabreaches(e.g.Cooper,2015;Gressin,2018;Maltis,2016;
McMillan,2016)hasfocusedthepublic’sattentionontheimportanceofpasswordsecurityandthe
needtocreatehardertocrackpasswords.Thesedatabreachesmightalsoberesponsibleforchanges
inhumanbehavior,liketherecentobservedtrendofusersstrengtheningtheirpasswords(Shen,Yu,
Xu,Yang&Guan,2016),althoughsomeresearchershavesuggestedthatwhiletheseattacksgetthe
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attentionofusers,theydonotimpacttheirbehaviorsinpasswordcreationormanagement(Curtis,
Carre&Jones,2018).

Althoughthereisevidencethatuserscandetermineifapasswordis‘good’ornot(Tam,Glassman
&Vandenwauver,2010;Seitz&Hussmann,2017),theactualsecurityofpasswordsoftendoesnot
matchusers’perceptionsofpasswordsecurity(Uretal2016).Further,differentpeoplemayhave
different perceptions of password security based on prior knowledge or personal characteristics
(Butler&Butler,2018;Cordova,Easton,Greer&Smith,2018).Systemadministratorsmaytryto
helpuserscreatesecurepasswordsbyimplementingstrongpasswordcreationpolicies,criteria,or
training(Furnell,&Esmael,2017;Komandurietal,2017;Mwagwabi,McGill,&Dixon,2014),but
evenwhenusersknowwhatconstitutesagoodpassword,thewaysinwhichtheyimplementthat
knowledgeintherealworldispredictable,makingtheresultingpasswordslesssecure(Dell’Amico,
Michiardi,&Roudier,2010;Shayetal2014)

Importantly, there is considerable disagreement among computer security specialists about
strongpasswordcriteriaandhowtomeasurepasswordsecurity(Castelluccia,Dürmuth,&Perito,
2012;Kellyetal,2012;Ma,Campbell,Tran&Kleeman,2010).Consequently,whentheseexperts
developdifferentpasswordstrengthcheckers,therearedisparateresults(deCarnédeCarnavalet&
Mannan,2014;Jietal,2017).

Itiseasytoseehowthissituationcouldleadtosignificantconfusionforuserswhentheytryto
createthestrongestpasswordspossible.Underthesekindsofconditions,itisnotunreasonableto
assumethatusersmaybecreatingtheirownsetofheuristicsaboutwhatconstitutesastrongpassword
basedontheirsynthesisofallinformationcurrentlyavailable,bothformallyandinformally.Yet,given
therolethatpeopleplayinthecreationofpasswords,thereissurprisinglylittleresearchdescribing
howthoseusersperceivethesecurityoftheirpasswords.

Humansareintegraltothepasswordsecurityprocess(Furnell&Clarke,2012).Apersonhas
tocreateapasswordthatmeetsorexceedsthecriteriasetbysystemadministrators,rememberthe
password,andthenbeabletorecallandinputthepasswordondemand.Becauseusersgenerallytry
tominimizethecognitivedemandsofanytask(Payne,Bettman,&Johnson,1993),thereisalways
atensionbetweencreatingapasswordthatiseasytoremember(e.g.,ashort,simpleword)anda
passwordthatisstronger(e.g.,onethatislong,excludeswords,randomlygenerated,andincludes
bothspecialcharactersandupperandlowercasecharacters).

Thereisarobustbodyofresearchontheusabilityofpasswordsandtheneedforpasswordstobe
usable(Adams,Sasse,&Lunt,1997;Schultz,Proctor,Lien,&Salvendy,2001;Stanton&Greene,
2014;Vuetal,2007;Yan,Blackwell,Anderson,&Grant,2004),andtheinterplaybetweenusability
andsecurityisalong-recognizedproblem(Klein,1990;Morris,&Thompson,1979;Zviran,&Haga,
1999).Ifpasswordsaretoohardtorememberand/orinputintoasystem,userswillinvariablyfind
waystomakeusingthemeasier.Walkaroundanofficewherethereisastrictpasswordsecuritypolicy
inplacethatrequiresfrequentpasswordchanges,whilealsoprohibitingtheuseofpreviouslyused
passwords,andoneislikelytoobservepasswordswrittenonstickynotesstucktomonitors(Stanton,
Stam, Mastrangelo, & Jolton, 2005)—a practice that ultimately circumvents security measures.
Thisdoesnothappenbecauseuserswanttheirsystemstobeinsecure.Rather,usersunderstandthat
computersecurityisimportant(Albrechtsen,2007;Lightner,2003),butthesecurityprocedureslikely
placetoogreatofacognitiveburdenonusers,causingthemtoadaptbytakingshortcuts.

Usersmightalsolackknowledgeabouthowtoadequatelyprotecttheircomputers(Adams&
Sasse,1999)orlackthedesiretodoso(Hart,2008)—furtherimpactingtheirdecisionsandbehavior
inwaysthatresultinreducedsystemsecuritythoroughpasswordreuse(Ives,Walsh&Schneider,
2004),theselectionofweakpasswordseventhoughthey“knowbetter”(Shayetal,2010;Riley,2006),
orothermaladaptivebehaviorssuchasrecordingeveryusernameandpasswordinanunencrypted
fileinaneasilyaccessiblelocation.Thesebehaviorsoccurbecausethepasswordrequirementspush
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