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ABSTRACT

Intheworldoftheinternetofthings(IoT),manyconnectedobjectsgenerateanenormousamountof
data.Thisdataisusedtoanalyzeandmakedecisionsaboutspecificphenomena.Ifanobjectgenerates
wrongdata,itwillinfluencetheanalysisofthiscollecteddataandthedecisionlater.Aforensics
analysisisnecessarytodetectIoTnodesthatarefailing.Thispaperdealswithaproblem:thedetection
ofthesenodes,whichgenerateerroneousdata.Thestudystartstocollectinacloudcomputingserver
temperaturemeasurements(thecasestudy);usingtemperaturesensors,thecommunicationofthenodes
isbasedontheHIP(hostidentityprotocol).Thedetectionismadeusingadataminingclassification
technique,inordertogrouptheconnectedobjectsaccordingtothecollectedmeasurements.Atthe
endofthestudy,verygoodresultswerefound,whichopensthedoortofurtherstudies.
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1. INTRodUCTIoN

In thenext fewyears,75%of theworld’spopulationwill live incities,whichmeans that reach
anaverageof20millionpeoplepercity.Theconceptofsmartcitiesisoneofthesolutionstothe
urbanization explosion. Smart cities are managed by computers running artificial intelligence
algorithms.Smartcitiesarebecominganecessityforbetterlife,andmanagementfuturepopulation
growth.ThesearemanagedbyInternetOfThings(IoT)devices,whichareconnectedandremotely
controlledtoprovideefficientservicesintermsofenergyandcomforttothepeople.Ifanexample
ofanintelligentpublicbinistakenthathassensors,onceitisfullitcontactsaninformationcenter
inordertobeemptiedassoonaspossible.

Thecommunicationofconnectedobjectsiscomposedinthreelayers:Theperceptionlayerwhere
the“sensors”layerisequivalenttothephysicallayeroftheTCPmodel.Thepurposeofthislayeris
togatherthedataatthesensorlevel(shortrangeorextendedlanguage).Thenextlayeristhenetwork
layer;themostimportanttrainingisInternetroutingwithgatewaysandCloudComputingservers.
Thelastlayeristheapplicationlayerthatguaranteestheauthentication,integrityandconfidentiality
ofdatatocreateasmartenvironment.

Oursystemconsistsofanalyzingtheconnectionbetweentheobjectsviaanetworkwherethe
fiveessentialfactorsofsecurityisensured,whicharediscussedlaterinthispaper.Theproposed
solutionintervenesattheapplicationlayerbydevelopinganewanalysissystembetweentheconnected
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nodesandastorageserverthathastheroleofkeepingthedetailsofthecollecteddata(Data,IP
address,timeofpassage,certificateofconfidenceandutilitylevelofdata)andassessesthequality
ofcommunicationbetweentheseobjects.

2. BACKGRoUNd

ThetermInternetofThings(IoT)wasfirstintroducedasanideain1999byKevinAshton(Leoetal.,
2014),whichhasnowevolvedintoarealitythatinterconnectsrealworldsensors,electronicdevices
andsystemstotheInternet,suchas:

• Consumerservices,smarthouses,andsmartobjects,SmartphonesandTablets;
• Smartenergy;smartmetersandgrids;
• Wearabledevices;healthandfitnessmonitoringdevices,watches,smartclothing,petssmart

collarsorimplantedRFIDs,andevenhumanimplanteddevices;
• Wirelesssensornetworks;weathermeasuring,healthcaremonitoring,industrialmonitoring,

dataloggings,environmentalmonitoring(waterquality,earthsensingfiredetection,airpollution
monitoring)etc.

2.1. IoT Architecture
InIoT,eachlayerisdefinedbyitsfunctionsandthedevicesthatareusedinthatlayer.Thereare
differentopinionsregardingthenumberoflayersinIoT.However,accordingtotheliterature(Zhao
&Ge,2013;Atzorietal.,2012;Leoetal.,2014),theIoTmainlyoperatesonthreelayerstermedas
Perception,Network,andApplicationlayers(Tewari&Gupta,2018).Eachlayerhasinherentsecurity
issuesassociatedwithit.Figure1showsthebasicthreethelayersoftheIoTframeworkwithrespect
tothedevicesandtechnologiesthatencompasseachlayer:

1. Perception Layer:TheperceptionlayerisalsoknownastheSensorslayerinIoT.Thepurpose
ofthislayeristoacquirethedatafromtheenvironmentwiththehelpofsensorsandactuators.
Thislayerdetects,collects,andprocessesinformationandthentransmitsthemtothenetwork
layer.This layeralsoperforms theIoTnodecollaboration in localandshort rangenetworks
(Atzorietal.,2012);

2. Network Layer:ThenetworklayerofIoTservesthefunctionofdataroutingandtransmission
todifferentIoThubsanddevicesovertheInternet.Atthislayer,cloudcomputingplatforms,
Internetgateways,switching,androutingdevicesetc.operatebyusingsomeoftheveryrecent
technologiessuchasWi-Fi,LTE,Bluetooth,3G,Zigbeeetc.Thenetworkgatewaysserveas
themediatorbetweendifferentIoTnodesbyaggregating,filtering,andtransmittingdatatoand
fromdifferentsensors(Leoetal.,2014);

3. Application Layer:Theapplicationlayerguaranteestheauthenticity,integrity,andconfidentiality
ofthedata.Atthislayer,thepurposeofIoTorthecreationofasmartenvironmentisachieved.

2.2. Communication Architecture
AgoodfunctioningoftheIOTsrequiresgoodcommunicationarchitectureinordertoexchangedata
betweenThings,butalsotostore,encryptandanalyzethesedatageneratedbysensors.AnIoTproject
iscomposedoffourmainparts:

• Things:Thesearetheconnectedobjects;
• Infrastructure:TheserversthatwillcommunicatewithThings,intheCloudorelsewhere;
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