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ABSTRACT

Providing cyber defense in a country is complex. It involves ensuring the security of various products and
services that are part of a global supply chain. In this complex scenario, the challenge is the develop-
ment of a cyber defense business ecosystem that, reaching a minimum level of maturity, guarantees the
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Modeling a Cyber Defense Business Ecosystem of Ecosystems

security of products and services in cyberspace. This work proposes a cyber defense business ecosystem
of ecosystems (BEoE) model with two ecosystems that must be created or fostered, the human resources
training ecosystem and the product and service homologation and certification ecosystem. These two
cyber defense ecosystems are key to the sustainable growth of an entire chain of production and sourcing
of cyber defense goods and services. The proposed model allows the Cyber Defense BEOE to evolve, so
that different actors (companies and government agencies) with different levels of maturity in defense
and cybersecurity may emerge. In this way, a country’s Cyber Defense BEoE may be able to provide
products and services at different levels of security for its defense system.

INTRODUCTION

We live in a world that is increasingly dependent upon information and communication technology
(ICTs), in which electro-digital controls are embedded in diverse products, services and systems that we
use in our everyday lives. This technology and its controls contain known and unknown vulnerabilities,
which put people, businesses, societies, and states at risk. In other words, ICTs are a fundamental need
in order to maintain our way of life and our wellbeing. Knowledge of the vulnerabilities, and how to
manage them, is essential to survival in cyberspace (FERNANDES; MEIRA, 1998).

Brazil faces an elevated dependence upon technology as compared to industrialized countries, in basi-
cally every ICT area, from electrical energy systems, through nanomaterial, semiconductors, memory,
microprocessors, network and transceiver wiring, modems, switches, routers, firewalls, filmware, soft-
ware, operational systems, programming language and even cryptographic algorithms (FERNANDES,
2013a). We also depend upon standards, use doctrines, operation, maintenance, and evolution of ICT
systems that are not entirely matched to our conditions.

All future scenarios projected for Brazil indicate the intensification of ICT use in society, industry
and government. Thus, in the absence of policies that reduce technological dependence, the country will
surely lose sovereignty (FERNANDES, 2013c¢). In other words, the control of the chain of production,
operation, maintenance and evolution of ICTs is directly related to National Development and Defense.

If the automation of information and communication is the foundation for industrial development
and national defense, and if the country is tending to become less independent and less sovereign, public
policies should be created to revert this situation (FERNANDES, 2013c).

Within this context, the following question should be asked: Is the cyber defense of a State tied to
the success of the National Productive/Economic Cyber Defense Sector that it sustains?

This article seeks to build and test a Business Ecosystem of Ecosystems (BEoE) model to be applied
to a productive/economic sector, that of cyber defense. The text explores a new approach by adapting
the concept of Business Ecosystems, which is normally applied within a company in order to launch
economic development of a sector with the participation of government, the productive sector, academia,
and society. It is worth noting that that which is taking form is not just a game of connecting mismatched
parts, but rather a joint construction involving all interested parties with the goal of creating space for
consensus, which can then be followed by the erection of institutions, relations and functions of a pro-
ductive/economic sector to be called the Cyber Defense Sector (FERNANDES, 2012b).
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