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Deceiving Autonomous Drones
William Hutchinson, Edith Cowan University, Joondalup, Australia

ABSTRACT

Thisspeculativearticleexaminestheconceptofdeceivingautonomousdronesthatarecontrolledby
artificialintelligence(AI)andcanworkwithoutoperationalinputfromhumans.Thisarticleexamines
thepotentialofautonomousdrones,theirimplicationsandhowdeceptioncouldpossiblybeadefence
againstthemand/orameansofgainingadvantage.Itpositsthatofficially,notrulyautonomousdrone
isoperationalnow,yetthedevelopmentofAIandothertechnologiescouldexpandthecapabilities
ofthesedevices,whichwillinevitablyconfrontsocietywithanumberofdeepethical,legal,and
philosophicalissues.Thearticlealsoexaminestheimpactofautonomousdronesandtheirtargets
intermsofthepower/deceptionnexus.Theimpactofsurveillanceandkineticimpactsonthetarget
populationsisinvestigated.Theuseofswarmscanmakedeceptionmoredifficultalthoughsecurity
canbebreached.TheInternetofThingscanbeconsideredasbasedonthesamemodelasaswarm
anditsimpactonhumanbehaviourindicatesthatdeceptionorperhapscounter-deceptionshouldbe
consideredasadefence.Finally,theissuesraisedareoutlined.However,thisarticledoesnotprovide
definitiveanswersbut,hopefully,exposesanumberofissuesthatwillstimulatefurtherdiscussion
andresearchinthisgeneralarea.
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1. INTRoDUCTIoN

Inthelasttwodecades,theterm‘drone’usuallymeantaflyingrobot,butthishasbeenexpandedto
includeanymobilerobot.Inthispaper,‘drone’and‘robot’areusedinterchangeably.Theyarenow
foundintheaerial,terrestrial,aquaticandspaceenvironments.Combinedwithartificialintelligence
andamyriadof sensors, theyhavebecomeformidableweaponsandsurveillanceplatforms (see
Dougherty,2015fortherangeinvolved).Infact,defenceagainstthemisdifficultforallbutthemost
well-resourcedentities.Thisphenomenonstimulatedthestartofthisresearch,whichconcentrates
onautonomousratherthanjustautomaticrobots.TheUSDepartmentofDefence(USDOD,2014,
p.15)givesasimpleexplanationthatanautonomousrobotas:“whentheaircraft[drone]isunder
remotecontrol,itisnotautonomous.Andwhenitisautonomous,itisnotunderremotecontrol.”In
otherwords,itisindependentofhumansforitsoperatingactions.

Whenconsideringthe‘intelligence’and‘knowledge’aspectsofthistopic,itisusefultolook
atthetypesofsystemsthathavebeendevelopedasthesetypesofsystems.Cummings(2017)states
thereisahierarchyofknowledgesystemsstartingwithskills-basedbehaviours,thenrules-based,then
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knowledge-basedandfinallyexpertise-based.Skills-basedreliesontheperception-cognition-action
loopandcanbeautomatedwithoutmuchdifficulty.Astheneedforcomplexityincreases,multiple
andcompoundprocessescanbeaccomplishedbyRules-basedlearning.Thenexttwolevelsofsystem
requireahigherleveloflearningwhereKnowledge-basedreasoningisneededwherethestoredsetof
rulesdoesnotmatchtheexistingenvironment,soanewsetofruleshavetobecreated.Expert-based
systemsusejudgementandintuition.Althoughthemovefromautomatedtoautonomoussystems
changesattherules-basedlevel,itisreallyattheExpertlevelthatsolutionstotheambiguitiesin
theenvironmentcanstarttobetrusted.Cummings(ibid)contendsthat,therearenotrulyreliable
autonomoussystemsrelyingonKnowledge-basedorExpertbasedsystems,inoperationcurrently.
Hence,whilsttherearemanyautomatedsystemstherearenottruly,fullyautonomousones.

Theotherunderlyingrationaleandemphasisof thispaper ishuman‘security’.Security is
fundamentallybasedon twoapproaches–overwhelming theopposition (‘force’)ordeceiving
them.Defensivesecuritycaninvolvesuchpassiveapproachesasobstacles(rangingfromphysical
obstructionstonestedpasswords)tomoredynamicfactorssuchas‘honeypots’incomputerised
networks.Offensiveapproachescanbephysicaldefenceoractivedeception.Thispaperexamines
thelatter.Anassumptionismadethatalmostallsecuritymeasures,bothoffensiveanddefensive,
involvesomedeception.Suchisthesurveillancecapability(andincreasinglyweaponization)of
dronesthatthesecurityfunctionoftheirtargetscanoftenbeseverelycompromised.Thus,toprotect
atargetedassetmeansthedroneanditssensors,andcommandandcontrolsystems(C2)must
becompromisedbydestructionorsuchmeansasmanipulationofparts,hackingtheC2systems
orphysicalapproachessuchasdazzling:see(BennettandWaltz,2007,pp.17-66forthevarious
methodsthatcanbeused).However,onthesurface,deceptionasastrategywouldappeartobea
plausibleapproachdespitethedominanceofthedroneinitssystem’ssensoryrange.Thedrone’s
sensorsanddigitalsystemswouldprobablyhaveamuchfasterdecisionprocessingthanthatofa
humancontroller.However,ifahumanpilotwasinvolvedthentheknowndeceptivetechniques
couldbeemployedtofoolthepilot,thedroneand,ultimately,thwartitsmission.Thesetechniques
wouldpartiallyrelyonthecorruptionofthedatacomingfromthesensorsandthemanipulation
of the cognitive abilities of the human controller if present. The latter techniques have been
documentedwidely(examplesare:Harrington,2009;Malinetal.,2017).However,thepotential
adventofautonomousdronesystemswithnohumanmissioncontrolwouldgivetheadvantageto
thedronesystemwithitssuperiorsensoryandprocessingspeeds.Itshouldbenotedthatalthough
thatsometrulyautonomousdronesystems(withsimpleparametersofaction)areinexistenceand
deployed,fewwilladmittheiroperationalstatus.Autonomousdronesareincreasinglyattractive.
Tothemilitaryandindustry,theyareasourceof24/7workhorseswithouttheexpensivecostsof
pilotsandassociatedproblemsof traumawiththeirhumancontrollersobservingtheresultsof
theiractivities.Certainly,therearehumanitarianconcerns,buttheeconomicandstrategic/tactical
viewpointsseemtobeincreasinglyover-ridingtheseissues(Walsh,2018).

Thewillingnessforpoliticalandmanagementsystemstoconsiderhuman-lesscontrolledsystems
ofmassivedestructivecapabilitycanbeillustratedbyaColdWarexample(Smith,2008).Thisplan
wasconsideredbytheSovietsystemand‘nearly’implemented.Itconsistedofacrewlessship,packed
withnuclearmaterialandacobaltnucleardevice(effectivelyagloballyeffectiveradiationenhanced
‘dirtybomb’)andwastocruiseArcticwaters.Sensorsonthisshipwouldregisteranyexcessive
radioactivity and when the level of radiation passed a predetermined measurement, it would be
assumedbythesystemthattheSovietUnion,itsleadershipanditspopulationhadbeendestroyed.
Thiswouldcausetheship-basedcontrolsystemtodetonatethecobaltbomb,andcontaminatethe
wholeglobewithradioactivity(Smith,2008).Evenatasuperficiallevel,holesinthissystemare
apparent.Evidently,itwasnotimplementedbutwasseriouslyconsidered.Itshouldbepointedout
thatcertaincommentatorsnotethatthisdoomsdaymachineisstillinexistence,andarmedandready
togo.Somesaythatitwasadoublebluffbyitscreatorstocontrolinternalpowergroupswhomight
betemptedtoattacktheWest(Keim,2007;Torchinsky,2017).Likethemutuallyassureddestruction
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