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User Identity Hiding Method of Android
Yi Zhang, Institute of Information Engineering, Chinese Academy of Sciences, China

ABSTRACT

Withan86.1%globalmarketshare,Androidtakesthetopspotsmartphoneoperatingsystem.Dueto
itsopenenvironment,Androidsuffersfromvariouskindsofattacks,whichcauseaseriousprivacy
leakageproblem.Toprotectusers’privacyinformation,thisarticleproposesauseridentityhiding
methodofAndroid.ThemethodconstructsahiddenuseridentityinAndroidbasedonthemulti-
usermechanism.Inparticular,byhidinginformationrelatedtohiddenuser,themethodmakesit
invisible tonormaluser.Themethodcanquickly switch the identityofnormaluserandhidden
userbypasswords.Thus,themethodcandealwithprivacyinformationunderhiddenuseridentity
whileprocessingregularinformationundernormaluseridentity.Comparedwithtraditionalsecurity
methodsofAndroid, thismethodsignificantly improves the securityofandroiddeviceswithout
arousinganysuspicion.Experimentalresultsshowtheeffectivenessofthemethodthatitnotonly
achievesidealhidingeffectonuseridentity,butalsoimplementsquickswitchwithoutsacrificing
theperformanceofsystem.
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INTRoDUCTIoN

Nowadays,smartphoneiswidelyusedinlargevarietyofareas,suchascommunication,shopping
online,mapnavigation,getting latestnews,etc.whichmake itan integralpartofpeople’s lives.
Thus,agreatdealofprivacyinformationinsmartphones,suchaspaymentaccounts,bankstatement,
personalphoto, location information,addressbookandsoon,becomeoneofourmostvaluable
treasure.Accordingly,maliciousattacksontheprivacyinformationofoursmartphonearegrowing
fastyearbyyear.Asthemostwidelyusedintelligentmobileoperatingsystemonmarket,Android
istheprimarytargetofallkindsofmalwareattacks(Xuetal.,2016).Consideringthegreatvalue
ofprivacyinformationstoredinourphones, it isofgreatsignificancetoinvestigateondifferent
measuresofimprovingthesecuritylevelofAndroiddevices.

Toprotectusers’privacy information, researchers adopt amethodofmulti-system isolation
inAndroiddevices.Itprovidesmultiplerunningenvironmentsonasinglephysicaldevice,which
areindependentanddonotinterferewitheachother.Byprovidingisolatedenvironmentforsecret
information,itcanprotectusers’privacyeffectively.Inrecentstudy(Huberetal.,2015),theauthors
proposeasecurityarchitectureforAndroiddevicesbasedonoperatingsystem-levelvirtualization
technology.Nevertheless,thesecurityarchitecturerequiresdeepcustomizationforAndroidsystem,
makingitverycomplicatedtoimplement.The“Platinum”phonesofCoolpadusehardwareisolation
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technique to achieve dual-system through two different ROMs (Techweb, 2017). However, the
technique requireshardwarecustomization,which isnot fit for commonmodels. Ingeneral, the
traditionalmulti-systemmethodsmainlyfocusonprovidinganindependentandsecureoperating
environmentforusers’privacyinformation,butitalsotellsattackersthatusers’privacyinformation
isstoredinthesecuritysystem.Infact,thereareveryfewwaystocoveruptherunningenvironment
ofmulti-system.So,itiseasytoarousesuspicionwhenmulti-systemtechnologyisusedasprivacy
protectionmethod.Besides,theswitchofmulti-systemisusuallycomplicatedwhichmayseriously
impactusers’experience.

Inaddition,smartphonemanufacturesdesignavarietyofconfidentialcabinetsandprivatespaces
tostoreusers’privacyinformation.Forexample,themobilephoneofHuaweiprovidesaconfidential
cabinetsfunction.Userscanuseittostoresecretfileslikepictures,audio,videoandsoon.Only
userswhoknowthepasswordofconfidentialcabinetswillbeabletoseethesecretfiles,butittells
attackerstheexistenceandexactpositionofsecretinformation.Onceattackerscrackthepassword
oftheconfidentialcabinets,hecandirectlyobtainusers’secretinformation.

Inthispaper,weproposeauseridentityhidingmethodbasedonAndroiddevicetoprotectusers’
privacyinformation.Themethodimplementsdual-systemonmobilephonebasedonthemulti-user
mechanismofAndroidsystem.Comparedwiththemulti-systemofmobilephonewithvirtualization
technology, our method is simple to implement and has little impact on system performance.
Comparedwithhardwareisolationtechnologyofthe“Platinum”phones,ourmethodisimplemented
onsoftwarelevel.Soitisindependenttospecifichardwaredevices,whichmakesitmoreflexibleand
applicabletodifferentmakersofsmartphones.Furthermore,ourdual-systemmethodcanmakethe
storageoftheusers’regularinformationandprivacyinformationfurtherisolatedfromeachother.
Themethodconstructsahiddenuseridentity,whichisinvisibletonormaluser.Onecandealwith
privacyinformationunderhiddenuseridentitywhileprocessingregularinformationundernormal
useridentity.Evenmalwaredetectioncannotfindusers’privacyinformationthroughconventional
detectionmethods.Ingeneral,thispaper’scontributionsare:

• Wedevelopanewkindofdual-systemonmobilephonebasedonthemulti-usermechanism
ofAndroidsystemtoprotectusers’privacy.Comparedwiththemulti-systemofmobilephone
withvirtualizationtechnologyandhardwarecustomization,ourdual-systemmethodismore
convenientandeffectivewithoutsacrificingtheperformanceofthesystem;

• Weconstructahidingmethodtoachievetheidentityofhiddenuserisinvisibletothenormal
user.Themethodcanpreventtheconventionaldetectionapproachandcommonlogicaltechnique
fromobtainingusers’privacyinformation.Thus,themethodsignificantlyimprovesthesecurity
ofandroiddeviceswithoutarousinganysuspicion;

• Werealizethequick,secureloginandswitchingfunctionbetweendualusers.Inaddition,
weimprovethesecurityofusers’privacyinformationthroughthebehaviormonitoringand
dataencryption.

Therestofthepaperisorganizedasfollows.InSection2,wewillpresentsomerelatedwork
onprivacyprotectionmeasuresofAndroidsystem.Section3showsthedesignofourmethod.In
Section4,wepresenttheexperimentalresultsandanalysisoftheproposedmethod.Finally,thepaper
isconcludedinSection5.

ReLATeD woRK

Inrecentyears,privacyprotectionofAndroidhasbecomeahotissueandmainconcernofresearchers
andmobilephonemanufacturers,whichisdrawingmoreandmoreattentionfromallovertheworld.
ResearchershaveputforwardavarietyofsolutionsintheprivacyprotectionproblemofAndroid.
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