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ABSTRACT

This article describes how as network traffic grows, attacks on traffic become more complicated and
harder to detect. Recently, researchers have begun to explore machine learning techniques with cloud
computing technologies to classify network threats. So, new and creative ways are needed to enhance
intrusion detection system. This article addresses the source of the above issues through detecting an
intrusion in cloud computing before it further disrupts normal network operations, because the complex-
ity of malicious attack techniques have evolved from traditional malicious attack technologies (direct
malicious attack), which include different malicious attack classes, such as DoS, Probe, R2L, and U2R
malicious attacks, especially the zero-day attack in online mode. The proposed online intrusion detec-
tion cloud system (OIDCS) adopts the principles of the new spiking neural network architecture called
NeuCube algorithm. It is proposed that this system is the first filtering system approach that utilizes the
NeuCube algorithm. The OIDCS inherits the hybrid (supervised/unsupervised) learning feature of the
NeuCube algorithm and uses this algorithm in an online system with lifelong learning to classify input
while learning the system. The system is accurate, especially when working with a zero-day attack,
reaching approximately 97% accuracy based on the to-be-remembered (TBR) encoding algorithm.
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INTRODUCTION

Since the dawning of the computer networking, IDS have played an essential role in assuring of the
network’s safety for the users, but this role has changed in recent decades (Keegan et al., 2016). Previ-
ous studies have not capable to efficiently detect the attacks instantly. therefore, they have been com-
monly utilized as forensic means to examine security evidence in ex-post facto. (Keegan et al., 2016).
As network traffics are increased and attacks became more and more obvious with the prevalence of
using the Internet since the 1990s, the demand for a speedier intrusion detection system to diagnosis and
block attacks became essentially. To address this issue, researchers worked on understanding patterns
of network traffic, which resulted in the development of behavior-based and signature-based detection
approaches. In Signature-based techniques, the network traffic is compared with the pattern of previous
known attack signatures. whereas behavior-based techniques detect intrusions by differentiation it from
legitimate network traffic behavior (Keegan et al., 2016). Cloud computing is a modern technology that
facilitates and allows the dynamic and varied of using computational resources and services. In spite of
the advantages of cloud computing, the security and privacy of cloud services are still the critsl issues.
The adoption of cloud services have influenced the security situation of organizations infrastructures;
so, the emerging threats and risks that carried out via this model should be mitigated and classified
(Kandias, Virvilis, & Gritzalis, 2011).

To utilize intrusion detection for cloud computing, new computational models are necessary to be
constructed using the paradigm of parallel processing. As an alternative, current computational models
require modified for the cloud computing environment. Numerous computational algorithms unable to
use used in the cloud computing structure directly (Zhao, Ma, & He, 2009). To address this shortcoming,
researchers have begun implement and designing several machine learning applications that have the
ability to work in environment of cloud computing. Additionally, many researchers have highlighted the
importance of utilizing machine learning algorithms to cloud computing in order to intrusion detection
evaluations (Hu & Shen, 2012; Suthaharan, 2014).

Popular attacks form that target cloud computing is distributed denial of service (DDoS) attacks
(Badve & Gupta, 2016; Ficco & Rak, 2015; Gupta & Badve, 2017; Osanaiye, Choo, & Dlodlo, 2016).
Interested readers may refer to (Gou, Yamaguchi, & Gupta, 2016; A. N. Khan, Kiah, Madani, Ali, &
Shamshirband, 2014) for additional cloud-related privacy and security issues. In DDoS attacks, the at-
tacker attempts to infect and take control of enormous numbers vulnerable computers, to carry out and
coordinated attacks. Current defence techniques that are able of managing quantities of data, generally
suffer from handling data include irrelevant or redundant features, which rise the training and classifica-
tion time (Peng, Choo, & Ashman, 2016).

The ultimate aim of this proposal is to develop a system for the evolving network traffic stream data
which leads to improving the classification performance and accuracy of identifying different malicious
attack classes used by intruders, especially the zero-day attack in online mode, we define zero-day at-
tacks as attacks that intruder mount using hosts that do not appear in blacklists and not trained on the
old data sample and it is a noise data) (Almomani, Gupta, Wan, Altaher, & Manickam, 2013; Gupta,
Yamaguchi, & Agrawal, 2017), which increases the level of difficulty to detect phishing email. The
proposed approach addresses the following objectives. Generally, the attack features are studied to build
a more accurate system, minimize the threat of attack, and increase the trust of different organizations
in performing online transactions and other e-commerce businesses. Specifically, the study aims to
enhance the learning rate by using a cost-effective online method and analyze data for improved detec-

1043



16 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/an-online-intrusion-detection-system-to-cloud-

computing-based-on-neucube-algorithms/252069

Related Content

Quantum-Behaved Particle Swarm Optimization Based Radial Basis Function Network for
Classification of Clinical Datasets

N. Leema, H. Khanna Nehemiahand A. Kannan (2020). Cognitive Analytics: Concepts, Methodologies,
Tools, and Applications (pp. 1290-1313).

www.irma-international.org/chapter/quantum-behaved-particle-swarm-optimization-based-radial-basis-function-network-

for-classification-of-clinical-datasets/252082

Mobile Sink with Mobile Agents: Effective Mobility Scheme for Wireless Sensor Network
Rachana Borawake-Sataoand Rajesh Shardanand Prasad (2020). Cognitive Analytics: Concepts,
Methodologies, Tools, and Applications (pp. 1764-1777).
www.irma-international.org/chapter/mobile-sink-with-mobile-agents/252110

Generating Efficient Techniques for Information Extraction and Processing Using Cellular
Automata

Subrata Pauland Anirban Mitra (2020). Cognitive Analytics: Concepts, Methodologies, Tools, and
Applications (pp. 1356-1376).
www.irma-international.org/chapter/generating-efficient-techniques-for-information-extraction-and-processing-using-
cellular-automata/252085

Improving Logging Prediction on Imbalanced Datasets: A Case Study on Open Source Java
Projects

Sangeeta Lal, Neetu Sardanaand Ashish Sureka (2020). Cognitive Analytics: Concepts, Methodologies,
Tools, and Applications (pp. 740-772).
www.irma-international.org/chapter/improving-logging-prediction-on-imbalanced-datasets/252055

Sentiment Analysis with Text Mining in Contexts of Big Data

Carina Sofia Andradeand Maribel Yasmina Santos (2020). Cognitive Analytics: Concepts, Methodologies,
Tools, and Applications (pp. 922-942).
www.irma-international.org/chapter/sentiment-analysis-with-text-mining-in-contexts-of-big-data/25206 3



http://www.igi-global.com/chapter/an-online-intrusion-detection-system-to-cloud-computing-based-on-neucube-algorithms/252069
http://www.igi-global.com/chapter/an-online-intrusion-detection-system-to-cloud-computing-based-on-neucube-algorithms/252069
http://www.irma-international.org/chapter/quantum-behaved-particle-swarm-optimization-based-radial-basis-function-network-for-classification-of-clinical-datasets/252082
http://www.irma-international.org/chapter/quantum-behaved-particle-swarm-optimization-based-radial-basis-function-network-for-classification-of-clinical-datasets/252082
http://www.irma-international.org/chapter/mobile-sink-with-mobile-agents/252110
http://www.irma-international.org/chapter/generating-efficient-techniques-for-information-extraction-and-processing-using-cellular-automata/252085
http://www.irma-international.org/chapter/generating-efficient-techniques-for-information-extraction-and-processing-using-cellular-automata/252085
http://www.irma-international.org/chapter/improving-logging-prediction-on-imbalanced-datasets/252055
http://www.irma-international.org/chapter/sentiment-analysis-with-text-mining-in-contexts-of-big-data/252063

