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ABSTRACT

Androidisanoperatingsystemsourcewhichoffersflexibilityandsupportformostmobileapplications,
andeasyaccesstosocialnetworks.Itisimportanttounderstandthecomplexityofdesign,development,
implementation,andtestingofAndroidapps.Anumberofchallengesmaybefacedintestingandroid
applications,includingthelackoftestingprocessesandmethods,testingexpertsbeingunavailable,
poorin-housetestingenvironment,andtimerestrictions.Mutationtestingisafault-basedtesting
technique,appliedbygeneratingmutantsandrunningtheapplicationwiththesemutantstoanalyze
thekilledandequivalentmutants.Wedefinedasetofmutationoperatorsaccordingtothefeatures
ofandroidapplications:appswithcontentsharing,appswithmultimedia,appswithgraphics,and
appswithuserlocationandmaps.Weidentified42mutationoperators.Inaddition,weimplemented
anewtool,“µ-Android,”whichautomaticallygeneratesmutantsandretrievesresultstoprovethe
efficiencyofthetestcasesandenablethenewoperators.
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1. INTROdUCTION

Androidapplicationshavebeenadoptedsignificantlybymanymanufactures.Inthethirdquarterof
2016,Androidoperatingsystemsdominatedthesmartphonemarketwith83%ofsales,andover341.5
millionunitswereshipped.Moreover,basedinastudyconductedbyInternationalDataCorporation
(IDC,2016),therearearound1.7millionandroidapplicationsavailableontheGooglePlaystore.
Figure1representsthepercentageofsmartphoneoperatingsystems.TheproliferationofAndroid
applications,andcontinuedrelianceonAndroiddevices ineveryday life, raises thechallengeof
ensuringthequalityoftheseapplications.

The testing of Android applications presents certain challenges. Developing new android
applicationsisexpensiveduetothevarietyofdevicetypes,andtheapplicationsdevelopedmustadapt
toavarietyofmanufacturerspecifications.Testingtheseapplicationsoneachdeviceandensuring
compatibilityandfunctionalityisalsotime-consumingandinvolvesconsiderableeffort.Inaddition,
thesameapplicationmaynotrespondinthesamewayonallandroiddevices.Also,therangein
varietyofandroidoperatingsystemversionsmayraisetheproblemofincompatibility.Finally,Android
applicationsmayviolatesomeprivacyandsecurityconcernswhereGoogledoesnotapprovethird
partyandroidapplicationsbeforetheygotomarket,andpersonalinformation,activities,andstatuses
collectedfromdifferentandroidapplicationsmaybeusedinaninappropriatemanner.

Severalapproacheshavebeenproposedintheliteraturetotestandroidappsbuttheydonotreach
actualpracticesuchas(Amalfitanoetal.,2012;Amalfitanoetal.,2011;Azim&Neamtiu,2013;
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DeMillo,Lipton,&Sayward,2013;Hu&Neamtiu,2011;Mahmood,Mirzaei,&Malek,2014).
However,someotherresearchintheliteratureproposedmutationtestingtoolsuchas(Deng,Offutt,
Ammann,&Mirzaei,2017;Linares-Vásquezetal.,2017).Despitetheavailabilityoftheseapproaches,
thefieldofandroidappstestingisstillverymuchunderdevelopment;asevidencedbylimitations
relatedtothemutationoperatorsusedtocovertheextensivefeatureofandroidappssuchappswith
contentsharing;appswithmultimedia;appswithgraphics;andappswithlocationandmaps.Inthis
paper,wefocusonensuringthattheAndroidapplicationsarereliablebeforetheyarereleased.The
aimofthispaper,whichwesharewithpreviouswork,istodefinenewmutationoperatorssuitableto
detecthiddenfaultsinandroidapplications,byrelyingonanempiricalfoundation.So,ourmutation
operatesarecomplementwithothermutationoperatorsusedintheliterature.Theyareusedtocover
somefeaturesthatarenotcoveredbypreviouswork,i.e.theyareusedtodetecthiddenfaultsthat
cannotbepredictedbytheothermutationoperators.Specifically,weusemutationtestingasatechnique
totestandroidapps.Severalapproachesintheliteraturehavebeenusedtogeneratetestcasesfrom
givenandroidapps(Choudhary,Gorl,&Orso,2015;Machiry,Tahiliani,&Naik,2013),suchas
branchcoverage,statementcoverage,methodcoverage,etc.Mutationtestingisagoodtechnique
tocomparewithbecauseofitseffectivenessandefficiencyashasbeenprovenbefore(Kintisetal.,
2016;Praphamontripong,&Offutt,2010).ReneJustet.al.(2014)showedthatmutationtestingis
betterinpredictiontherateofrealfaultsthancodecoverage.Moreover;mutation-basedapproach
toautomaticallygeneratingtestsuitesispromising.Mutationtestingcanhelpsinfindingthehidden
faultswithmaximumcodecoverage.Italso,canbeusedtocheckthequalityoftestcasesthatare
usedtotestasystemundertest.

Themaingoalofthisresearchistoanswerthefollowingquestions:Canwesuggestanewsetof
mutationoperatorsforAndroidapplications?Whataretheseoperators?Howcanwemeasurethese
mutationoperators’effectivenessintermsoftheirabilitytoinjectfaults?

Inthispaper,weintroduceasetofeffectivemutationoperatorsthatcanbeusedtodetectthe
faultsinandroidapplications.Thesemutationoperatorsarecategorizedintofourtypesbasedona
specificfaultfeatureofandroidapplication:appswithcontentsharing;appswithmultimedia;apps
withgraphics;andappswithlocationandmaps.

Thispaper isstructuredasfollows:SectionTwoprovides thenecessarybackground,briefly
outlining the mutation analysis process, and describing an Android operating system and its
application.RelatedworkisreviewedinSectionThree.SectionFourdefinesasetofnovelmutation
operatorsthatareorganizedintofourlevelsbasedonthespecificfaultfeaturesofAndroidapps.
Section Five describes the implemented mutation tool which is the µ-Android. The evaluation
processandapplicationsusedarediscussedinSectionSix.Finally,theconclusionoftheresearch
andrecommendationsforfutureworkarepresentedinSectionSeven.

Figure 1. Apps percentage in markets
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