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ABSTRACT

Over-the-air(OTA)updateisamethodforvehiclemanufacturerstoremotelydistributemaintenance
updates,performance,andfeatureenhancementsthroughthevehicle’slifespan.Recallsofvehicles
costthemanufacturesalotofmoney.OTAsolvestherecallissue,whileallowingconsumerstopay
forservicesandfeaturesviaanupdate.TheOTAecosystemincludesthecoderswhofirstdeveloped
the firmware, the 1st Tier suppliers, the vehicle manufacturers, and the vehicle itself. Currently,
manufacturersdesignedthenetworksforspeedandresponsiveness,andnotsecurity.Thisarticle
examinestheseelementsanddrillsintothesecurityavailableforeach.Theslowestandoneofthe
mostvulnerablepartsofthesystemisthecommunicationswithinthevehicle.Thevehiclenetworks
mustensuretheintegrityandauthenticityofmessagestransmittedtoguaranteesoftwareprogrammed
ontoECUsareauthorizedandtamper-free.Specialisthardwarewithinthevehiclemakesthispossible
inanoperationenvironment,suchashardwaresecuritymodules.
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1. INTROdUCTION

Modernconnectedvehiclescontainupto100ElectronicControlUnits(ECUs)andupto100million
oflinesofcode(Continental,2019,Riggsetal.,2018,Petrietal.,2016,Holmes,2018).Theincrease
infunctionality,i.e.advanceddriving-assistsystemandautonomousdriving,hasincreasedthevalue
ofthevehicle’ssoftware.

With the introduction of new concepts, i.e. paying for vehicle functionality per feature aka
Software-as-a-Service(SaaS), theautomobile isevolvingintoasoftware-drivenmobilityservice
definedbytheexperienceitdeliverswhilsttransportingpassengers(Windriver,2018;Stevic,2018).
Theconsumer’sdesiretostreammusic,receiveemailsandsocialmediapostshasintensifiedthisissue
(Petrietal.,2016).Theincreaseinsoftwarefunctionalitymeansmorepotentialforbugs,andsowe
haveseenanincreaseinaftersalessoftware/firmwareupdates(Teraokaetal.,2016;Windriver,2017).

Mostvehiclesoftwareupdateshaveoccurredatdealershipseitherforarecalloranupgrade
(Quain,2018;Chowdhury,2017;Continental,2019).Thiscanbeinconvenienttotheuser,expensive
forthedealershipandaffectthebrandimage(Windriver,2017).
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Thesoftwareindustryhasimplementedover-the-air(OTA)updatesformanyyearstofixbugs
andmakeenhancementstosoftwareoncomputers,mobiledevices,andeventelevisions(Chowdhury,
2017;Quain,2018).OTAiswirelessdeliveryofthesoftwareupdatetothevehicle(Rouse,2018).
Intheautomotiveindustryitisstillrare.OTAonvehicleseliminatestheneedtotakethevehicleto
thedealership,protectsbrand-imageandsavesthewaitingforupdates(Riggsetal.,2018;Holmes,
2018).By2022thecar-parcwillcontainhundredsofmillionsofconnectedvehicles,andconsequently
VMswouldsave$35billionbyusingOTAratherthanvehiclerecalling(Neiger,2016).

SomeVMshaveimplementedsoftwareOTAsystemsbuthaveconcentratedonnon-essential
systemssuchasupdatestothevehicle’sinfotainmentsystems,maps,andtelematicssoftware.Thisis
knownasSOTA.SomeVMs,notablyTesla,haveventuredintoupdatingthefirmwareonindividual
ECUsincludingsafety-criticalsystems,suchasthebrakes.ThisisknownasFOTA(Quain,2018;
Kim&Park,2018).

EventhoughOTAupdatesseemlikeapanacea,newvulnerabilitiesstilloccur.Anattackercould
takecontroliftheyintroducedamaliciousupdatetoavehicle,eitherattheback-endorintransit
(Pedroza,2011;Verma,2018).Historyhasshownsoftwaresystemsaremostatrisktolapsesinsafety
andsecuritywhenundergoingchange(Chowdhuryetal.,2017).AnOTAupdateisasubstantial
change;therefore,itisessentialsecurityisparamount.ThispaperexploresOTAconceptwithan
emphasisonsecurity.ProceedingsectionsdivedeeperintotheOTAecosystem,intotheback-end
systems,andthevehicleinternals.Althoughmanyoftheconceptsdiscussedareinrelationtosoftware
andfirmware,thispaperconcentratesonthelesstrivialFOTA.

2. ReLATed WORK

Recentlyseveralscholarshaveresearchedtheareaofsecurityissuesofsmartcars(Maglaras,2015)
andespeciallythoserelatedtoOTA.AnOTAupdatesystemmustberesilienttospoofing,tampering,
repudiation,information-leakage,denial-of-service,andescalation-of-privilegesattacksamongothers
(Vasenev,2019).Severalsecurityandprivacyissuesmayarisefromdifferentpartsoftheecosystem,
likecloud,Servicestation,carorOEMbackendandseveralsecuritymethodsmustbecombinedin
ordertocounterthosethreats.Thefreshnessoftheupdateinformationalsoneedstobepreservedin
ordertopreventreplayattacks(Halder,2019).Moreover,softwaredistributionduringOTAupdates
mustbearrangedinsuchawaythathighsecurity;lowlatencyandcontinuousdataprotectionare
guaranteed.

Hashalgorithmsanddigitalsignaturesaresomecommonmethodsthatcanbeusedinorderto
ensureauthenticityandintegrityofsoftwareupdates,butmoresophisticatedmethodswererecently
proposed(Zhou,2019).Anotherpromisingideaistousefogcomputinginsmartvehicles(Fizza,
2019).Fognodesaredistributedinanad-hocfashion,andhenceleadtoamorereliableandrobust
system,withoutasinglepointoffailure.

Havinginmindtopresentaholisticmodelofasmartcarthatincludesalldifferenttechnologies
thatmakethecar‘smart’ENISAissuedareportlastyearwhererelevantthreatsandcybersecurity
riskspertainingtosmartcarsareanalyzedandseveralsecuritymeasuresareproposed(Enisa,2019).
Thereporttakesintoaccounttheparticularitiesofthishighlycomplex,heterogeneousandvolatile
environmentand the fact thatnomodern systemcanbeanalyzed in isolation. In this report the
interconnectionofsensors,AI,machinelearningalgorithms,cloudcomputingandconnectivityis
presentedandthreatsthatcomefromallthesecomponentsofsmartcarareanalyzed.Inoneofthe
scenariospresentedinthereportalarge-scaledeploymentofaroguefirmwareafterhackingOEM
back-endserversaffectsOTAandconsequentlytheproperbehaviourofthevehicle.Inthisarticle
wefocusmainlyontheOTAratherthantheWi-FiandwithinaV2V/V2Iecosystem.
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