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ABSTRACT

Peoplefacemultipledecisionsthathaveethicaldimensionsandareoftenunabletoresolveappropriately
thoseethicaldilemmasintheuseofthecyberspace.Individualsfinditdifficulttoexplaintherationale
behindtheirmoraljudgmentsintheirinteractionsandaccesstodigitalcontent.Identifyingethicaland
moralorientationthatpromptsacceptableorunacceptableethicaljudgmentsisanimportantfactor
incyberethics.Thegoalofthisstudyistoemploythreeprominentethicaltheoriestopredictand
explaincyberethicaljudgementsintermsofcomputerethics,privacy,intellectualpropertyrights,and
academicintegrity.Thestudydevelopsconceptualandpredictivemodelstotestasetofhypotheses.
Theresultsshowconsequentialethicsasthemostsignificantpredictorofcomputerethics,cyber
privacy,andacademicintegrity.Deontologicalethicsmostsignificantlypredictintellectualproperty
rightsbutisnotasignificantpredictorofacademicintegrity.
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INTRodUCTIoN

Individualsfaceethicaldilemmasinvariousreal-lifesituationsandoftenmakeethicaljudgments
basedonwhattheydeemtoberightorwrong.Ethicsisasetofprinciplesbywhichpeoplelive;what
theyconsiderasmorallyrightorwrong;theirjudgmentsaboutwhatoughttobedone;andabout
moraldutiesandobligationspeopleshouldperform(Heller,2012).Digitaltransformationthrough
theuseofinformationandcommunicationtechnologies,thoughimprovescriticalbusinessoperations
andeconomicgrowth,posesethicalchallengestothesociety(Tiirmaa-Klaar,2016).Inparticular,
interactionsamongpeopleandaccess todigitalcontent in thecyberspacebringethicalconcerns
(Jamaletal.,2015).Somedecisionsandchoicesindividualsmakeinthecyberspaceareunethical
orillegal(Luppicini,2009).Often,individualsareunabletoresolveethicaldilemmas(Araretal.,
2016).Insomecases,peoplefinditdifficulttoexplaintherationalebehindtheirmoraljudgmentsin
theiraccessibilityandinteractionswithdigitalcontent.Itisoftenhardtoconcludewhatoughttobe
themostappropriateethicalbehaviour.Thisisbecausedifferencesexistamongindividualsintheir
judgementsandevenamongculturesastowhatisrightorwrong(Burmeister,2017).

Ethics in thecyberspace isoften referred toas cyber ethics.Cyberethics is a termused to
encompass all forms of applied ethics issues pertaining to technology related human activities
(Luppicini,2009).Cyberethicstriestodetermineanappropriateperspectiveorphilosophyinthe
applicationoftechnologytoreal-lifesituations(Shapiro&Gross,2013).Ethicaltheoriesareuseful
whenfacedwithalternativeperspectivesforevaluatingandresolvingethicalsituations(McDonald,
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2014).Aspeoplefacemultipledecisionsthathaveethicaldimensionsinthecyberspace,itisimportant
toestablishwhatethicaltheoreticalperspectivesandmoralconvictionsthatpromptacceptableor
unacceptableethicaljudgments.Ethicaltheoriesenableindividualstodefendoropposeaposition
onaparticularethical issue(Hammersley-Fletcher,2015) in thecyberspace.AccordingtoAmin
(2019),providingcybersafetyrequiresfourinterrelateddomains:a)hardware,software,andnetworks
as building blocks of the organization’s cyber infrastructure; b) the information domain which
includesmonitoring,informationstorage,andvisualization;c)thecognitivedomainwhichinvolves
informationanalysisfordecision-making;andd)thesocialdomainwhereappropriatesocialand
ethicalconsiderationsaremade.

Thiscurrentstudyfocusesontheethicaldomainofcybersecuritytopredictandexplaincyber
ethicsusingethicaltheories.Literaturesuggestthatamongseveralethicaltheories,consequentialism,
deontology (Heller, 2012) and virtue ethics (Audi, 2015) are the most relevant to technological
applications.Consequentialism(consequence-basedethics)referstothosemoraltheorieswhichhold
thattheconsequences(i.e.outcomes)ofaparticularactionformthebasisforanyvalidmoraljudgment
aboutthatactionorcreateastructureforjudgment(Sinnott-Armstrong,2014).Deontologicalethics
(duty-basedethics)areconcernedwithwhatpeopleshoulddo,notwiththeconsequencesoftheir
actions(Alexander&Moore,2015).Itfocusesondoingtherightthingbecauseitistherightthingto
do(Alexander&Moore,2015).Virtueethicaltheory(character-basedethics)focusesonthecriteria
havingtodowithcharacterdevelopmentofindividualsandtheacquisitionofgoodcharactertraits
(Hinmann,2016).Thisstudyemploysthesethreeprominentethicaltheoriestopredictandexplain
ethicaljudgementsofindividualsintheuseofthecyberspace.Thequestionthestudyattemptsto
answeris“Howdoethicaltheoriespredictandexplaincyberethics?”Empiricalevidencetopredict
andexplaintheeffectofethicaltheoriesoncyberethicsislackingintheliterature.Asaconsequence,
fullethicsisneededinthefieldofcyberspace(Dipert,2016)andmoreresearchisrequiredtoexplore
appropriateethicaltheoriesthatcanfostercyberethics(Burmeister,2017).

LITERATURE REVIEW

Ethical Theories
Ethicaltheoriesaregenerallycategorizedintothree:Consequentialism,deontology,andvirtueethics
(ethicsofcharacter).Consequentialismanddeontologyansweraquestionasto“howshouldIact?”
andthevirtueethicsansweraquestionasto“whatkindofpersonoughtItobe?”(Hinmann,2016).

Consequentialism
Consequentialethicscontendsthatpeopleshouldstrivetomaximizepositiveoutcomes(Sinnott-
Armstrong,2014).Itisbasedontwoprinciples:(a)whetheranactisrightorwrongdependsonlyon
theresultsofthatactand(b)themoregoodconsequencesanactproduces,thebetterorrighterthatact
(Ethicsguide,2014).Consequentialismiscategorizedintoutilitarianism,groupconsequentialism,and
ethicalegoism(Hinmann,2016).Forutilitarianism,anactionisrightifittendstopromotehappiness
andwrongifittendstoproducereverseofhappiness(Driver,2014;Mill,1961).Withthisview,an
actismorallypermissibleiftheconsequencesresultingoutofitproducesgreatestamountofgood
forthegreatestnumberofpersonsaffectedbytheact(Sinnott-Armstrong,2014).Utilitarianismplays
averyimportantpartineverydaylifebecauseitissimpleandappealstocommonsense:(a)Itseems
sensibletobaseethicsonproducinghappinessandreducingunhappiness,(b)Itseemssensibletobase
ethicsontheconsequencesofwhatisdone,sincepeopleusuallytakedecisionsaboutwhattodoby
consideringwhatresultswillbeproduced,and(c)Itseemseasytounderstandandwhichisbasedon
commonsense(Ethicsguide,2014).Anotheraspectofconsequentialismisgroupconsequentialism,
whichconsidersconsequencesofanactonsmallergroupssuchasanation,a tribe,afamily,or
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