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ABSTRACT

Thearticleformulatesandcalibratesaformalmodelofriskcommunicationsintheframeworkof
arisk-basedcommunityresilienceassessmentapproachintransformingsocietiesundercrisesand
conflicts.Itwasdemonstratedthatperceptionofrisksisnotadequate.Thissituationisrecognizedas
athreat,whichleadstoasignificantincreaseoflossesandtospreadingofwrongcrisismanagement
practices.Toimprovedecision-makingatthepersonal,group,andpopulationlevels,abehavioral-
basedcommunicationmodelhasbeenproposed.Themodifiedformofengagementintocollective
actionsforsubstantiallyfractionalizedsocietyisproposed.Anumberofmodelsofactioncallsand
acollectivedecision-makingunderstressconditionswithdynamiccommunicationareputforward.
Onthebasisof thedevelopedmodel,waysofoptimizingcommunicationstrategiesareaimedat
correspondingriskminimizationaredeveloped.Futureresearchdirectionsarehighlighted.
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INTROdUCTION

Recenttechnologicalchanges,knownasthedigitalrevolution(TWI2050,2019),haveledtoglobal
socialtransformationscharacterizedbypowerfulsocialcrisesandconflicts(Jaarsveld,Nakicenovic,
&Kabat,2018),includinghybridsandasymmetric,withwidespreaduseofcyberwarfare.Modern
globalcommunityfacingoncomplexnovelthreatsandchallengeswasconnectedwiththedevelopment
ofimportantmulti-scaletendenciesofglobalization,decentralizationandsocialtransformation.The
developmentofthesetendenciesnotonlygeneratesnewtypesofnexus,nonlinearinterdependencies
andriskssuchassystemsofchainrisks,butalsolimitingtheapplicabilityoftraditionalapproaches
torisksassessment,includingnotonlynatural,butalsoenvironmental,socialandevenmilitaryrisks
(Ermoliev,Makowski,&Marti,2012).

Ontheonehand,ourunderstandingofmulti-scaleandmulti-physicscrisisanddisastersdriversis
becomingdeeperandmorecomprehensive,whichallowsustoestimateapropagationfunctionmore
accuratelyandcorrectly.AswellasusingmodernGIS-technologiesandsatelliteobservationleads
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toincreasingcorrectnessofanestimationofthedamagefunction–spatialandtemporaldistribution
oftheinfrastructure,houses,andotherassets.

However,theresultingerrorsand—especially—uncertaintiesbeingstillhigh,whichsubstantially
limitsourabilitytoestimaterisks.Itispossibletosay,thattheusualapproachtoanalysisofpropagation
and damage functions does not lead anymore to correct assessment of losses (Kostyuchenko,
Yuschenko,&Kravchuk,2019),andrequiresapplicationofsignificantfitnessfunctionsinevery
case(Figure1).

Thissituationiscaused,interalia,bythecriticalincreaseofdatavolumes,i.e.explorationofbig
dataintheriskassessmentapproaches(Malhotra,Anand,&Singh,2018).Moreover,theepistemic
uncertainties (connected with the methodological imperfection of used approaches and models)
beingstillsignificant.

Inthiscontextitbecomesclearthattheaccuracy,correctness,reliabilityandapplicabilityof
risksassessmentsarewidelyvaryingwhichdependsonlocality(Lerbinger,2012).Inviewofglobal
socialtransformations,whichdirectedtodigitalizationanddecentralization,creationofsmallmulti-
scaledhorizontallyconnectedgroupswithdynamictopology,researchinthedirectionofrisk-based
communityresiliencebecomesrelevant.

Whatkindof limitationarewe facing?The trivialanswer is–anthropologicalone.Human
behaviorshouldbeconsideredasariskdriver(Kostyuchenko,2016).

In many cases an application of the risk perception function makes risks assessment more
universal, taking into account the features of local communities under catastrophic stresses
(KostyuchenkomYuschenko,&Kravchuk,2019,Figure2).

Thereareseveralinterlinkedapproachestoanalyzeriskcommunicationsthatshouldbementioned
in a wide context. For example, in the framework of decision sciences, a risk communication

Figure 1. Example of response of socio-economic system to crisis load: model vs. observations
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