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ABSTRACT

Multimodalbiometricsreferstotheexploitingcombinationoftwoormorebiometricmodalitiesin
anidentificationofasystem.Fingerprint,face,retina,iris,handgeometry,DNA,andpalmprintare
physiologicaltraitswhilevoice,signature,keystrokes,gaitarebehaviouraltraitsusedforidentification
byasystem.Singlebiometricfeatureslikefaces,fingerprints,irises,retinas,etc.,deteriorateorchange
withtime,environment,usermode,physiologicaldefects,andcircumstancethereforeintegratingmulti
featuresofbiometrictraitsincreaserobustnessofthesystem.Theproposedmultimodalbiometrics
systempresentsrecognitionbasedonfacedetectionandfingerprintphysiologicaltraits.Thisproposed
systemincreasestheefficiency,accuracyanddecreasesexecutiontimeofthesystemascompared
totheexistingsystems.Theperformanceofproposedmethodisreportedintermsofparameters
suchasFalseRejectionRate(FRR),FalseAcceptanceRate(FAR)andEqualErrorRate(EER)and
accuracyisreportedat95.389%.
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1. INTRoDUCTIoN

Biometricauthenticationisoneofmostpopular,secureandtrustyauthenticationtechniquesofa
system.Biometricsystemsusephysiologicaltraitslikefingerprint,face,retina,iris,handgeometry,
DNA,palmprintandbehaviouraltraitslikevoice,signature,keystrokes,andgaitfortheidentification
ofasystem(Dessimoz,Richiard,Champod&Drygajlo,2007;Pichard,Hebrard&Chilliard,2004).
Thesebiologicalfeaturesaremorereliableandhavemorediscriminationfeaturesthananyknowledge
basedortoken-basedtechniqueduetoitsuniquenessproperty.Uni-modalbiometricusessingletrait
whilemultimodalbiometricusesmorethanonetraitforthepurposeofrecognition(Li,Sun,Tan,
Pankanti,Chollet,&Zhang,2005).

Confirmationofauser’sidentityisdoneonthebasisoffeaturesextractedfromtheinputtrait
whichare compared to the features storedas templatedatabase.Anumberof feature extraction
techniqueshavebeendiscussedinthepublishedliterature.Featuresobtainedfromtheinputimage
canbefusedatdifferentlevelsoffusionaccordingtotheneedofthesystem.Thefusionisdivided
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intofivetypes(i)Sensorlevel(ii)Featurelevel(iii)Matchscorelevel(iv)Rankleveland(v)Decision
level.Featurelevelfusionhasbeenimplementedinourproposedsystem.

Abiometricworksintwophases(i)Enrolmentphaseand(ii)Verificationphase.Inenrolment
phaseauser isregisteredtothesystem.Forthispurpose,user’sfeaturesarefusedandstoredas
templateindatabase.Intheverificationphaseatrueorlegitimateuserisidentifiedonthebasisof
scoregeneratedbymatchingpreviouslystoreddatabasetemplateandtheruntimefusedfeaturesof
theuser.Varietyofissueslikenon-universality,noisydata,intra-classvariations,restricteddegrees
offreedom,spoofattacksandunacceptableerrorratesinuni-modalbiometricsystems(Das,Karthik,
&Gara,2012)canbereducedbydeployingmultimodalbiometricsystem.Confirmationofauser’s
identityisimplementedonthebasisoffeaturesextractedfromtheinputtraitwhicharecomparedto
thefeaturesstoredastemplatedatabase.Featuresobtainedfromtheinputimagearefusedatdifferent
levelsoffusionaccordingtotheneedofthesystem.Asalreadymentionedinthisempiricalstudy
featurelevelfusionhavebeenimplemented.

In recentpast, researchershaveproposed five typesofmultimodalbiometrics:Multi-sensor
multimodalbiometrics,multi-algorithmmultimodalbiometrics,multi-instancemultimodalbiometrics,
multi-samplemultimodalbiometrics,andhybridmultimodalbiometricssystem;thisgivesusthe
inspirationtoresearchandproposetechniquebasedonhybridmultimodalbiometricssystem.

All the experiments have been performed on the standard dataset, discussed later, and the
computedresultscomesouttomostpromisingincaseofproposedapproach.

Thepaper isorganized into the following sections.Section2presents a reporton literature
reviewonpriorpublishedstudies.Adetaileddescriptiononmanysimilarstudiesisalsopresented
inthisSection.Section3describestheproposedmethodology.Section4containsacomprehensive
description of the experimentation process and meticulous report on performances of various
approachesondiverseparametersofefficiency.Finally,Section5presents theconclusionof the
studyalongwithpossiblefutureenhancements.

2. PRIoR PUBLISHeD STUDIeS

Wehavegonethroughseveralstudieswhichresembletheproposedwork;someoftheprominent
workwhichresemblesourworkisdiscussedinthissection.Authors(Jain,Ross,&Prabhakar,2004)
presentedcomparativeapproachamongdifferent traitsandpresentserror rates in termsofFalse
matchedrate(FMR)andFalseNon-MatchedRate(FNMR).Inthenextstudyauthors(Darwish,
Zaki,Saad,Nassar,&Schaefer,2010)proposedaneffectiveapproach tomultimodalbiometrics
usingfaceandfingerprintrecognitionwhereFacialimagerepresentationisperformedusinglocal
binarypattern(LBP)textures,whilefingerprintsarerecognisedonthebasisofminutiaeextraction.

In this study, Phillips, Martin, Wilson, and Przybocki (2000) emphasized on performance
estimationofthebiometricsysteminwhichtheauthorelaboratestheparametricofmultibiometric
systems.Subsequentlyauthors(Dahel&Xiao,2003)proposedthemultimodalbiometricstoovercome
thepotentiallimitationsofanyindividualbiometricsystembyimprovingsystemsecurityleveland
anti-spoofing.AuthorscomputedFalseAcceptanceRate(FAR)andFalserejectionRate(FRR)with
theintendofimprovingaccuracyaswellastheconvenienceofbiometricapplications.(Jain,Ross,
&Pankanti,2006)proposedanidentificationsystembasedonfaceandfingerprint;wherematching
offingerisappliedfollowedbypruningthedatabaseviafacematching.Inthenextpaperauthors
(Yang,Zhang,Frangi,&Yang,2004)performedadetailedinvestigationofvariousfeaturesextracted
fromtheparticularregionofhumanfacesforbiometricidentification.Simpledistancemeasures
wereusedtodeterminetheverificationrate(VR)alongwithseveralfilter-basedtechniquesandlocal
featureextractionmethods.(Ratha,Bolle,Pandit&Vaish,2000)presentedanefficientfingerprint
authenticationtechniquebasedongraphrepresentation.

Inthenextstudy,theauthorsLakshmiprabha,Bhattacharya,andMajumder(2011)proposeda
newmultimodalbiometricapproachusingfaceandperiocularbiometric.Amethodwhichcanextract
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