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ABSTRACT

Consideringtheever-growingubiquityoftechnology,thereisanassociatedgrowthinthepossibilityof
digitaldevicesrelatedtoacriminalinvestigationorcivillitigation.Asthevarietyofdigitaldevicesis
increasing,thestoragecapacityofeachisalsorisingexponentially.Duetothevariedandlargevolumes
ofdataproduced,lawenforcementagencies(LEAs)worldwidearefacingasignificantbacklogof
cases.Thishasculminatedinsignificantdelaysindealingwithcasesthaturgentlyrequiredigital
forensicinvestigations(DFIs).Itisofparamountimportancethatnewresearchapproachesbeadopted
toaddresssuchchallenges.Thisarticleevaluatestheexistingsetofcircumstancessurroundingthe
fieldofdigitalforensics(DF).ThearticleprovidestwoimportantcontributionstothefieldofDF;it
identifiesandanalysesthemostimportantmid-andlong-termchallengesthatneedtobeconsidered
byLEAs.Italsoproposesimportantspecificfutureresearchdirections,theundertakingofwhich
canassistLEAsinadoptinganewapproachtoaddressingthesechallenges.

KeywORDS
Digital Forensics, Digital Investigation, Big Data, IoT Forensics, Cloud Forensics, Cybersecurity, Encryption

1. INTRODUCTION

Overthepastfewyears,technologyhasbecomeprevalentinmanyaspectsofdaytodaylife.we
havewitnessedrapidadvancementsinInformationandCommunicationTechnology(ICT)features.
Technologiessuchascommunicationnetworks,mobiledevices,InternetofThings(IoT)solutions,
Cloud-Based Services (CBSs), Cyber-Physical Systems (CPSs) have brought many benefits to
technologicallyadvancedsocieties(Montasari&Hill,2019;Montasari,2017b;Caviglioneetal.,
2017;Pichanetal.,2015).Asa result,commercial transactionsandgovernmentalserviceshave
rapidlygrown, revolutionising the lifestylesofmany individuals living in these societies.While
technologicaladvancementsundoubtedlypresentmanyadvantages,atthesametimetheyposenew
cybersecuritythreats(Jahankhanietal.,2014),whichhavesignificantimpactsonavarietyofdomains
such asgovernment systems, enterprises, ecommerce, onlinebanking, and critical infrastructure
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(Hosseinian-Faretal.,2017).AccordingtoanofficialsurveyconductedbyTheOfficeforNational
Statistics(BBC,2017),therewereanestimated3.6millioncasesoffraudandtwomillioncomputer
misuseoffencesinayear.

Someofthechallengesresultingfromsuchtechnologicaladvancementsinclude,butarenot
limitedto:highvolumeofdata,heterogeneousnatureofdigitaldevices,advancedhardwareand
softwaretechnologies,anti-forensictechniques,videoandrichmedia,wholedriveencryption,wireless,
virtualisation,liveresponse,distributedevidence,borderlesscybercrimeanddarkwebtools,lack
ofstandardisedtoolsandmethods,usabilityandvisualisation.ThedeploymentofIPanonymityand
theeasewithwhichindividualscansignupforacloudservicewithminimuminformationcanalso
posesignificantchallengesinrelationtoidentifyingaperpetrator(Caviglioneetal.,2017;Lilliset
al.,2016;Chenetal.,2012;Ruanetal.,2011;Cameron,2018).Asaresult,thenumberofcasesthat
necessitateDFIsareontherise,culminatinginthecreationofabacklogofcasesforLEAsworldwide
(Montasari,2016a;Montasari,2016c).Withoutaclearplantofacilitateresearcheffortsthatextendone
another,forensicresearchwilllagbehind,toolswillbecomeoutdated,andlawenforcements’products
willbeincapableofrelyingontheresultsofDFanalysis(Garfinkel,2010;Montasarietal.,2019).

Inrecentyearstheareaofdigitalforensicshasattractedinterestfromresearchers,withnotable
surveyandpositionpapersbeingpublished.Onerecentpositionpaper(Watson&Dehghantanha,
2016)statesthehigh-levelchallengesassociatedwithpreformingdigitalforensicsonIoTdevices.
TheauthorsfocustheirattentiononthelocationandinabilitytoextractmeaningfuldatafromIoT
devices.However, theyprovidelittleinformationonwhatthefuturedirectionofthisfieldmight
be,whichcouldforexample,includeIoTproducersaccommodatingforensiccapabilitiesfromthe
designstageofthetechnology.Inanotherstudy,theauthorsfocustheirattentiononsuggestingfuture
challengeswithinSmartInfrastructure,whichincludesIoTdevices(Baigetal.,2017).IoTforensic
canberelatedtodata,serviceand/orarchitecturefusion.Sometimesfusionwithotherdataandusers
iscommon.Innovativesolutions/recommendationsarerequiredtoresolvesomeoftheknownexisting
issues(Kuoetal.,2018).Thepaperprovidesacomprehensivespeculationastothethreatsfacing
SmartInfrastructureandhowdigitalforensicsmightbeperformed.

Awidelycitedkeysurveypublishedin2010(Garfinkel,2010)providesfutureparadigmsof
research,andalthoughrelevant,changingITpatternshaveresultedintheneedforthissubjecttobe
revised.Forexample,inthepositionpaper,futureresearchdirectionsarepresentedandjustified.
Theseareasare:1)modulization;2)alternativeanalysismechanisms;3)scaleandvalidation;4)
abstraction.Directions1,2,and3havedemonstratedtobetrueandareasofcontinuingresearch;
however,direction4(abstraction)issomewhatunderstatedandprematuretotheneedsofcurrent
digital forensics.Although, there isclearlyaneed toabstract theforensicchallengeandmake it
easier,quickerandmorereliablefortheinvestigator,theintroductionofIoTdeviceshasresultedin
theabsenceoflow-leveltechniquesandprocessesforforensicacquisition.Thisthereforemotivates
theperusalofIoTforensicsisaprecursortoabstraction.

Therefore, in lightof thediscussionabove, it isofparamount importance thatnewresearch
approachesbeundertakentoaddresstheaforementionedchallenges.Tothisend,weevaluatethe
existingsetofcircumstancessurroundingthefieldofDF.Ourresearchstudymakestwoimportant
contributionstothefieldofDF.First,itanalysesthemostdifficultmidandlong-termchallengesthat
needtobeconsideredbyLEAs.Second,itproposesimportantspecificfutureresearchdirections,
theundertakingofwhichcanassistLEAsinadoptinganewapproachtoaddressingsuchchallenges.

2. CHALLeNGeS

The current states of DF encounters numerous challenges, from both ethical and technological
perspectives.AsthefieldofDFcontinuestoevolve,itsdevelopmentisseverelychallengedbythe
growingpopularityofdigitaldevicesandtheheterogeneoushardwareandsoftwareplatformsbeing
utilised(Caviglioneetal.,2017).Forinstance,theincreasingvarietyoffileformatsandOSshampers
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