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ABSTRACT

Discussionsregardingterrorismaremorerelevanttodaythaneverbefore.Terrorthreatscantake
onmanyformsfromphysicalviolenceagainstmilitaryforces,individualcompanies,andordinary
citizens,toactionsagainstinfrastructure,tocyberterrorism.Theseformsofterrorandothers,ina
numberofways,threatenthephysicalandfinancialsafetyofpeoplearoundtheworld.Thepurpose
ofthisqualitativeresearchstudyistoevaluatetheeffectsofterrorism—particularlytheattackson
September11,2001—onU.S.enterprisesintheperiodsincetheattacks.Utilizinginterviewswith
representativesfromvariousindustries,theauthorsfoundthatemployeeswithlongcompanyhistories
believetheircompanieshaveimplementedchangesregardingtheirsecuritymeasuresasasafeguard
againstpossiblefutureterroristattacks.Theresearchfindingsrevealedthatwhilebusinesseshavemade
changesintheiruseoftechnologytochangetheir(1)cybersecurity,(2)trainingmethods,and(3)hiring
processes,thereremainsagapinunderstandingtheefficacyandefficiencyofthesechanges.Though
theSeptember11attacksraisedtheconcernsregardingterrorismoverallandformedthegenesisfor
thinkingabouttheeffectsofterrorism,theauthorsfoundthatintervieweeshadlimitedknowledge
ofhowterroristactivitiestrulyaffectedtheirbusiness,andidentifiedastrongneedtoempirically
studythetechnologychangesimplementedinthepasttwodecadesasaresponsetoterrorism,and
aneedforathoroughsharingofknowledgewithinthecybersecurityindustrytootherbusinesses.
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INTRodUCTIoN

Terrorism is not a new phenomenon. The conquest of Judah and the use of terror tactics by
NebuchadnezzarandtheBabyloniansiswelldocumented(Forst,2009).Arguably, theAmerican
militiaintherevolutionarywarused“terrorist”techniquesagainsttheBritishforces(Tilly,2017).In
moderntimes,groupssuchasAl-Qaeda,theTaliban,andtheIslamicStateinIraqandSyria(ISIS)
havebecomesymbolsofforeignterroristgroups.IntheUnitedStates,domesticextremistsgroups
suchasAntifa,theKuKluxKlan(KKK),theAtomwaffenDivision,theDemocraticSocialistsof
America,andseveralothershavebeenlabeledasterroristorganizations(Chermak&Gruenewald,
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2015;LaFree,2018;Perliger&Sweeney,2019).Between1970and2018, theGlobalTerrorism
Database(GTD)hasrecordedsome126terroristincidentsonU.S.soilaimedatgovernment,media,
andbusinessesaswellasprivatecitizensandproperty(“GlobalTerrorismDatabase,”2019).

Organized groups are not the only threat. The use of social media to radicalize individuals
intoextremistgroupsofmanyvarietiesgeneratesfurtherconcern(D’Souza,2018).Thegrowthof
technology has allowed individuals with skills, knowledge, and relatively inexpensive computer
equipmentthepowertodisruptbusinessesandsocieties.Concernsover“lone-wolf”attacks(attacks
byindividualswithnocommandfrom,orevenaconnectiontoanorganizedgroup)remain.The
decentralizationofthe“enemy”toattackhascausedchallengestotheabilitytoprotectbusinesses
andsocietyfromterroristattacks(Phillips,2017).

September11,2001changedtheplatformfornationalsecurityandterrorismproceduresinthe
UnitedStates.Theattackscatapultedterrorismintothenationalconsciousness,sparkingmassive
governmentagenciesliketheTransportationSecurityAdministration(TSA)andthelargerDepartment
ofHomelandSecurity(DHS).WithintheU.S.,theattacksalsoledtorestructuringoftheFederal
BureauofInvestigation(FBI)(Reedy&Miller,2016)andhighlightedthedesperateneedforthe
flowofcommunicationandinformationamongfederal,state,andlocalgovernments,emergency
responders,hospitals,transportationagencies,andprivatesectorbusinessessuchasutilities.The
attacksultimatelyledtotheongoingGlobalWaronTerror.

Thenationalsecuritysectorwasnottheonlysegmentoftheeconomytoexperiencechanges
asaresultoftheattacks.Avarietyofbusinesses,fromhealthcaretoaviation,sawtheattacksasa
possibleharbingerofthingstocome.Theysoughttoexamineandupdatetheirsecurityprocedures
asaresult.Companiesbegantoimplementchangestotheirmasscasualtyandsafetyprocedures.
Somefirmsbegantoengageorpursueincreasedengagementinthreatmitigationtraining(Ahmed,
Suarez,&Andreychuk,2019).

Theattacksultimatelyleadtotheongoingglobalwaronterror,withformalconflictsoccurringin
IraqandAfghanistan,creatingtheneedforgreaterglobalcoordinationandcommunicationonthepart
oftheU.S.militaryandfirmsworkingwiththem.Theseglobalrequirementsechoedandamplified
thenecessityforcommunicationandcoordinationbetweenfederal,state,andlocalgovernments,
aswellasthecoordinationandcommunicationbetweengovernmentandprivatebusinesses.These
needs,combinedwiththeexplosivegrowthintechnology,havedrivenprivateindustrytorecognize
cybersecurityasapreeminentrequirementoftheirbusinesses.

Ourresearchaimstofillagapinthecurrentunderstandingoftheimpactsofterrorismpost-
9/11.Inparticular,welooktoevaluatetheeffectsoftheterrorattacksin2001andthesubsequent
changesonU.S.businesses.Afterconductinginterviewswithindividualsfromvariousindustries,
weconcludethatcompanieshaveimplementedchanges,primarilyinthreeareas:(1)cybersecurity,
(2)changesintraining,and(3)changesinhiringpractices.AlthoughtheSeptember11attacksraised
concernsregardingterrorismoverall,intervieweeshadverylimitedknowledgeofterroristactivities
andtheactualimpactoftheseeventsontheirindustries.Inaddition,thestudyidentifiedastrong
needforanempiricalevaluationofcybersecuritymethodsanda thoroughsharingofknowledge
andarisk/benefit/costanalysistootherprivatesectorbusinessesregardingtheirtechnologicaland
cybersecuritybudgets.

BACKGRoUNd

OnthemorningofSeptember11,2001,19Al-Qaedaoperativescarriedoutaseriesoffourcoordinated
attacksintheUnitedStates.Boardingdomesticaircraft,eachstockedwithfuelforcross-country
flights, thegroupshijackedeachplaneshortlyafter takeoff.Within justashort time, twoof the
planescrashedintothenorthandsouthtowersoftheWorldTradeCenter(WTC)inNewYorkCity
whilethethirdwasflownintothePentagonjustoutsideofWashington,D.C.Thefourth,finalplane
crashedinaPennsylvaniafieldafterpassengersthwartedtheplansoftheterrorists—atthecostof
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