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ABSTRACT

Thedeliberateweaknessesarepointsofweaknesstowardswhichapotentialfailureis
channeledinordertolimitthemagnitudeoftheconsequencesfromfailure.Thearticle
showsthatreducingriskbydeliberateweaknessesisapowerfuldomain-independent
method which transcends mechanical engineering and works in various unrelated
areasofhumanactivity.Aclassificationhasbeenproposedofcategoriesandclasses
ofdeliberateweaknessesreducingriskaswellasdiscussionrelatedtotheunderlying
mechanismsofriskreduction.Itisshownthatintroducingandrepositioningexisting
weaknessesisaneffectiverisk-reductionstrategywhichtranscendsengineeringand
canbeappliedinmanyunrelateddomains.Thearticleshowsthatinthecasewherethe
costoffailureoftheseparatecomponentsinasystemvariessignificantly,anapproach
basedondeliberateweaknesseshasasignificantadvantagetotheequal-reliability/
equal-strengthdesignapproach.
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1. INTRoDUCTIoN

Thecommonapproachtoriskreductionisthedomain-specificapproachwhichrelies
heavily on root-cause analysis and detailed knowledge in the specific domain. To
reducethelikelihoodoffailureortheconsequencesfromfailure,measuresspecific
totheparticulardomainareselectedandtheriskreductionisconductedexclusively
byexpertsinthedomain.Thiscontributedtothefalseperceptionthatefficientrisk
reductioncanonlybedeliveredsuccessfullybyusingmethodsofferedbythespecific
domain,withoutresortingtogeneralmethodsforriskreduction.Thiscommonapproach
resultedinineffectivereliabilityimprovementandriskreductioninallareasofthe
human activity. Valuable opportunities for improving reliability and reducing risk
havebeenoverlookedwhichledtoseriousaccidentsresultinginbigfinanciallosses,
fatalitiesanddamagetotheenvironment.Themosteffectiveresultsinriskreduction
areobtainedwhendomain-independent risk reductionmethodsare combinedwith
domain-specificknowledge.Thegreatadvantageofthedomain-independentthinking
inimprovingreliabilityandreducingriskacrossmanyunrelateddomainsofhuman
activityhasbeenrecentlydemonstratedin(Todinov,2019).

Accordingly, the present paper focuses on an important domain-independent
methodforriskreductionbasedonintroducingdeliberateweaknessesorrepositioning
existingweaknesses.Thedeliberateweaknessesaredeliberatelycreatedweakspots
towardswhichapotentialfailureischannelled.Bychannellingfailureintoweakspots,
designedtofailinapredictableway,theconsequencesfromfailurearereduced.Should
theunfavourableconditionsoccur,thedeliberateweaknessistheonetofailandprotect
theexpensivepartsofthesystem.Inthisway,thelossesarelimited.Anotheradvantage
isthatthedeliberateweaknessesaremaintenance-freeandconstantlyreadytooperate.

Riskreductionbyintroducingweaklinksandstresslimitershasalreadybeenused
inengineeringforpreventingthestressesfromreachingdangerouslevels(Ederand
Hosnedl,2008).Familiarexamplesofdeliberateweaklinksaretheelectricalfuses
andcircuitbreakers,thecrumplezonesinroadcars,thecrashconesinracingcars,
theshearpins,thesacrificialanodesandtherupturedisksinpressurevessels.

Althoughtheweaklinkshavebeenusedwidelyinengineering,theirdiscussionin
thereliabilityandriskliteratureisverylimited,restrictedaroundthefewverywell-
knownapplicationsmentionedearlier.Althoughstandardreliabilitytextbooks(e.g.
Lewis,1996;Ebeling,1997;O’Connor2002;Dhillon2017;Modarresetal,2017)do
allocatesubstantialspacefordiscussingriskreductionmethodssuchasintroducing
redundancy, derating, eliminating common cause and condition monitoring, there
isasurprisinglackofdiscussionrelatedtoreducingriskbyintroducingdeliberate
weaknesses.

Acommonreliabilityallocationstrategyinengineeringdesignistomakeallparts
withcomparablereliabilityorstrengthandnottoleavedeliberateweaklinks.Such
is,forexample,theAGREEmethodsdescribedin(Ebeling,1997)andthemaximum
“distance”totheconstraintsstrategydescribedin(Thomson,1999).Tothebestof



 

 

19 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/reducing-the-risk-of-failure-by-deliberate-

weaknesses/246846

Related Content

Structure-Based Analysis of Different Categories of Cyberbullying in

Dynamic Social Network
Geetika Sarnaand M. P. S. Bhatia (2020). International Journal of Information

Security and Privacy (pp. 1-17).

www.irma-international.org/article/structure-based-analysis-of-different-categories-of-

cyberbullying-in-dynamic-social-network/256565

Conducting Ethical Research Online: Respect for Individuals, Identities and

the Ownership of Words
Lynne Roberts, Leigh Smithand Clare Pollock (2008). Information Security and

Ethics: Concepts, Methodologies, Tools, and Applications  (pp. 324-339).

www.irma-international.org/chapter/conducting-ethical-research-online/23096

Addressing Risks in Global Software Development and Outsourcing: A

Reflection of Practice
Brian J. Galli (2018). International Journal of Risk and Contingency Management (pp.

1-41).

www.irma-international.org/article/addressing-risks-in-global-software-development-and-

outsourcing/205631

A Smart System of Malware Detection Based on Artificial Immune Network

and Deep Belief Network
Dung Hoang Le, Nguyen Thanh Vuand Tuan Dinh Le (2021). International Journal of

Information Security and Privacy (pp. 1-25).

www.irma-international.org/article/a-smart-system-of-malware-detection-based-on-artificial-

immune-network-and-deep-belief-network/273589

Obtaining Security Requirements for a Mobile Grid System
G. Rosado David, Fernández-Medina Eduardo, López Javierand Piatini Mario (2010).

Web Services Security Development and Architecture: Theoretical and Practical

Issues  (pp. 247-260).

www.irma-international.org/chapter/obtaining-security-requirements-mobile-grid/40595

http://www.igi-global.com/article/reducing-the-risk-of-failure-by-deliberate-weaknesses/246846
http://www.igi-global.com/article/reducing-the-risk-of-failure-by-deliberate-weaknesses/246846
http://www.igi-global.com/article/reducing-the-risk-of-failure-by-deliberate-weaknesses/246846
http://www.irma-international.org/article/structure-based-analysis-of-different-categories-of-cyberbullying-in-dynamic-social-network/256565
http://www.irma-international.org/article/structure-based-analysis-of-different-categories-of-cyberbullying-in-dynamic-social-network/256565
http://www.irma-international.org/chapter/conducting-ethical-research-online/23096
http://www.irma-international.org/article/addressing-risks-in-global-software-development-and-outsourcing/205631
http://www.irma-international.org/article/addressing-risks-in-global-software-development-and-outsourcing/205631
http://www.irma-international.org/article/a-smart-system-of-malware-detection-based-on-artificial-immune-network-and-deep-belief-network/273589
http://www.irma-international.org/article/a-smart-system-of-malware-detection-based-on-artificial-immune-network-and-deep-belief-network/273589
http://www.irma-international.org/chapter/obtaining-security-requirements-mobile-grid/40595

