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abStRaCt

Many	of	the	current	issues	with	information	privacy	have	been	the	result	of	inadequate	con-
sideration	for	privacy	during	the	planning,	design,	and	implementation	of	information	systems	
and	communication	networks.	The	area	of	quantum	computation	is	still	in	its	infancy,	and	a	
truly	functional	quantum	computer	has	not	been	implemented.	However,	it	is	anticipated	that	
within	the	next	decade	it	may	be	feasible.	This	presents	a	unique	opportunity	to	give	due	con-
sideration	to	information	privacy	in	the	realm	of	future	quantum	computational	devices	and	
environments	while	they	are	still	in	their	infancy.	This	article	provides	an	overview	of	the	key	
information	privacy	issues	that	we	feel	may	arise	with	the	evolution	and	realization	of	quantum	
computation.	Additionally	we	propose	an	integrated	approach	of	technical,	legal,	and	social	
elements	to	address	these	issues.
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INtROduCtION
Recent research into the field of quantum 
computation has produced many interesting 
issues and alternative approaches to infor-
mation and communication security. As 
with classical computer system evolution 
the new field of quantum computation is 
already at risk of following a similar path of 
overlooking information privacy concerns. 

Clarke (1999) defines information privacy 
as being a combination of communications 
privacy and data privacy. He formally 
defines it as “… the interest an individual 
has in controlling, or at least significantly 
influencing, the handling of data about 
themselves” (Clarke, 1999). An individual’s 
concern about their information privacy is 
a significant issue regardless of the tech-
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nology used to implement the information 
systems the entities are interacting with. It 
is widely regarded that many of the current 
information systems privacy inadequacies 
derive from the fact that privacy was never 
a serious consideration during the devel-
opment of the systems (Skinner & Chang, 
2005). This is in addition to the fact that 
the idea of privacy is itself very subjec-
tive in nature, unique to each individual 
and influenced by a broad range of factors 
from context to culture (He & Jutla, 2006; 
Wishart, Henricksen, & Indulska, 2005). 
From a financial perspective the ability to 
place monetary values on individual privacy 
is very difficult and therefore it is hard to 
integrate such factors into system design 
specifications and costing (Faja, 2005).

Modern privacy solutions are often de-
rived from the application, both in combina-
tion and isolation, of the four main models 
of privacy protection (EPIC, 2003). The 
models are comprehensive laws, sectoral 
laws, self regulation, and technologies of 
privacy. Of interest to our own work is the 
impact of quantum computation on privacy 
enhancing technologies (PETs). The reason 
being is that many of the technology of 
privacy solutions rely on varying levels of 
computationally secure methods, such as 
encryption, to provide security and privacy 
of personal data (Skinner, Han, & Chang, 
2006). With the advent of quantum compu-
tation and the possible realization in the near 
future of a quantum computer, many previ-
ous computationally secure methodologies 
will become redundant as they are tested in 
quantum networks and environments. For 
example the application of Shor’s algorithm 
(Shor, 1994) to find prime factors of a large 
number in polynomial time jeopardizes 
many cryptographic algorithms, such as 
RSA and PGP, many of which are used in 
privacy protection mechanisms.

While the advent of quantum com-
putation does raise serious concerns to 
the effectiveness of many current privacy 
protection mechanisms, it is not all negative. 
Quantum computation also offers many 
advantages, which through its proper use, 
combined with other features of quantum 
mechanics and specific classical compu-
tational elements can be used to provide 
better privacy protection. Some areas cur-
rently under research and generating a lot 
of interest include quantum cryptography 
(Bennett & Brassard, 1984), quantum-
based private information retrieval (PIR; 
Wehner, 2004), quantum anonymous trans-
missions (Christandl & Wehner, 2005), and 
quantum privacy amplification (Deutsch, 
Ekert, Jozsa, Macchiavello, Popescu, & 
Sampera, 1996). The focus of this chapter 
is to provide a foundational perspective of 
our work investigating information privacy 
issues in the realm of quantum computation. 
We propose that solutions to address the 
increased privacy threats posed by quantum 
computation are similar to a degree of those 
required for current information privacy 
issues. That is, not only does information 
privacy conformance need to be integrated 
from system inception, but an effective pri-
vacy solution must be a symbiotic molding 
of technical, legal, and social elements. 

The rest of the chapter follows a com-
mon structure outline as follows. The next 
section provides relevant background mate-
rial on information privacy for data at rest 
and in transit. Additional supplementary 
quantum computation areas are also dis-
cussed. The next section provides a number 
of quantum terms defined for the context 
of our work, in addition to applicability to 
information privacy. Our research summary 
of a number of quantum computational 
technologies and their impact on informa-
tion privacy is included in the section that 



 

 

10 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/projection-future-effects-quantum-

computation/2463

Related Content

A Mutual Authentication Protocol with Resynchronisation Capability for

Mobile Satellite Communications
Ioana Lasc, Reiner Dojenand Tom Coffey (2011). International Journal of Information

Security and Privacy (pp. 33-49).

www.irma-international.org/article/mutual-authentication-protocol-resynchronisation-

capability/53014

Cybersecurity Policies Implementation: A Theoretical Model Based on

Process Thinking Perspective
Manmeet Kourand Justin Pierce (2024). Strengthening Industrial Cybersecurity to

Protect Business Intelligence (pp. 149-179).

www.irma-international.org/chapter/cybersecurity-policies-implementation/339296

Social and Health Risks of Female Genital Mutilation for Medication and

Braveness
Abdurahman Hamza Ibrahim, Degwale Gebeyehu Belay, Asfaw Zewdie Tirunehand

Tsegaye Tuke Kia (2018). International Journal of Risk and Contingency

Management (pp. 20-36).

www.irma-international.org/article/social-and-health-risks-of-female-genital-mutilation-for-

medication-and-braveness/191217

A Semi-fragile Image Watermarking using Wavelet Inter Coefficient Relations
Latha Parameswaranand K. Anbumani (2007). International Journal of Information

Security and Privacy (pp. 61-75).

www.irma-international.org/article/semi-fragile-image-watermarking-using/2467

Blockchain Technology for Records Management in Botswana and

Zimbabwe
Olefhile Mosweuand Forget Chaterera-Zambuko (2021). Industry Use Cases on

Blockchain Technology Applications in IoT and the Financial Sector (pp. 42-67).

www.irma-international.org/chapter/blockchain-technology-for-records-management-in-

botswana-and-zimbabwe/273809

http://www.igi-global.com/article/projection-future-effects-quantum-computation/2463
http://www.igi-global.com/article/projection-future-effects-quantum-computation/2463
http://www.igi-global.com/article/projection-future-effects-quantum-computation/2463
http://www.irma-international.org/article/mutual-authentication-protocol-resynchronisation-capability/53014
http://www.irma-international.org/article/mutual-authentication-protocol-resynchronisation-capability/53014
http://www.irma-international.org/chapter/cybersecurity-policies-implementation/339296
http://www.irma-international.org/article/social-and-health-risks-of-female-genital-mutilation-for-medication-and-braveness/191217
http://www.irma-international.org/article/social-and-health-risks-of-female-genital-mutilation-for-medication-and-braveness/191217
http://www.irma-international.org/article/semi-fragile-image-watermarking-using/2467
http://www.irma-international.org/chapter/blockchain-technology-for-records-management-in-botswana-and-zimbabwe/273809
http://www.irma-international.org/chapter/blockchain-technology-for-records-management-in-botswana-and-zimbabwe/273809

