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ABSTRACT

Fogcomputingspreadsthecloudadministrationsandservicestotheedgeofthesystem,andbrings
processing,communicationsandreserving,andstoragecapacityclosertoedgegadgetsandend-clients
and,intheprocess,aimsatenhancingversatility,lowlatency,transferspeedandsafetyandprotection.
Thisarticletakesanextensiveandwide-rangingviewoffogcomputing,coveringseveralaspects.At
theoutsetisthemany-layeredstructuraldesignoffogcomputinganditsattributes.Afterthat,chief
advanceslikecommunicationandinter-exchange,computing,etc.aredelineated,whileshowinghow
thesebackupandfacilitatetheinstallationsandvariousapplications.Followingthat,itisshownthat
how,despitefogcomputingbeingafeature-richplatform,itisdoggedbyitssusceptibilitytoseveral
security,privacy,andsafetyconcerns,whichstemfromthenatureofitswidelydistributedandopen
architecture.Finally,somesuggestionsareadvancedtoaddresssomeofthesafetychallengesdiscussed
soastopropelthefurthergrowthoffogcomputing.
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1. INTRodUCTIoN

Theinternethasrevolutionizedthecomputers,communicationandcommunicationtechnologylike
nothinghaseverbefore.Theinternet’sinventionisoneofmankind’smostcherishedaccomplishments.
Yet,theseepageofitsuseandadaptationoftechnologyischangingitsterrainrapidly.Thespecter
ofnewtechnologiescomingtogetherandlinkingwitheachotherfasterhascreatednewparadigms
likeCyber-PhysicalSystem(CPS)andtheInternetofThings(IoT).What isunimaginable is the
wirelessconnectionofdevicestoourphysicalbodies,toeachotherandabsolutelyeverythingaround
usatanytime(Atzori,Iera,&Morabito,2010;Ningetal.2016).Thus,IoTimpliesanexpansion
ofInternetthroughwhichphysicalobjectsareconnectedvirtually,withtheabilitytoprovidesmart
servicestoitsusers.

Naturally,thisinteractionbetweendevicesisslatedtocreategargantuanamountsanddiversities
ofinformationanddata.Itisinterestingtoconsidersomefigures.Ciscopredictsthatby2020some50
billiondeviceswillbeconnectedtotheInternet,andthedataandinformationgeneratedbydevices,
people,things,appliancesetc.willamountto500zettabytes.Andby2019,outofthis,45percent
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ofdatageneratedbyIoTwillbeinterpreted,processed,analysedandsavedatthenetwork’sedge
(Evans,2011;Ciscoglobalcloudindex:Forecastandmethodology,2016).

Alongwiththemushroomingofdata,thepaceofdatacreationisfastincreasing,too.Forinstance,
findingsrelatedtohealthcareservicesshowthat30millionuserscreateabout25,000tuplesdataper
second(Cortes,Bonnaire,Marin,&Sens,2015)withrespecttohealthcare-linkedIoTcommunication.
Thismeansthedatastorageandprocessingmechanismsthatwehaveinplaceatpresentareunableto
keepupwithwhatisexpected(Heetal.,2017).Andtraditionalcomputingversions,likedistributed
computingetc.arefailingtohandlethisdeluge.

But the advent of cloud computing has emphatically altered the scenario of information
technology.Bygettingridofsuchfactorslikeproportionalexpenses,scalability,gettingridofupfront
ITinvestmentetc.,ithasbroughtinsubstantialadvantagesforITusers(Ghahramani,Zhou,&Hon,
2017;Xia,Zhou,Luo,&Zhu,2015;Yuanetal.,2017;Zhang&Zhou,2018;Zhengetal.,2017).

Thus,owingtoitspotentcomputationalpowerandcapacitytostore(Aembrustetal.,2010;
Fernando, Loke, & Rahayu, 2013), cloud computing emerged as an effective method for data
processing.Atthesametime,though,therearesomeinherentissueswithcloudcomputing.Forone,
cloudcomputingisaconsolidated,centralizedcomputingrepresentationthatperformscomputationsin
thecloud.Thismeansthatallthedata,information,requestsandwhathaveyouhavetobedispatched
tothecloud.Andwhilethepaceofprocessingofdatahasincreasedswiftly,thebandwidthofnetwork
hasnotkeptequalpace.

So,formassiveamountsofdata,bandwidthofnetworkisturningouttobeahindranceincloud
computing.Andthisiscausinglonglatency,thedurationoftimeittakesfordatatogofrompoint
toanother.AndtheissueiscompoundedwhenincreasingnumberofdevicesarelinkedtoInternet
becauseapplicationsthataresensitivetolatencybegintofacegraveproblemsoflongdelays.For
instance,systemsinsomeIoTapplications,suchasemergencyresponse(Qiu,Qiao,&Wu,2017),
smarthealthcare(Cao,Chen,Hou,&Brown,2015;Stantchevetal.,2015),trafficlightsystemin
smarttransportation,smartgrids(Qiuetal.,2017)andotherlatency-sensitiveapplications(Arkian,
Diyanat,&Pourkhalili,2017)mayperforceneedanextremelyshortresponsetimeandsupportof
mobility.Inshort,itwasfoundthatthesechallengesstemmingfromtheunprecedentedgrowthofIoT,
withrespecttolatency,bandwidthofnetwork,mobilitysupport,dependability,locationawareness,
securityetc.,couldnotbeeffectivelytackledbythemodelofcloudcomputing.

Andthus,emergedanewparadigmnamedFogcomputing,tosurmounttheissueslistedabove
(Luo&Pan,2017;Luan,Gao,Li,&Sun,2015).Fogcomputing,itisestablished,effortlesslyfacilitates
workingbetweencenterofcloudanddevicesthatareatthenetworkedge,andthusmorphsasa
bettersolutiontotackletheproblemspresentedbycloudcomputing.In(Bonomi,2011)describeFog
computing“asageographicallydistributed,highlyvirtualizedarchitecturewherediversemultifarious
devicesatthebrinkofnetworkareuniversallylinkedinconjunctiontooffercommunication,flexible
computationandstoragefacilities”(Yi,Hao,Qin,&Li,2015).

Itisworthnotingthatbothcloudandfogcomputationsdelivertoendusersapplicationservices,
computation,storageanddata(Ivan,&Sheng,2014).Butcertaintellingfeaturesdistinguishfogfrom
cloud.Fogisaplatformthatlocallyprocesseshugeamountsofdata,enablesinstallationofsoftwareon
diversehardware(Khan,Parkinson,&Qin,2017),hasdensegeographicaldistribution,offerssupport
formobility(Bonomi,Milito,Zhu,&Addepalli,2012)andisdecentralizedandclosetoendusers.

Acaseinpointdisplayingandprovingtheaspectoflatencyisasystemoftrafficlights.Ina
systemoftrafficlightsnotbasedonFog,betweenthecloudserverandmonitoringprobestheremight
be3to4jumpsorhops.Thismakesitdifficulttomakeactual-timedecisionsandtheproblemof
networklatencypopsup.IfthesystemisFog-based,however,monitoringprobeserveslikeasensor
andthetrafficlightsasactuator.TheFognodecantransmitanormalcondensedvideowhichcan
existinthecloudforsomeduration.TheFogcantakeaninstantaneousdecisiontoturngreenthe
relatedtrafficlightswhenitrecordsheadlightsofanambulanceflashing,toenablethehealth-care
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