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ABSTRACT

Inthisarticle,theresearchershaveprovidedadiscussiononcomputationoffloadingandtheimportance
ofdocker-basedcontainers,knownaslightweightvirtualization,toimprovetheperformanceofedge
computingsystems.Attheend,theyhavealsoproposedtechniquesandacasestudyforcomputation
offloadingandlightweightvirtualization.
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1. INTROdUCTION

Inthecurrenttrendoftechnology(Wang&Alexander,2016),theemergenceofIoTisconsideredfor
enablingreal-worldapplicationsandithasbeenjustifiedbyfollowingtechnologiessuchassensors
andembeddedsystems,ultra-lowpowerbasedprocessors,RadioFrequencyIdentification(RFID),
mobileservices,cloudandfogcomputing,wirelesscommunicationetc.Thecomputationoff-loading
isperformedusingcloudandfogtechnologiesformanaginglarge-scaledataanalysisandmanaging
hugeoperations.

ThequestionsraisedbyIoTdesignerissochallengingandtheremaybemultiplesolutionsexist:
i)trade-offbetweenqualityofserviceandenergyconsumption,ii)off-loaddataforcomputation
andstorageorconsideron-boardprocessing,iii)whichcommunicationtechnologyisappliedunder
certainrequirementstobringIoTsystemmoreadequateforreal-worldoperations?iv)requirement
analysisforrelevantrangeofIoTdevicesforcommunication,consideringdata-rateandlow-power
devicesconstraintsetc.ThedatageneratedfromIoTdevicesincludingaudio,videoorunstructured
dataisprocessedusingbig-dataapproach.InFigure1,theIoTedgecomputinglayersareshownto
managetheservicesfromcloudtosmartdevices.

Thedifferentcomputingmechanism(Premsankar,DiFrancesco,&Taleb,2018)forIoTedge
computingisdiscussedbelow:

• Device level:Thismechanismisusedmainlyforlow-powerrequirementsandthemajordecision
isrequiredtoperformcomputationondeviceitselfortooffloaditforbettercomputation;

• Gateway level:Itisalsoknownassmartphonecentricapproach.Itisusedforthosedevices
whichrequiremorecomputationalpowerandusefulforhealthcareandengineeringapplications.
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Itisabletomanagethedatacommunicationthroughthewirelesscommunicationandtheissues
concernwithlatencyisrequiredtominimizeforbetterperformance;

• Fog level:Thislayerisabletogivemorecomputationpowercomparedwithdeviceandgateway
approaches.Itisamicrocloudactivitytomanagethedataclosertotheuseranditisableto
solvedataanalysisatgreaterdepth;

• Compare to cloud computing:Itisusedtoreducelatencyandbandwidthissuesfordifferent
IoTapplications;

• Cloud level:Itismainlyusedforserverprocessingatcloudandbigdatacanbeprocessedto
providedecisionmakingindifferentcloudlayers.

InFigure2, threedifferent edgecomputingplatforms (Premsankar,DiFrancesco,&Taleb,
2018)areshownandthecomparisonofedgesystemtothefogandcloudsystemsareshownwith
necessaryelements.

2. IOT-ENABLE MIddLE LAyER TECHNOLOGIES

Inthissection,threedifferentIoT-enablemiddlelayertechnologiesarediscussedbelow:

1. FogComputing

Thefogcomputing(Ai,Peng,&Zhang,2018;Atlam,Walters,&Wills,2018;Yi,Li,C.,&
Li,Q.,2015)isusefulforvarietyoftasksbetweencloudandedgearchitecturesforend-to-endIoT
applications.Thefogisusedbetweencloudtothingsprovidingdifferentservicessuchasstorage,
computationandnetworking.Thefogisdifferentthantheedge,asitistheconceptinwhichservices
areprovidedamongnetworksandbetweendifferentdevicesthatresideattheedge.Thefogisextension
tocloudatfinerdetailforserviceprovingatclosertotheuser,whileedgeisknowntoworkwithout
cloud.TheIoTdataisveryhugeinamountthatisgeneratedbyvariousapplications.Thefognodesare
consideredaskeyelementsforcloud-IoTsolutionanditisusedtoperformdataanalysisandmining
ofdatageneratedbysensordevicestoperformfasterexecution.Thefogarchitectureisdesignedto
providedecisionmakingofsuchsensordatatomanageIoTdevices.Thefogcomputingisusefulfor
facerecognition-basedsecurityandprivacyissues,driverbasedassistanceservice,healthcareand
emergencybasedlatencyservicesetc.

For example, considering vehicle-to-vehicle application, the processing is to be performed
withthesupportofmiddlelayerplatforms,soitismandatorytooffloaddataatanycost.Usingfog
computing,fogmanagercanhandleoffloadingrequestbetweenfogorchestratorandfogabstraction
layers.Itcanmanagecertainissuessuchasqualityservice,optimalfognodeselection,loadbalancing

Figure 1. Fundamentals of IoT Edge Computing (Premsankar, Di Francesco, & Taleb, 2018)
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