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ABSTRACT

Blockchain and Internet of Thing (IoT) has been widely used to impart constructive and smart
healthcareservices to thecommunity.Blockchaintechnologyhasalsoinvadedcompletefacetof
informationcommunicationstechnology(ICT)andithasbeengrowingandgrowingintoday’sfast
pacedworld.UseofBlockchainTechnologywillincreasethecertaintyandefficiencyofelectronic
healthcare records (EHRs).Thedatamining approaches andmachine learning algorithms assist
inpredictingthechronicdisordersinpatienttherebyhelpingintheidentificationofthepatient’s
treatment.Thisarticleprovidesasurveyofthestateofartinthisdomain.Thekeyfeatures,aswellas
thechallengesofthevariousapproaches,havebeenanalyzed.Anovelmethodologytoovercomethe
existinglimitationshasbeenproposedforfutureworkandresearch.Thisproposedframeworkwill
makethedataaggregationsmucheasiertosaveandfordecision-making.Thefunctionofalertingto
caretakersandtoinformhospitalincriticalconditionwillmakethissystemnewandunique.

KeywoRDS
Blockchain, Cloud Computing, Health Care, IoT, Machine Learning



International Journal of e-Collaboration
Volume 16 • Issue 1 • January-March 2020

34

1. INTRoDUCTIoN

Blockchainisadigitaltechnologythatisimplementedwithoutanycentralauthorityanditisdistributed
inmanner.Adistributedledgerisadatabasethatissharedacrossmultiplesites.Blockchainallows
theuserstorecordthetransactionsinthisdistributedledger.Onceanormaloperationisdoneand
published,itcannotbechanged.Insteadofcentralauthority,theelectroniccashisprotectedthrough
acryptocurrencycalledasBitcoin.

Blockchaincanalsohelpinthefieldofhealthcarebyprovidingnon-manualmedicalrecord
miningwhichwouldhelpinmakingmoreprecisepredictionsandreducemedicalerrorsbyensuring
moreaccuratetreatment,whilesimultaneouslyreducingthecost.Similarly,IoTisalsoagrowing
systemwhichisveryusefulinHealthcaresystemthesedays.InternetofThingscommonlytermed
asIoTistherecenthypeinthefieldoftechnologyandacontinuouslygrowingecosystemwhich
comprisesofdigitaldevices,hardware,objects, applications, andhumansover internet enabling
themtocommunicate,collectand interchangedata.There isasignificant increase innumberof
services,usersandapplicationsinthefieldofIoTindifferentsegmentsoflife.Internetofthings
hasbeendevelopedfromradiofrequencyidentification(RFID)andwirelesssensornetwork(WSN)
technologiesandnowalsowithanadvancedintegrationwithcloudcomputing.

IoT system consists of sensors, actuators, communication interfaces, algorithms, and cloud
interface.Sensorsareusedtocollectdatafromdifferentdevices.Advancedalgorithmsareusedto
processdataanddeducemeaningfuldetailsthroughapplications.Therearedifferentmajortypesof
IoTservicesasfollows:

First,smartdeviceswhichcanbewornareusedforpatientswhoneedtocollectdataabout
theirhealthconditionssuchasheartbeatrate,bloodpressureandglucoselevelthroughsensorson
thesmartdevicetechnologies,whicharethensenttorespectivepatient’smobilephones.Thehealth
statusofpatientscanbemonitoredatthesametimebythedoctorsandthefamiliesofthepatient.

Secondly,smarthomescanbecreatedusingIoT.Wheresensorscanbeusedtodetectthedifference
intemperature,henceair-conditionerscanbemonitored.Surveillanceoverhomeforsecuritypurpose
canbecarriedoutusingcameras,itcancaptureanyrobbersandsendacautionaryadvicetothe
ownersusingmobileapplicationsandalarmthemforit.

Thirdly, road traffic and transport systems can be observed by IoT to attain smart cities.
Informationcanbeassembledandanalyzedtorealizetheupdatesintrafficnetworksandcommuting
systemscreatingmoremethodicaltownsandtrytofinishtheproblemsofhightrafficonroads.

Cloudcomputingisbecomingapparentasanewcomputingmodelcreatedtoperformdifferent
computingservicesthroughnetworkssuchastheInternet.Thisapproachoffersmanyadvantages
touserssuchasextensibility,onlinedeliveryofsoftwareetc.Theflexibilityofcloudcomputing
servicesisofferingmanypossibilitiesfororganizationsthatneverwereexpected,amongthoseare
healthcarecenterstoo.

BenefitsofadoptingIoTe-Healthcanbesummarizedasfollows:

• Comprehensive:Whetheritisusedforsafety,health,exercise,orbeautyreasons,ithasasolution
foreachandeveryone’sneeds;

• Easy interaction and intermingling with different technologies:Itenablesdifferentkindsof
technologiestoperformtogetherefficiently;

• Big Data analytics and processing:IoTeHealthcanefficientlyanalyze,processandmanipulate
thelargeflowofmulti-modal,distributed,multi-scale,andheterogeneousdatasetsproducedby
inter-connectedsensorsinlessamountoftime.Thisallowsustoextractusefulinformationfrom
healthdataandthenuseitfurthertopredictdiseasesandalarmtheconcernedpeopleinadvance;

• Personalization of services:IoTcansignificantlyexpandthearenatofulfilltheurgentneed
ofpersonalizedhealthcareandtreatments.Forexample,machinelearningalgorithmsandbig
dataanalyticscanbeusedtodepicthealthconditionsinadvance.Asaresult,patientsandtheir
doctorscantakequickneedfulprecautionaryactions.
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