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ABSTRACT

TheexploitsofthestructureoftheDNAtorealizethecryptographicsystemsisanewdirection.
Thesecurityofdatatransferisanimportantfactorfordatatransmission.Cryptographyisoneofthe
methodsthatensuresthisconstraintbytechniquesforsendingdataconfidentially.Harnessingthe
benefitsofDNAtosecureinformationcontentmakescryptographymoreefficient.Inthisarticle,
theauthorsproposeasymmetriccryptographysystembasedonDNAcalledStegano-DNA-which
operatesundertwomainmodules:scramblingandencryption.Initsscramblingphase,Stegano-DNA
eliminatesthelogicalorderofthelettersinthecleartextbytheuseofboxesofsubstitutions,andinits
encryptionphase,looksfortheshortsequenceDNAinthechromosomesequenceandmemorizesonly
thenumberofpositionsneededtooptimizetheencryptiontimethanwhenmemorizingallpositions.
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1.INTROdUCTION

Cryptology, etymologically the scienceof secrecy, encompasses cryptography, the art ofhidden
writing,andcryptanalysiswhosegoalistoattackcryptographicmethods(Phan&Pointcheval,2005),
ithasbecomeaseparatesciencethatpreciselyintegratesmathematics,computerscienceandother
sciences.Figure1representsthecryptographicprocessthatencompassestwomainphasesencryption
anddecryption.

Recently,anewlineofresearchincryptographyhasemerged.Itexploitsthestructureofthe
DNAtorealizethecryptographicsystemsItisthecryptographywiththeDNA.

The dNA
DNA,ordeoxyribonucleicacid,isthehereditarymaterialinhumansandalmostallotherorganisms.
TheinformationinDNAlikeinFigure2isstoredinacodemadeoffourchemicalbases:adenine
(A),guanine(G),cytosine(C),andthymine(T).

DNAcryptography(DNAcryptography)isanewresearchfocusinbio-inspiredcryptography.
Duetoitslargestoragecapacityandmassiveparallelismincomputing,DNAcanbeveryusefulin
cryptography.
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2.STATE OF THE ART

Advancedalgorithmsandmethodsofsecurityandconfidentialityareproposedindifferentaxes,
CloudBioinformatics(Chang,2014),smartIoT-basedhealthcare(Yangetal.,2019),cloud-of-things
environments(Sohaletal.,2018)andquantumattack(Yangetal.,2017),whosegoalistoensure
theobjectivesofsecurity:integrity,confidentiality,availability,non-repudiation,andauthentication.

CryptographybyDNAisoneof theseadvancedmethods.Therearedifferent techniquesof
cryptographyDNAthathasbeendeveloped.In1994,Adleman(Adleman,1994)laidthefoundation
ofDNAinformaticsbyprovidingsolutionstocombinatorialproblemsusingmolecularcomputation
usingsomeStandardEnzym(Rozenberg&Salomaa,2006).ThisworkwasextendedbyLipton
(1995)bysolvinganotherNP-completeproblemcalled“satisfaction”byusingDNAmoleculesina
testtubetoencodethegraphfor2-bitnumbers.

Lipton(1996)exploitedtheworkofAdelmanandLiptontobreakoneofthesymmetrickey
algorithms used for cryptographic purposes known as DES (Data Encryption Standard). They
performedbiologicaloperationsontheDNAstrands,theybrokeDESinjust4months.

Basedon theworkofAdelman, in1997Ouyanagetal. (1997) showed theeffectivenessof
DNAbygeneratingsolutionsofNP-completeproblems.DNAcryptographicapproachbasedon
the“one-time-pad”moleculartheoryandperformedtheencryption/decryptionofthe2Dimageis
developedbyChen(2003).

Gibertetal.(2004)laidthefoundationfortheDNAcryptographybasicsusingthemolecular
approachandtheone-time-padconcept.Theyproposedanencryptionanddecryptionmethodthat
reliesonaDNAchipandone-timepad.Itisthereforeverydifficultfortheadversarytoobtainthe
encryptedmessage,thisapproachisfollowedbyapublickeybasedcryptographicsystem(oneway)
byTanakaetal.(2005).

Aminetal.(2006)proposedasymmetrickeybasedcryptographicDNAapproach,wherekey
sequencesareobtainedfromthegeneticdatabase.

In2008,Vermaetal. (2008)proposedanewparadigmforsecure routing inadhocmobile
networks(Manet)thatusesthepseudo-DNAcryptographyapproachtosecurenetworks.adhoc.By
transformingthemessageintoaDNAformatthenitgoesthroughanmRNAtranscriptionphasethat
willbetranslatedintoproteins(translation)whichistheresultofencryption.ThisencryptedTextis
sentthroughasecurechanneltotherecipientandasymmetrickeywithone-timepadisusedatthe
endpoints(encryptionanddecryption).

Figure 1. Process of cryptography (Bhatia & Sumbaly, 2014)
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