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ABSTRACT

Mobilepaymentisanewpaymentmethodofferingusersmobility,reachability,compatibility,and
convenience.Butmobilepaymentinvolvesgreatuncertaintyandriskgivenitselectronicandwireless
nature.Therefore,biometricauthenticationhasbeenadoptedwidelyinmobilepaymentinrecentyears.
However,althoughtechnologyrequirementsforsecuremobilepaymenthavebeenmet,standards
andconsistentrequirementsofuserauthenticationinmobilepaymentarenotavailable.Theflow
managementofuserauthenticationinmobilepaymentisstillatitsearlystage.Accordingly,thispaper
proposesananonymousauthenticationandmanagementflowformobilepaymenttosupportsecure
transactiontopreventthedisclosureofusers’informationandtoreduceidentitytheft.Theproposed
managementflowintegratestransactionkeygeneration,encryptionanddecryption,andmatching
toprocess users’ personal information andbiometric characteristics basedonmobile equipment
authenticationcarrier.
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1. INTRodUCTIoN

Theadventofelectroniccommerce, thegrowthof theInternet,andthedevelopmentofwireless
technologies promoted various payment methods in the past two decades (Assarzadeh and
Aberoumand,2018;Hassani,Huang,andSilva,2018;Khan,Olanrewaju,Baba,Langoo,andAssad,
2017;Oliverio2018;ViriyasitavatandHoonsopon,2018;Whitmoreetal2015).Particularly,the
astonishinggrowthofmobilenetworkandmobiledevicesmakemobilepaymentgloballyapplicable
(DeVriendt,Lainé,Lerouge,andXu,2002;PaunovandVickery,2006).Wirelesstechnologies,such
asNearFieldCommunication(NFC),Bluetooth,QuickResponse(QR)Code,andRadioFrequency
Identification(RFID),enableconsumerstoprocesspaymentovermobilenetworkswiththeirmobile
devicesforbothonlinepurchasesandofflinemicropayments(Khan,Olanrewaju,Baba,Langoo,and
Assad,2017).Mobilepaymentischangingthepaymentmarket(HedmanandHenningsson,2015)
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andbecomesanalternativetousingcash,check,creditcards,ordebitcardsataretailpointofsale
(Chen,2008).Inemergingeconomieswherepenetrationofformalbankingsystemislow,mobile
paymenthasbeenwellaccepted(Khan,Olanrewaju,Baba,Langoo,andAssad,2017).According
toStatista(2018),worldwidetransactionvaluewithmobilepaymentamountsto$391.435billion
in2018.Transactionvalueviamobilepaymentisexpectedtogrow35.7%annuallyfrom2018to
2022.Thetotalamountoftransactionvalueviamobilepaymentwillbe$1,328.244billionin2022.

Mobilepaymentprovidesusersmobility, reachability, compatibility, andconvenience (Kim,
Mirusmonov,&Lee,2010).Itfreesconsumersfromtemporalandspatiallimitationsandenables
themtomakepaymentatanytimefromanywhere(YanandYang,2015;Zhou,2015).However,
mobilepaymentinvolvesgreatuncertaintyandriskduetoitselectronicandwirelessnature(Leong,
Ewing,&Pitt,2003).Mobilenetworksarevulnerabletohackerattackandmobiledevicesmaybe
infectedbyvirusesorbelost(Zhou,2015).Forexample,whenmobilepaymentusersconnecttheir
mobiledeviceswithunsafeWi-Fi,theauthenticationoftheirinformationmightbeintercepted(Chen
&Chen,2012;Li&Liu,2014;Zhou,2014).Whenmobiledevicesarelostorstolen, thestored
sensitiveinformationmayfallintothewronghands(Xi,Ahmad,Han,&Hu,2011).Thus,security
isamajorconcernamongmobilepaymentusers(Chen,2018;Dahlberg,Guo,&Ondrus,2015).

User authenticationaims to confirmordenyaperson’s claimed identity.Cryptography is a
conventionalmethodofauthenticatingusersandprotectingcommunicationmessagesinelectronic
payment systems (Xi, Ahmad, Han, & Hu, 2011). Traditional authentication methodologies are
basedonwhattheuserknows(e.g.,secretphrase,password,PersonalIdentificationNumbers(PINs),
anduserIDs)oronwhattheuserhas(e.g.,token,electroniccard,passport,badgesorsmartcards).
However,passwords,PIN,andkeycanbeguessedout.Inmobilepayment,SubscriberIdentityModule
(SIM)cardsareembeddedinusers’mobiledevices,whichareeasytobelostorstolen.Therefore,
traditionalauthenticationmethodologiessecuritycountermeasuresdonotmeettherequirementsof
mobilepayment(Conti,Militello,Sorbello,&Vitabile,2009).Asaresult,biometrictechniquesare
appliedinmobilepaymentforuserauthentication.Forexample,ApplePayandGoogle’sAndroid
Payusefingerprintrecognitiontocertifyconsumeridentityandconductpaymentsin2013(Cheng,
Hsu,&Lo,2017).Alipaybegantousefingerprintrecognitionfunctionstoguaranteesecurityof
userinformationin2015(Guo&Bouwman,2016).Althoughtechnologyrequirementsforsecure
mobilepaymenthavebeenmet,standardsandconsistentrequirementsarenotavailable.Theflow
managementofuserauthenticationinmobilepaymentisstillatitsearlystage.Accordingly,thispaper
proposesananonymousauthenticationandmanagementflowformobilepaymenttosupportsecure
transaction,topreventthedisclosureofusers’information,andtoreduceidentitytheft.

2. BACKGRoUNd

2.1. Mobile Payment
Mobilepaymentreferstopaymentsforgoods,servicesandinvoicesusingamobiledeviceviawireless
andothercommunicationtechnologies(Dahlberg,Guo,&Ondrus,2015).Mobiledevicesinclude
smartphones,wirelesshandsets,personaldigitalassistants,radiofrequencydevices,ornearfield
communication-baseddevices(Chen&Nath,2008).Theadvanceofmobilenetworktechnologies
andmobiledevicesprovidesdifferentformatsofmobilepayment.Wang,Hahn,andSutrave(2016)
classifymobilepaymentintomobilepaymentatthePOS(e.g.ApplePayandGoogleWallet),mobile
paymentasthePOS(e.g.SquareRegister),mobilepaymentplatform(e.g.PayPal,Alipay,andWeChat
payment),independentmobilepaymentsystem(e.g.mobileappsfromAmazonandStarbucks),and
directcarrierbilling(e.g.Boku).

Mobilepaymentprovidesconvenientpaymentfeaturesfordailypurchases,includingrestaurant
bills,busandtraintickets,movietickets,aswellasutilitybills,andtuitionfees(GeekPark,2014).
It reduces transactionfeesand increasesconvenience(Hoofnagle,Urban,&Li,2012).Fastdata
connections,broadareasofnetworkcoverage,andcheaperdataplansmakemobilepaymentwidely
adoptedbyconsumersacrosstheworld(Chen,2018).
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