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ABSTRACT

Inthepresentstudy,amultimodalbiometricauthenticationmethodispresentedtoconfirmtheidentity
ofapersonbasedonhisfaceandirisfeatures.Thismethoddependsonmultiplebiometrictechniques
thatcombinefaceandiris(leftandright)featurestorecognize.Theauthorshavedesignedandapplied
asystemtoidentifypeople.ItdependsonextractingthefeaturesofthefaceusingRectangleHistogram
ofOrientedGradient(R-HOG).Thestudyappliesafeature-levelfusionusinganovelfusionmethod
whichemploysboththecanonicalcorrelationprocessandtheproposedserialconcatenation.Adeep
beliefnetworkwasusedfortherecognitionprocess.Theperformanceoftheproposedsystemswas
validatedandevaluatedthroughasetofexperimentsonSDUMLA-HMTdatabase.Theresultswere
comparedwithothers,andhaveshownthatthefusiontimehasbeenreducedbyabout34.5%.The
proposedsystemhasalsosucceededinachievingalowerequalerrorrate(EER),andarecognition
accuracyupto99%.
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1. INTRoDUCTIoN

Asthesecurityissueincreasesinmodernsocieties,humanrecognitionusingbiometricshasgained
anincreasingattentionoverthelastyears.Biometricsliterallymeanstoalltechnologicaltechniques
utilizedtoauthenticateoridentifypersonsrelyingontheirphysicaland/orbehaviouralcharacteristics.

Biometricsappointtechnologiesthatinvestigateandmeasurehumanbodycharacteristicsjust
asirisesandeyeretinas,facialpatterns,DNA,fingerprints,voicepatterns,andhandmeasurements
asshowninFigure1,forauthenticationpurposes(Liao&Chiu,2016).

Biometricsmaybecategorizedasphysiologicalorbehaviouralbiometrics.Thephysiological
biometricarerelatedtotheshapeofthebodylikefacerecognition,irisrecognition,fingerprint,and
DNA.Otherwise,thebehaviouralbiometricarealliedtothebehaviourofapersonsuchasvoice,
signature,gait,andkeystroke(Sangetal.,2018).

Multi-biometricsystemisabiometricrecognitionsystemwhichcollectsthebiometricinformation
throughmultiplebiometricresourcestoverifyaperson’sidentity.Theprocessofcombingthecollected
informationisknownasinformationfusionprocess(Howard,2009).
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Generally, the limitations of unibiometric system have directed the attention of researchers
towardsmulti-biometricsystemsbecauseofwherethebiometricsourcemaybecomeunreliabledue
toasetofreasonswhichincludessensororsoftwaremalfunction,noisydata,non-universality...etc.
Moreover,manyapplicationshavestringentaccuracyrequirements,suchasUS-VISITsoftware,which
cannotbemetusingunibiometricsystems(Jainetal.,2004).Multi-biometricsystemsdependon
demonstratingeachclientbymultipleevidencesthatcanbeindependentlyusedtoidentifyaperson.
Basedontheadoptedwayinrepresentingeachclient,multi-biometricsystemscanbecategorized
intosixclassesincludingmultimodal,multi-algorithm,multi-sample,multi-instance,multi-sensor,
andhybridsystems(Aryetal.,2012).

Multimodal system is a common method used to build a multi-biometric system in which
severalbiometrictraitsareusedsuchasface,iris,finger,andpalm.Buildingamorepowerfuland
effectivebiometricsystemcanbedoneviafusingtheinformationgottenfromvariousbiometrictraits
throughmanipulatingthestrengthsofeachtraitforachievingbetterauthenticationaccuracy(Wang
etal.,2009).Inmultimodalbiometricsystems,thefusionprocesscanbeoperatedthroughdifferent
approachesincludingfeaturefusing,matchscores,anddecisionfusing.Applyingthefusionateach
levelhasitsadvantagesanddisadvantages.However,featurelevelfusioncantakeadvantageofthe
mostdistinguishedinformationandremoveanyredundancyand/oradverseinformationfromthe
rawbiometricdata;therefore,fusioninfeaturelevelisexpectedtoachievebetterperformancewhen
comparedtootherfusionlevelsasmatchscores,anddecisionfusing(Prasadetal.,2017).

Therearemanydistinctbiologicalmethodsusedtoachievethetaskofidentification.Faceand
irisarethetwomostwidelyadoptedbiometrictraitscurrentlyusedinmanyapplications.Meeting
thesecurityrequirementsofmanyapplicationsatthepresenttime,withtheamazingprogressinthe
identificationofpatternsbycomputer throughfaceandirisrecognition, isamotivatingresearch
topicduetoitsapplicabilityinmanyactualapplicationssuchasairportsecurity,bankingtransaction
authentication,andLawEnforcement.Inthepresentstudy,amultimodalbiometricauthentication
methodispresentedtoconfirmtheidentityofapersonbasedonhisfaceandirisfeatures.

Figure 1. Common biometrics traits (Liao et al., 2016)
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