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ABSTRACT

Security issuesbecameatopic of resear ch with theintroduction of networked information
systems in the early eighties. However, in the mid-nineties the proliferation of the
Internet in the business area exposed security as one of key-factors for successful on-
line business. The majority of efforts to provide security were focused on technology.
However, it turned out during the last years that human factors play a central role.
Therefore, this chapter gives a methodology for proper risk management that is
concentrated on human factors management, but it startswith addressing classical, i.e.
technology based issues. Afterwards, business dynamics is deployed to enable a
guantitative approach for handling security of contemporary infor mation systems. The
whole methodology encompasses business intelligence and presents appropriate
architecture for human resour ces management.
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INTRODUCTION

The importance of computer based information systems (IS) was recognized
decades ago, but fundamental changes started with the penetration of computer
networks. When Porter was emphasizing the importance of information for gaining
competitiveadvantageinthemid-eighties (Porter, 1985), somevisionary authorsrecog-
nized that the most promising potential for information management is actually hidden
in computer communications (McFarlan, 1984). Thiswas proved in the’ 90s, when the
electronic business erastarted. It became clear that computer communi cationstechnol -
ogy has changed not only the nature of information systems, but business in general.
Information technology (IT) turned out to be the main driving factor for business
strategies (Kalakota, 1999). New businessmodel semerged and reengineering of existing
business processes became necessary. Concentration on internal business processes
with emphasis on products or services was no longer sufficient. The emphasis moved
to the end of value chains, i.e., customers. Competitive advantage was achieved by
linking competing chainsthrough knowing and understanding customers. A deployment
of highly sophisticated techniques enabled better fulfillment of customers needs
(Sweiger, 1999). Successful external and internal data integration and management
became essential for proper decision-making. Non-tangible outputs of business pro-
cesses started to represent main partsof added valueand | Sweretransformed into Web-
based, customer centric information systems.

Itistherefore obviousthat security of information systemsisgetting apart of core
businessprocessesin every e-businessenvironment. While dataisclearly becoming one
of thekey assetson oneside, | Sshaveto be highly integrated and open on the other side.
Appropriate treatment of these issuesis not atrivial task.

This chapter provides managers of intelligent enterprises with a new approach
towards| Ssecurity management. It givesanecessary technical background and focuses
afterwards on human resources, i.e., human factors management, which turned out
during recent yearsto bethe most important el ement to assure security of organizations’
IS. The methodology is based on incorporation of business dynamics (Sterman, 2000)
and businessintelligence. Notethat holistic management of | S security requiresnot only
understanding of technol ogical and organizational issues, but al so appropriate coverage
of system analysis and design, auditing issues, inter-organizational issues and legisla-
tion. For acomplete and coherent treatment of these issues, areader isadvised to read
(Treek, 2003).

E-BUSINESS SYSTEM S
SECURITY CONCEPTS

When protecting information, an organisation has to start with the identification
of threats related to business assets. Based on threats, an approach has to be taken on
two planes. The first plane covers interactions—it all starts with technology, where
appropriate security services are realized by deployment of security mechanisms and
consequently security services. To make things operational, key management that
serves as a basis for human-machine interactions has to be resolved. Finally, human
interactionshavetobecovered. Inparallel, itisnecessary to properly addressthe second
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