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ABSTRACT

Intheevolutionofsocialnetworksandbigdata,secureinformationsharingisacrucialtask.When
informationissharedbetweentheuserandtheorganizationadmin,securityplaysakeyroleinany
businessorganizationintermsofprivacy.Thoughmanyfruitfulsolutionsprevailtoprotectthedata
integrityandprivacy,thereisahugespacefornoveldataprotectionschemeswherealargesetofdata
areinvolved.Inthisarticle,theCloud-BasedAccessControl(C-BAC)frameworkisproposedwhich
canfitinanybusinessorganizationapplication.InthisC-BAC,PolicyEnforcementPoint(PEP)is
usedtoavoidunwantedinformationsharingwiththeneighboringemployee.C-BACframeworkwith
RSAprovidessecurity,basedonthenumberofemployeeswiththedatahandledbytheparticular
employee,betterthantheexistingaccesscontrolframeworkwithasymmetricencryptionstandard
(AES)andRivest–Shamir–Adleman(RSA)intermsofindividualinformationhandling.
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Aggregate Zero-Knowledge Proof Knowledge, Information Sharing, Oblivious Commitment-Based Envelope, 
Policy Enforcement Point, Role Based Access Control, Security

INTRoDUCTIoN

Inrecentdays,webservicesareperformingvariouscomputationsonseveralscenarioslikenetworks,
bigdataandcloudcomputing,etc.,whereambientcomputingplaysavitalrole.Itactsasaframework
tocontrolseveralsetsofservices,resourcestoutilizeitefficientlyandseamlesslytoanyscenario.It
alsohelpsinmakingtheservicesuser-friendlyandeffectiveanditsupportsimproveduserinteraction
whentheparticularserviceisutilizedfortheusers.Nowadays,resourcesareofferedandutilizedin
largequantity,thusambientcomputingplaysanimportantroleincloud-basedservices.

CloudServicesinthewebhasbeengrowingandattractingtheattentionofresearchersbasedon
issueslikeuncertaintyduringtheauthenticationofCloudservices,lackofdecision-makingprocess
duringtheauthorizationofservicesandinformationlossduringconfidentialinformationexchange.
WorldWideWebplaysavitalroleinthiscurrenttrendrelatedtotheconceptofcloudtechnology.For
everybusinessorganization,roleprovisioningistheinitialstepforeveryemployee(Chandrashekar
etal.,2017;Jonathan&Dusit,2017).Everyroleprovisioningsystemmusthavecertainconditionsto
assignanappropriateroletotheemployee(Ilia&Rizos,2016;Jonathan&Dusit,2017).Ingeneral
condition,‘R’providesaconditionforeachroleassignedtoallemployeesintheorganization.The
roleofenrolmentisdonebasedontheconceptofRoleBasedAccessControl(RBAC)(Yiqunetal.,
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2008)whichisusedtoassignaroleinasuitableway.Theneachemployeemustbeassignedand
allowedtouseseveralservicesbasedonaparticularapplicationbyintegratingwiththeworkflow
foundation(Ilia,2016).Workflowisasequenceof the inter-connectedprocesswhichcontainsa
setofoperationsthatincludeworkassignedtoaparticularpersonoragroupofpersonsorasetof
personsinanorganizationoramechanismhavingasimpleorcomplexproceduretoperform.(Ward
etal.,2015).Asallknow,largesetsofinformationareinexistenceinallotherdomainsincluding
networks,datamining(Santosh,2018)Bigdata(Feldiansyah,2018)andmachinelearning(Lazaros
&Ahmad,2017;Brian,2018),etc.

Fortheexecutionoftheaboveworkflow,schedulingthetaskisneededandseveralmethodologies
oftheworkflowaredetailedas1.Theworkprocessisexecutedbasedoncallingathreadwhichis
notgeneratedespeciallyforworkflowprocesswhichmeansthattheprocesscallinghastowaituntil
theworkflowcompletesitsprocessbytheinvoker.2.Whentheworkprocessexecutesitsmethod
usinganewthreadbytheapplication.Atthesametime,theexecutedprocesscallingwillbepaused.
3.WindowCommunicationFoundation(WCF)willbeservedwhentheworkprocessexecutesits
method.Theresultantworkprocesswhich isservedwilluse thedataas inputfromthenetwork
whichcontainstheactivitiesofthehostservice.Therearetwoconditionpolicies,whichareapplied
duringtheworkflowexecution.Thereshouldbeafixedconditionforacertainroleinanorganization.
AggregateZeroKnowledgeProofknowledge(AgZKPk)protocol(Uweetal.,2008)isusedtoprovide
privacyandauthentication.Therewillbenofixedconditionandtheconditionscanbeframedasan
employeeidentityattributes.ObliviousCommitmentBasedEnvelope(OCBE)(Jiangtaoetal.,2006)
protocolisusedforthesesituations.

The situations inOCBEare appliedbasedoncertain conditions, condition1 to conditionN
whichareidentifiedasattributes.Theseattributesareframedbasedonemployeeinformation.Their
informationconsistsofidentityattributesandconditionsforseveralemployees(Yiqunetal.,2008).
Forexample,“socialsecuritynumber”,“birth-date”and“employment”arerepresentedasattributes
whichareunique.Inthispaper,servicesareconcernedwiththedeploymentoftheproposedcloud-
basedbusinessframeworkwithbetterimprovement,intermsofcost,executiontimeandslackdeadline
basedonthenumberofresourcesutilizedandtheperformanceoftheproposedC-BACisanalyzed
basedondifferentsecuritylevels.

Theorganizationofthispaperisasfollows:severalcurrentresearchworksolutionsareexplained
inthe‘RelatedWorks’section.Inthenextsection‘C-BACRoleProvisioningFramework’,C-BAC
frameworkisdeployedbasedonroleprovisioninganditsworkingprototypeisbriefed.Ourproposed
modelisanalyzedundervariedparametersandisdiscussedinthe‘ImplementationandPerformance
Analysis’section.Finally,ourconclusionsalongwithfuturedirectionsarepresentedinthelastsection.

RELATED woRKS

FedericaPacietal. (2008)proposedBusinessProcessExecutionLanguage (BPEL)withRBAC
frameworkbasedonemployeeinformationasanattributeandprovideprivacybasedontwoprotocols
andcryptographicalgorithm(AES)(Federicaetal.,2008).Mainly,PEPactsasprivacy tools to
providesecurityinanorganization(Kalliopietetal.,2016).Shenhai-boandHongFandiscussthe
attribute-basedaccess controlmodelwhichhasgrantedaccess to servebasedonanattributeof
inter-relatedentitieswhichwillbeconsideredasthesensitiveattributes(Hai-boetal.,2006).They
provideaccesscontrolbasedonidentity-basedauthorizationandtoprotectuser’sprivacy.Cloud
serviceswhichcontaininsecurelyapplicationwillbeidentifiedandexecutedthroughtheinternet
withoutauthentication.Itisquitedifferentwithrespecttoprotectingoursystemlikefilesordocument
whichcontainsexecutablesoftwarecomponentswhichwillbeservedaspertherequestsetasan
inputparameter.Todevelopaneffectiveaccesscontrolmodelbasedondynamiccloud-basedXML
inwebservice,theaccesscontrolmodelwillcapturetheinformationrelatedtotime,locationbased
onthetimewheretherequestandcontroldecisionareaccessed.Shengetal.(2009)proposedtools
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