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ABSTRACT

ThisarticledescribesthenewneedsthatlaunchedtheevolutionoftheDevSecOps+RiskManagement
approachaswellasabriefdescriptionofit.Also,thearticlepresentstwocasesinwhichtheDevSecOps
approachwasimplemented.Theresultsofimplementingtheapproachshowedthattheimplantation
allows: (1) reinforcing the implementationofcriticalprojects in thedatacenter; (2)providinga
strategytoautomatetheprocessesofcriticalmissionprojectsinasuccessfullyway;(3)generating
addedvalueinthetimelydeliveryofinformation,withlevelsofserviceorientedtotheendcustomer
satisfaction;(4)enablingtheestablishmentofadequateservicelevelstokeepoperationalcontinuity
and;(5)allowingbothaquantitativeandqualitativeanalysisofrisk.
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1. INTRODUCTION

DataCentershaveevolvedsignificantlyinrecentyearsandMexicoisnottheexceptionbecausethis
countryhasaround20percentoftheLatinAmericanDataCenters(Judge,2016).Withthecreation
ofDataCenters,anewchallengecameup,thatisthemanagementofworkflows,versioncontrol,
softwareproductsreleaseandriskmanagementwhilethesecurityisreinforcingandconsidering
people and technology. As an answer to this challenge, Development and Operations (DevOps)
approachemerged.

InorganizationsuchasTheNationalInstituteofStatisticsandGeography(INEGIbyitsSpanish
acronym)(INEGI,2018)DataCentershavebeenimplementedasaresponsetotheincreasingneed
ofmanagingcriticalprojectsinMexico.

INEGIisapublicorganismofthegovernmentofMéxico.Itisinchargeofasetofimportant
activitiessuchas:(1)regulatingandcoordinatingthenationalsystemofstatisticalandgeographical
information;(2)carryingoutnationalcensuses;(3)theintegrationthesystemofnationalaccounts;
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and(4)theelaborationofthenationalconsumerpriceindexes,aswellasthenationalproducerprice
indexes.Besides,itistheNationalCartographicAgencyofMéxico.

Toachievetheseactivities,INEGIdevelopsinformationsystemsinmultipletechnologiessuch
asInternet,mobiledevices,andservicescloudinordertodisseminatethestatisticalandgeographical
informationfortheMexicangovernmentdecisionmaking.Also,INEGIprovidesthisdatatocompanies
thatrequesttheaccesstothedata.

Therefore, tobeable tomanage this typeofprojects, INEGIhasestablishedaDataCenter
[TIERIV],thatmeans,ithasanavailabilityof99.995%,2N+1fullyredundantinfrastructureand
protectionfromelectricalfailure,having32dispersegeographicpointsandacentralnodethatcovers
allMexicanterritory,sothat,itispossibletohaveadistributionofdatacaptureanddatarecollection
centers,aswellas,informationcenterpointsandstatisticalandgeographicalproductssalepoints.

Then,theprojectmanagementmustbecarriedoutbasedonriskmanagementinordertocontrol
thebehaviorintheoperationofautomatedprocesseswithqualityindicatorsandtoreduceeventualities
intheworkflow.Inthisway,itispossibletodevelopsoftwaresystemsreducingthedeliverytime
tothemarketandoptimizingthedeliverylifecycle,andmakingpossibletoevolveacontinuous
deploymentparadigm(Lwakatareetal.,2015).

Inthiscontext,thepreviouslyimplementedDevOpsapproach(Muñoz&Díaz,2017)should
havebeenevolvedtoanapproachthatcontainsinformationsecuritypracticesandriskmanagement
tomeettheneedsofcriticalprojectsperformance.

Then,thispaperdescribestheimplementationoftheevolvedapproachnamedas“DevSecOps
approachandriskmanagementbestpractices”.ThisapproachaimstoperformprojectsintheData
CenterofINEGI,asastrategytomeetasetofneedsrelatedtoITservicesmanagementthrough
informationtechnologies,softwareengineering,qualityassuranceandsecurity,andriskmanagement,
sothatitispossibletomanageworkflows,versioncontrol,releasesoftwareproducts,riskmanagement
andsecurityreinforcement,consideringpeopleandtechnologyprocesses.

Therefore, the goal of this paper is to give an overview of the DevSecOps and Risk
Management approach, as well as its implementation to establish strategies to perform four
critical projects of a Data Center of INEGI. After the introduction, the rest of the paper is
structuredasfollows:section2presentsthecoreconceptsrelatedwiththisresearch;section3
providesabriefdescriptionoftheDevSecOpsandRiskManagementapproach;section4shows
theproject´sperformanceusingtheDevSecOpsandRiskManagementapproach;andfinally,
section5presentstheconclusionsandnextsteps.

2. CORe CONCePTS

Thissectionpresentsthecoreconceptsthatwillbeusedthroughoutallthepaper:

• Data Center:ADataCenterisafacilitywithinanorganization,whichisinchargeofcentralizing
operationsandtheITequipmentfocusedonstoring,managinganddeployingtheinformation
of theorganization(Robertazzi,2012).Duetoits importance,DataCentersarevitalfor the
day-to-dayoperationcontinuitybecausetheyhostthemostcriticalsystemsofanorganization
(Robertazzi,2012).Besidestheabovementioned,inDataCentersthereliabilityandsecurity
aretwokeyaspectswithhighpriority(Kant&Mohapatra,2004).Accordingtoitsapplication
domain,DataCentercanbeclassified,intwotypes(Callouetal.,2014):(1)Internetorientedthat
supportsfewapplications,typicallyitisbrowser-based,andoftenhasmanyunknownusers;and
(2)enterpriseorinternalthatsupportsseveralapplicationsthatgofromstandardtocustomized
applications,andhasfewwell-knownusers;

• DevSecOps:ThetermDevSecOpsisanabbreviationofthreewords:Developers,Securityand
Operationsthatarosefromtheneedofbuildingsoftwaresystemswithareductiononthetimefor



 

 

11 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/strategy-for-performing-critical-projects-in-

a-data-center-using-devsecops-approach-and-risk-

management/240765

Related Content

Fog Caching and a Trace-Based Analysis of its Offload Effect
Marat Zhanikeev (2017). International Journal of Information Technologies and

Systems Approach (pp. 50-68).

www.irma-international.org/article/fog-caching-and-a-trace-based-analysis-of-its-offload-

effect/178223

Application of Biogeography-Based Optimization to Antennas and Wireless

Communications
Sotirios K. Goudos (2021). Encyclopedia of Information Science and Technology,

Fifth Edition (pp. 950-966).

www.irma-international.org/chapter/application-of-biogeography-based-optimization-to-

antennas-and-wireless-communications/260242

Implementation of a Service Management Office Into a World Food

Company in Latin America
Teresa Lucio-Nietoand Dora Luz Gonzalez-Bañales (2021). International Journal of

Information Technologies and Systems Approach (pp. 116-135).

www.irma-international.org/article/implementation-of-a-service-management-office-into-a-world-

food-company-in-latin-america/272762

Information Seeking Models in the Digital Age
Mudasir Khazer Ratherand Shabir Ahmad Ganaie (2018). Encyclopedia of

Information Science and Technology, Fourth Edition (pp. 4515-4527).

www.irma-international.org/chapter/information-seeking-models-in-the-digital-age/184159

Better Use Case Diagrams by Using Work System Snapshots
Narasimha Bollojuand Steven Alter (2016). International Journal of Information

Technologies and Systems Approach (pp. 1-22).

www.irma-international.org/article/better-use-case-diagrams-by-using-work-system-

snapshots/152882

http://www.igi-global.com/article/strategy-for-performing-critical-projects-in-a-data-center-using-devsecops-approach-and-risk-management/240765
http://www.igi-global.com/article/strategy-for-performing-critical-projects-in-a-data-center-using-devsecops-approach-and-risk-management/240765
http://www.igi-global.com/article/strategy-for-performing-critical-projects-in-a-data-center-using-devsecops-approach-and-risk-management/240765
http://www.igi-global.com/article/strategy-for-performing-critical-projects-in-a-data-center-using-devsecops-approach-and-risk-management/240765
http://www.irma-international.org/article/fog-caching-and-a-trace-based-analysis-of-its-offload-effect/178223
http://www.irma-international.org/article/fog-caching-and-a-trace-based-analysis-of-its-offload-effect/178223
http://www.irma-international.org/chapter/application-of-biogeography-based-optimization-to-antennas-and-wireless-communications/260242
http://www.irma-international.org/chapter/application-of-biogeography-based-optimization-to-antennas-and-wireless-communications/260242
http://www.irma-international.org/article/implementation-of-a-service-management-office-into-a-world-food-company-in-latin-america/272762
http://www.irma-international.org/article/implementation-of-a-service-management-office-into-a-world-food-company-in-latin-america/272762
http://www.irma-international.org/chapter/information-seeking-models-in-the-digital-age/184159
http://www.irma-international.org/article/better-use-case-diagrams-by-using-work-system-snapshots/152882
http://www.irma-international.org/article/better-use-case-diagrams-by-using-work-system-snapshots/152882

