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ABSTRACT

Everysystem,whenconnectedtoanetwork,issusceptibletothreatofbeinghacked.Itisimportant
toprotectallsystemsofanorganizationinreal-timeinacost-effectivemanner.Thisarticlepresents
awell-designedandintegrateddatabaseforriskmanagementdatausingadashboardinterfaceinreal-
timeriskthatmakesiteasyforriskmanagerstoreachaunderstandingthelevelofthreatstobeable
toapplyrightcontrolstomitigatethem.Inthisarticle,acasestudyofadatacenterforastatistical
managementinstituteispresentedthatproposesthecalculationoftotalriskattheorganizationlevel
byusingtheproposedriskdatabase.Adigitaldashboardisalsodesignedforpresentingtherisklevel
resultssothatdecisionmakerscanapplycountermeasures.Therisklevelonadashboardviewer
makesiteasyfordecisionmakertounderstandtheoverallrisklevelatthestatisticsdatacenterand
assistsinthecreationofatooltofollow-upriskmanagementsincethetimeathreathitsuntilthe
timeofitsmitigation.
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INTRoDUCTIoN

Theterm“BusinesswithoutaRisk”doesnotexist(D’Souza&Valverde2015),withrapidgrowth
intechnologyandasbusinessesrelyonInternetanditisalmostimpossibletoachievetotalsecurity,
therewillalwaysbeabreachesandvulnerabilitiesthatthreatenbusinessandcausedamages.Risk
management ismandatoryelement ineveryorganizationwheredecisionmakersattempt to find
hiddenthreatsandvulnerabilitiestoprotecttheirsystems.Monitoringrisklevelisacommontrend
ateveryorganizationtoimplementriskmanagement(Nijburg&Valverde,2011)asearlydetectionof
threatswouldhelpsecuritystaffandriskanalyststoimplementappropriatemeasuresthatcandiscover
vulnerabilitiesinthesystems(Wolden,Valverde&Talla,2015).Earlydetectionofriskenhances
thechanceofsuccessfulcounteractions(Almadhoob&Valverde,2014).Adatacenterisacomplex
facilitywithseveralcomputersystems,telecomequipmentandstoragesystems.Thedatacentershave
beensuccessfullyimplementedincommercialsectors.Thedatacentersforstatisticspurposeshas
beengrowingrapidlyinthefinancialmarketandhealthcare(Khan&Valverde,2013).Dashboards
forriskvisualizationhavebeensuggestedinthepast,EpplerandAeschimann(2009)suggesteda
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dashboardforriskcommunicationsbutdidnotaddresstheissueofriskfactorscalculations,other
authorshavesuggesteddashboardforenterpriseriskmanagementbutnotspecificallyfortheuseof
calculationofriskfactorsindatacenters(Scarlat,Chirita&Bradea,2012).Theresearchfocuseson
conceptualunderstandingofinformationtechnologyassets,howassetscanbeclassifiedandpresented
inariskdatabase,primaryfocusingondesigningandbuildingasuccessfulInformationSecurity
ManagementSystem(ISMS)modulethatcanhelpstatisticsdataforearlydetectionofbusinessrisk.
Thefollowingstepsillustratethescopeoftheresearchwork:

1. Categorizeassets into tangibleassets(hardware,software)andintangible(data,services
andcompanyimage);

2. Classifyassets(assignaccesstoapplicationsanddocumentstovariouslevelsofmanagement);
3. Groupassetsintypesas(hardware,software,data,files,services,harddocuments,etc.);
4. Identifyorganization’smainservicesandrelatedbusinessprocesses;
5. Buildarelationshipbetweenassetsandbusinessandstoreinformationinarelationaldatabase;
6. Identifythreats,vulnerabilitiesandpossibleimpactsthroughriskassessments,historyrecords,

andliterature;
7. Createanautomatedriskassessmentplan(RAP)thatallowstheeasyretrievalofriskinformation;
8. Abusinesscontinuityplanbasedonassets,RAPandariskmitigationplan;
9. ITILbasedassetmanagementdatabase(CMDB)forenhancingandmaintainingInformation

securityinstatisticsdatacenters.

TheresearchfocusesonunderstandingtherisknaturesurroundingsITassets,theconceptual
understandingofassets,howassetscanbeclassifiedandcategorizedandhowtobepresentedin
ariskdatabase.Thispaperpresentsawell-designedandintegrateddatabaseforriskmanagement
datausingadashboardinterfaceinreal-timeriskthatmakesiteasyforriskmanagerstoreachan
understandingofthelevelofthreatstobeabletoapplytherightcontrolstomitigatethem.

Withthisdetaileddatabasedesign,theproposedapproachprovidesameanofinquiringrisk
dataattheassetlevel,givingmoreoptionsformanagementandbusinessownerstofindtheamount
ofimpactthatthreatenstheirassetsandproducethepropermitigationactionattherighttime.The
researchisbasedonanimplementationprocessattheDubaiStatisticsCenter.

THeoReTICAL BACKGRoUND oN RISK MANAGeMeNT

Thestudyfocusesonunderstandingriskcomponentsandtheirrelatedthreatsoverstatisticsdata
centersassets;inparticularthestudyisgoingtoexploreinmoredetailtherisk’scausesandreasons
andwillattempttofindsolutionsandcontrolstoprotectbusinesses.

Therisktopichasbeenanessentialissuesincethebirthofmodernbusiness,today’sbusiness
isfullydependentoncomputers,networkdevicesandautomatedprocesseswheretheyshapethe
backboneandinfrastructureofeachsuccessfulorganization.Toprotecttheirassetsandinvestments
businessownersinvestslotsofmoneyandtimetosecurebusinessandassureitscontinuity,theidea
ofprotectingassetsfromrisktobeasimportantasthebusinessitself.

Riskssignsoccurwhenorganization’sinfrastructureisthreatenedorbecomesatargetbyinternal
orexternalactivities,entities,deliberateorspontaneouswhichmightleadtoorganizationfailsto
deliveritsusualbusinessandservices.

Accuracyandconsistencybecomeamajorrequirementtoprovidebetterservicesandearnsociality
trust.Confidentiality,IntegrityandAvailability(CIA)ofassetsbecomesthemajortopelementsat
everyInformationSecurityManagementSystemdesignandimplementation.

Confidentialityisprotectionagainstunauthorizedaccess,appropriation,oruseofassets(Khalifa
&Mewad,2017).
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