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ABSTRACT

NetworksecurityandnetworkforensicstechnologiesfortheInternetofThings(IoT)needspecial
considerationduetoresource-constraints.CybercrimesconductedinIoTfocusonnetworkinformation
andenergy sources.Graph theory is adopted to analyze the IoTnetworkandahybrid Intrusion
DetectionSystem(IDS)isproposed.ThehybridIDSconsistsofCentralizedandActiveMalicious
NodeDetection(CAMD)andDistributedandPassiveEEA(EnergyExhaustionAttack)Resistance
(DPER).CAMDisintegratedinthegeneticalgorithm-baseddatagatheringscheme.CAMDdetects
maliciousnodesmanipulatedbycybercriminalsandprovidesdigitalevidenceforforensics.DPERis
implementedinasetofcommunicationprotocolstoalleviatetheimpactofEEAattacks.Simulation
experiments conducted on NS-3 platform showed the hybrid IDS proposed detected and traced
maliciousnodespreciselywithoutcompromisingenergyefficiency.Besides, the impactofEEA
attacksconductedbycybercriminalswaseffectivelyalleviated.
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INTRoDUCTIoN

Networkforensicsisthereconstructionofnetworkeventtoprovidedefinitiveinsightintoactionand
behaviorofusers,applicationsaswellasdevices(Schwartz,2010).Networkforensicstechnologies
focusonrecordingevidenceofanetworkattack(Adeyemi,Razak,&NorAzhan,2013).However,
InternetofThings(IoT)isaspecialnetworkwhichintegratessensorsandotherobjectstoconnect
everythinginourlifetogether.TheinformationinIoTisusuallyprivacy-sensitiveandevenconfidential,
soIoTwillbecometheobjectiveofcybercriminals(Alaba,Othman,Hashem,&Alotaibi,2017).Due
tothedeviceminiaturizationandenergy-efficiencyofIoT,traditionalnetworkforensicstechnologies
arenotsuitableforIoT.Thus,thenetworkforensicstechnologiesspecializedforcybercrimesaiming
atIoTareofgreatimportanceandchallengingintheeraofIoT.Differentfromtraditionalcomputer
networks,IoTnetworksaretypicallyLow-powerandLossyNetworks(LLN)(Teklemariam,Van
DenAbeele,&etal,2016),soenergyefficiencymustbetakenintoconsiderationwhenitcomesto
networksecurityandnetworkforensicstechnologydesignsforIoT.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary27,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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IntrusionDetectionSystems(IDSs)canbecategorizedintothreetypesbyplacement(Zarpelao,
Miani,Kawakani,&deAlvarenga,2017),asshowninFigure1.DistributedIDSmeanthedetection
systemisplacedineveryphysicalnode.DistributedIDSsaresuitableforsmartdeviceswithhigher
computationalcapabilityandenergysources.Correspondingly,centralizedIDSonlyrelyonsingleor
severaldedicatedcomponentsinthenetworktocompletethedetectionwork.HybridIDScombines
distributedandcentralizedtechnologiestogetthejobdone.

Aimingatcomputernetworks,threatscanbecategorizedintounauthorizedaccess,maliciouscode
andserviceinterruption(Ahmed,2017)asshowedinFigure1.InIoTnetworks,cybercriminalsmay
manipulatedatanodesinthenetworkillegally,andgenerateplentyoffakeorharmfulinformation.
Besides,unauthorizedcybercriminalsmayaccessdatanodesinIoTnetworkstoperformDenialof
Service(DoS)attacks.OneformofDoSattacksinIoTisEnergyExhaustionAttack(EEA)(Alrajeh,
Khan,Lloret,&Loo,2014).EEAacceleratestheexpirationofthenetworklifetimeandisfatalto
theperformanceofIoT.

SinkmobilityisrecognizedasanefficientmethodtoimprovetheperformanceofIoT.However,
mobility-constrainedmobilesinksexistinmanyIoTapplications,suchasrailway-based(Smeets,
Shih,Zuniga,Hagemeier,&Marrón,2013)orautomobile-based(Huang&Savkin,2016)information
collectionapplications,mountainousorcanalenvironmentmonitoringapplications,andeventhe
informationcollectionapplicationforSmartGrid.

This paper designs an information and energy-related IDS with hybrid mechanism for IoT
applicationswithapath-constrainedmobilesink.ThehybridIDSprovidesatrace-backmechanism
fornetwork forensicsandenhances thenetworksafety.Themaincontributionsof thispaperare
summarizedasfollows:

Figure 1. Network threats and IDS categories



 

 

20 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/a-hybrid-intrusion-detection-system-for-iot-

applications-with-constrained-resources/240653

Related Content

A Policy-Based Security Framework for Privacy-Enhancing Data Access and

Usage Control in Grids
Wolfgang Hommel (2012). Cyber Crime: Concepts, Methodologies, Tools and

Applications  (pp. 284-299).

www.irma-international.org/chapter/policy-based-security-framework-privacy/60954

Current Network Security Technology
Göran Pulkkis, Kaj J. Grahnand Peik Åström (2012). Cyber Crime: Concepts,

Methodologies, Tools and Applications  (pp. 417-429).

www.irma-international.org/chapter/current-network-security-technology/60962

A Novel Pixel Merging-Based Lossless Recovery Algorithm for Basic Matrix

VSS
Xin Liu, Shen Wang, Jianzhi Sangand Weizhe Zhang (2017). International Journal of

Digital Crime and Forensics (pp. 1-10).

www.irma-international.org/article/a-novel-pixel-merging-based-lossless-recovery-algorithm-for-

basic-matrix-vss/182460

Blind Detection of Partial-Color-Manipulation Based on Self-PRNU

Estimation
Sun Yuting, Guo Jing, Du Lingand Ke Yongzhen (2018). International Journal of

Digital Crime and Forensics (pp. 1-14).

www.irma-international.org/article/blind-detection-of-partial-color-manipulation-based-on-self-

prnu-estimation/205519

Identifying the Use of Anonymising Proxies to Conceal Source IP Addresses
Shane Miller, Kevin Curranand Tom Lunney (2021). International Journal of Digital

Crime and Forensics (pp. 1-20).

www.irma-international.org/article/identifying-the-use-of-anonymising-proxies-to-conceal-source-

ip-addresses/279371

http://www.igi-global.com/article/a-hybrid-intrusion-detection-system-for-iot-applications-with-constrained-resources/240653
http://www.igi-global.com/article/a-hybrid-intrusion-detection-system-for-iot-applications-with-constrained-resources/240653
http://www.igi-global.com/article/a-hybrid-intrusion-detection-system-for-iot-applications-with-constrained-resources/240653
http://www.irma-international.org/chapter/policy-based-security-framework-privacy/60954
http://www.irma-international.org/chapter/current-network-security-technology/60962
http://www.irma-international.org/article/a-novel-pixel-merging-based-lossless-recovery-algorithm-for-basic-matrix-vss/182460
http://www.irma-international.org/article/a-novel-pixel-merging-based-lossless-recovery-algorithm-for-basic-matrix-vss/182460
http://www.irma-international.org/article/blind-detection-of-partial-color-manipulation-based-on-self-prnu-estimation/205519
http://www.irma-international.org/article/blind-detection-of-partial-color-manipulation-based-on-self-prnu-estimation/205519
http://www.irma-international.org/article/identifying-the-use-of-anonymising-proxies-to-conceal-source-ip-addresses/279371
http://www.irma-international.org/article/identifying-the-use-of-anonymising-proxies-to-conceal-source-ip-addresses/279371

