
DOI: 10.4018/IJDCF.2020010104

International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020


Copyright©2020,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



58

Evaluation of Autopsy and Volatility 
for Cybercrime Investigation
A Forensic Lucid Case Study
Ahmed Almutairi, Concordia University, Quebec, Canada

Behzad Shoarian Satari, Concordia University, Quebec, Canada

Carlos Rivas, Concordia University, Quebec, Canada

Cristian Florin Stanciu, Concordia University, Quebec, Canada

Mozhdeh Yamani, Concordia University, Quebec, Canada

Zahra Zohoorsaadat, Concordia University, Quebec, Canada

Serguei A. Mokhov, Concordia University, Quebec, Canada

ABSTRACT

Inthisarticle,theauthorssuccessfullycreatedtwonewpluginsoneforAutopsyForensicTool,and
theotherforVolatilityFramework.BothpluginsareusefulforencodingdigitalevidencesinForensic
Lucidwhichisthegoalofthiswork.ThefirstpluginwasintegratedinAutopsytogenerateareport
forthecaseofaBruteForceAuthenticationattackbylookingforevidenceinserverlogsbasedon
akeysearch.Ontheotherhand,thesecondpluginnamedForensicLucidDeviceTreeaimstofind
whetheradevicestackhasbeeninfectedbyaroot-kitornotexpressionisimpliedbytheprevious
statement.TheresultsofbothpluginsareshowninForensicLucidFormatandweresuccessfully
compiledusingGIPCcompiler.
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1. INTRoDUCTIoN

1.1. Motivation
Themotivationbehind thisproject is to re-evaluate theopen source forensic tools through their
hands-onuse,suchasthatofSleuthkit(Carrier,n.d.),andmoreofitsAutopsy(Carrier,n.d.),and
other tools inasimulated investigation, reasoning,analysis,andreportingforsamplecases.The
useoftoolsisfollowedbyadaptationandencodingofthecase’sknowledgebase(output)extracted
fromforensicartifactanalysisinForensicLucid.Thus,thetoolsshouldbeevaluatedhoweasyisto
extracttheiroutputs,reports,andtranslateintotheformatforForensicLucid.Thesampledatawould
comefromthehoneynet(HoneynetProject,2015)andDFRWS(Palmer,2001)projects/challenges.

1.2. overview
InSection2weprovideadetailedbackgroundofourresearchonAutopsy(Carrier,n.d.),Volatility,
ForensicLucid,andGIPSY,thathasaForensicLucidcompiler–GIPC.InSection3wedetailour
experiments, writing plug-ins for Autopsy and Volatility, and encoding sample data output into
ForensicLucid.WeconcludeinSection5.
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2. BACKGRoUND

2.1. Autopsy
AutopsyisanOpenSourceapplicationundertheGNUGeneralPublicLicenseVersion3.Autopsy
forensics browser version 4.5.0 installs a Graphical digital forensics interface to the command
linedigitalinvestigationtoolSleuthKitandisbuiltintotheSANSinvestigativeForensicToolkit
workstation(SIFTWorkstation)thatisdownloadablefromhttps://www.autopsy.comorhttps://www.
sleuthkit.org/autopsy/.AutopsycanbeinstalledunderMicrosoftWindows7/8.1/10,LinuxUbuntu
andMacOSX.

Autopsytoolallowstoexamineaharddriveormobiledeviceandrecoverevidencefromit.The
datasourceswhichissupportedbythistoolareDiskimagesandVMfile(e.g.Rawimages(img,dd,
001,aa,raw,bin),EncaseImages(E01),VirtualMachineimages(vmdk,vhdformats),Localdisk
(localPC/server/laptopdisk)andlogicalfiles(localfilesanddirectorytobeadded).

TheingestmodulesinAutopsyareresponsibleforthedataanalysisandsubsequentdataextraction
foroperationssuchastaggingandreporting.ThetoolhasthefollowingstandardIngestmodules:
File Type Identification, Recent Activity, and Hash database lookup, Embedded File Extractor,
EXIFParser,EmailParser,VirtualmachineExtractor,andPhotoRecordCarver.Autopsysupports
3rdpartyingestmodulesuchasPythonplugins,Pre-fetchparser,Windowsregistryingestmodules,
Virustotalonlinechecker,andImagefingerprintmodule.

Autopsyuseskeywordsearchtoanalyzethediskimagecontents.Thestandardkeywordlist
inautopsy includes IPaddresses,phonenumbers,emailaddressesandcreditcardnumbers,and
URLs.Thegroupofkeywordscanbedefinedasanexactmatch,asubstringmatch,orasaregular
expression.Thegroupofkeywordswillbecreatedtolookforaspecificcyberoffensesuchasabrute
forceauthentication,spammingorclick-thrufraud,foundwithinanapachewebserverlogfiles.

Taggingofdatacanbedoneonthefilesof thedatasourceoron thesearchresultssuchas
keywordhits,emailaddresses,extractedcontent,interestingitems,andaccounts.Autopsyhastwo
taggingcategories:taggingbyfile(i.e.thefilethatincludestheresult)andtaggingbyresult(e.g.,
keywordhitswithineachfile).Oncetheitemsaretagged,theyareaddedautomaticallyintoauser
interfacesectioncalledTaggedResults.

Autopsy offers the possibility to create a timeline for all events from the files on the disk.
Furthermore,Autopsyhasthecapabilityofcreatingreportsoutofanalyzeddataandanytagged
files.Theinvestigatoralsocancreateacustomresultbyaddingthetaggedfilesshowingthefacts
regardingcertaincyberoffenses.ThereportsinAutopsycanbegeneratedinvariousformatssuch
asHTML,Excel,CSV,Text,andtaggedhashes,amongothers.

Inthisproject,wehaveconsideredAutopsyversion4.5.0,HoweverAutopsyhasreleasedversion
4.6.1onFeb.2018.Inordertogatherdataonsometypesofattacks,weusedahoneypotimagethat
isdumpedfromanApachewebserverdownloadedfromapache_logs.tar.gz.Therearefourtypesof
attackthatcanbeexaminedonthementioneddatasource:

1. BruteforceAuthentication:ThistypeofattackislaunchedthroughtheserverbyHTTPGET
RequestsandHTTPPOSTrequests.Itcouldbedetectedbyexaminingtheauditfiles.

2. IRCconnection:IRC(InternetRelayChat)isaprotocolforreal-timetextmessagingbetween
internet-connectedcomputers.ItismostlyusedforhidingtherealIPaddresstolaunchdenial
ofserviceattack.Thistypeofattackcouldbedetectedbysearchingtheauditlogfilesforall
entriestocommonIRCports.

3. Spamming:Alargenumberofuserswerespammerstryingtosendtheiremailsthroughtheserver
tohidetheirtruelocationandmakethetrackingoftheemail’sorigindifficult..Thisattackcould
beidentifiedbyexaminingtheauditlogfiles.
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