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ABSTRACT

TheInternetofThings(IoT)represents theseamlessmergingof therealanddigitalworld,with
newdevicescreated thatstoreandpassarounddata.Processing largequantitiesofIoTdatawill
proportionatelyincreaseworkloadsofdatacentres,leavingproviderswithnewsecurity,capacity,and
analyticschallenges.Handlingthisdataconvenientlyisacriticalchallenge,astheoverallapplication
performance ishighlydependenton thepropertiesof thedatamanagement service.This article
explores the challenges posed by cybercrime investigations and digital forensics concerning the
shiftinglandscapeofcrime–theIoTandtheevidentinvestigativecomplexity–movingtotheInternet
ofAnything(IoA)/InternetofEverything(IoE)era.IoTforensicsrequiresamulti-facetedapproach
whereevidencemaybecollectedfromavarietyofsourcessuchassensordevices,communication
devices,fridges,carsanddrones,tosmartswarmsandintelligentbuildings.
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INTRoDUCTIoN

Crimehasalwaysbeenapartofhumansociety,butthemeansbywhichthesecrimesarecommitted
are constantly developing and expanding. The evolving nature of technology supports criminals
withnewmethodsandtoolstocommitcrimes.Previously,criminalinvestigationsgenerallyrelied
ontheanalysisofphysicalevidence,thestudyofthecrimescene,speakingtoandtakingstatements
fromwitnesses,andinterviewswithsuspects.Today,thecriminalinvestigatormustrecognisethat
theevidencetheyhavetoanalysecouldbeinanelectronicordigitalform(Macdermott,Baker,&
Shi,2018).Thecrimescenemaycompriseacomputersystem,smartandsmall-scaledigitaldevices
ornetworktraffic/logsasopposedtothetraditional‘physical’scene.The‘witnesses’inthesecases
maybecomputer-generatedlogfiles,metadata,orbrowsinghistory.Youcanprovewithforensic
sciencethatsomeonewasholdingacertainweaponviaDNA/fingerprints,buthowdoweprove
thataparticularsuspectwastheoneatthekeyboardatthetimethecrimewascommitted?Forensic
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linguisticsisincreasinglyusedwithinthisdomaintofacilitateinvestigationsbyidentifyingactors
withinanexchange,determinemotiveandbehaviours,andestablishatimelineofevents.

TechnologicaldevelopmentsandourincreasedinterconnectiontotheInternet,anddevicesinour
everydaylives,leadtotheincreaseincybercrimes.Thesedevelopmentsandtheanonymitythatcomes
fromtheInternetserveasincentiveforcriminals,andthusleadtoanincreaseincrimesinvolving
computersandcybernetics.Cybercrimeisabroadlydefinedterm,whichmeans“criminalactivities
carriedoutbycomputersortheInternet”(McMurdie,2016)andconsistsofthreemaincomponents:

• Thecomputerusedasatoolforcommittingthecrime
• Thecomputerisarepositoryforinformationusedorgeneratedinthecommissionofacrime
• Informationresidingonthecomputeristhetargetofthecrime,withtheintentionofdamaging

itsintegrity,confidentialityoravailability

TheanonymityoftheInternetcancreateafeelingofdistance,sooftencriminalsfeelremoved
fromtheircrimesorhaveafeelingofdissociativeignorancetotheeffectstheiractionshaveonothers.
Therewereapproximately3.6millioncasesoffraudandtwomillioncomputermisuseoffencesin2017,
accordingtoanofficialsurveybyTheOfficeforNationalStatistics(Casciani,2017).Cybercrimeis
increasinglyaffectingavarietyofdomains:governmentsystems,largeorganisations,small-to-medium
enterprises(SMEs),ecommerce,onlinebanking,andcriticalinfrastructure.Motivationsdiffer,but
cybercrimeforgainissignificant,muchmoresignificantthantheperceptionofnon-economicattacks,
butmuchlessintermsofvolumeofattemptsorreportedcases.Thekeyconcernsincludedamageto
reputation,monetaryloss,andeffectstotheconfidentiality,integrityandavailabilityofdata.

Withthisevidentincreaseincybercrime,asignificantchallengefromaninvestigativestandpoint
isthemassofdevicesthatcanbeutilisedforcommittingthecrime,andtheamountof“devicesof
interest”tobeidentified,collected,andanalysedatacrimescene.Thesedevicesvaryintechnological
complexity and storagecapabilities, and range fromsmartphones to smartwatches, smart toys,
gamingconsoles(XboxOne,SonyPlayStation-PS3andPS4),healthwearablesanddrones.The
increasingutilisationofcloudservicesintheirday-to-dayoperationsbyorganisations,utilisation
ofhugestoragedevices(e.g.,RedundantArrayofInterdependentDisk(RAID))andtheheightened
emergenceofsmartdeviceutilisationmeansthatdigitalforensicinvestigationsinvolvingsuchsystems
wouldinvolvemorecomplexdigitalevidenceacquisitionandanalysis(Taylor,Haggerty,Gresty,&
Hegarty,2010).Whiledevelopingstandardstodealwithelectronicordigitalevidence,itisnecessary
thatothersupportingdisciplinesmustalsoevolvetoassisttheinvestigatorinthisnewrealmand
ensuretheyareknowledgeableonsuitableconductatthecrimescene.

Aswelookaheadtoaworldofexpandingubiquitouscomputing,theinterconnectionof‘Things’
toan‘InternetofThings’,thechallengeofforensicprocessessuchasdataacquisition(bothlogical
andphysical)andextractionandanalysisofdatagrowsinthisspace.Themainpurposeofthisarticle
istoexplorethekeycontributorstothisparadigmshiftandillustratehowcybercrimeinvestigations
anddigital forensicsareadjusting to thisnewwaveofcybercrime.Objectives forexploring this
technologicaladvancementbeginbyillustratingtheprogressionofdigitalforensics–fromtheinfant
computer forensics, tomobile forensics, tonetwork/Cloudforensics–andhowthe focus isnow
shiftingtoIoTforensics,andinevitablyIoA/IoEforensics.Imperativetothisistheidentificationof
therangeofdevicesnowinvolvedindigitalforensicinvestigations,makingforensicprocessesmore
challengingandproblematic.Futuredirectionswithinthefieldofdigitalforensicsandconsiderations
arepresented.Therestofthepaperisorganisedasfollows:thenextsectionprovidesbackground
ondigitalforensicsandcybercrimeinvestigationandtheIoTparadigmisaddingtothecomplexity,
followedbydigital forensicsmethodologiesandproceduresforvariousevidences, thenpotential
challengesandconsiderationswithconcludingremarksandfuturedirections.
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