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ABSTRACT

Electronic health information is an efficient technique for providing health care services to
society.Patienthealthinformationisstoredinthecloud,toallowaccessofeHealthinformation
fromanywhere,andatany time,but the technicalproblemsaresecurity,privacy,etc.Sharing
themedicaldatainatrustlessenvironmentisovercomebytheproposedframeworkSeFra.The
proposedworkprovidesasecureframeworktomanagetheeHealthrecordbyusingblockchain
(SeFra).Forauthenticationpurposes,atemporalshadowisusedandtheintegrityofhealthrecords
isensuredbyblockchaintechnology.
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INTRodUCTIoN

Nowadays,mostoftheindustriesaremovingthroughadigitaltransformationjourneyandtechnologies
like IoT,cloud,andmobility.Digital transformation isapplicable forHealthcaresystemtoo,but
theonlyproblemistrustandsecurity.Sharingthehealthcaredataincross-instituteisoneofthe
biggestchallengingtasks(Cheong,Shin,&Joeng,2009).Evenhealthcaredataaresharedsecurely,
integrityproblemisstillunchecked,thisiswillbeovercomebytheproposedframework.Thepatient
detailsareverysensitiveinformation,soit’sourresponsibilitytoprotectfromanunauthorizeduser.
TheexistingeHealthsystemfacingalotofprivacyandsecurityissues.Intheproposedsystemthe
sensitiveencryptedhealthisprotectedoverthecloud.Inthispaper,theauthorsfocusonprivacy,
integrity,andanonymity.Thedataprivacymeansonlyauthorizedusercanaccessthehealthcare
data(Kolodner,Cohn,&Friedman,2008).Theinstitutionalhealthdataishighlyconfidentialandit
isanassettotheinstitution.Theanonymityisanotherwaytosecurethehealthrecord,removethe
identicalinformationandshareonlypartialdata(Charanya,Aramudhan,Mohan,&Nithya,2013).
Addingprivacyinthehealthcaresystemismoreimportantforpatientandserviceprovider(Charanya
&Aramudhan,2016).ThisisachievedbyusingBlockchain.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary25,2021inthegoldOpenAccessjournal,InternationalJournalofE-HealthandMedicalCommunications(converted
togoldOpenAccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://cre-

ativecommons.org/licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthorofthe
originalworkandoriginalpublicationsourceareproperlycredited.
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BlockchaintechnologywasfirstintroducedbySatoshiNakamotoin2008.It’sanewtechnology
usedinonlinecryptocurrencylikebitcoin.Blockchainenablestrustandtransparencyduetothepeer-
to-peerdistributedledger.TheBlockchainisadistributedledger,anendlesslistofrecordscalled
blocks.TheCryptography techniquesareused to secure the records.Byusing thehashpointer,
eachblockislinkedwiththepreviousblock.Thetwotypesofblockchainconfigurationarepublic
andprivate.Publicmeansitspermissionless,anyonecanparticipleinthenetwork,whereasprivate
meansitspermission,it’savailabletotheknownperson.Forexample,anorganizationperforms15
transactionspersecond,eachtransactionreceivesitsownsignature,thedigitalsignatureiscombined
byusingatreestructureandformsinglefingerprint.Thefingerprintissenttothenextlayersuchas
aserviceprovider.Oncevalidateditsstoredintheblockchain,thenalluserscansee,thenthecopyis
senttotheorganizationtostorelocally.Themaindisadvantageofthetraditionalblockchain,speed,
scalability,andstoragecapacity.

TheBlockchainisadistributedpublicledger,withasetofrulesthetransactionsgetappended,
achievedbydistributedconsensusofparticipantsinthesystem.Participantscankeeptrackofthe
transactioninadistributedway,whereeachparticipanthavethecopyoftransactions(ledger).The
IntegrityofdataisvalidatedbyusingBlockchain.

Blockchaintechnologyisusedinhealthcaretosolvehealthcaresecurityproblems.Theencrypted
health information ishashedandhashedvalue isstored inadistributedway,sharedbymultiple
partiesthatsecurealltherecords.Theinformationisstoredintheblockchain.Hereeachrecordis
addedtothepreviousrecord,neverremoved.Eachrecordhasowntimestamp.Allthetransactions
areencryptedandverifiedbythenetwork.KeylessSignatureInfrastructureblockchaindeployedby
Estoniagovernment,datascalesto1012itemsofdataeverysecond.

Theexistingworkdrawbackisovercomebyourproposedsystem.AccordingtoProvchain,theuser
hastopayfeestogetprovenanceserviceandalsopayforblockchainnetworkalsoit’snotsupporting
federatedcloud.TheBSPPprotocolsecurestheeHealthsystemalsoitallowstheauthorizeddoctorto
accessthepatienthealthrecordandit’snotsupportingtheconjunctivekeywordsearch,alsoplanning
toproposespecificminerandverificationelectionalgorithm.Theentiredrawbackisovercomeby
theproposedSeFraframework.

Theobjectiveoftheproposedworkistogiverightstotheauthenticatedusertoaccessthehealth
record,alsoitmaintainstheintegrityofthehealthrecordbyusingblockchain.Themostlyresearcher
aretheminersandtherewardsaretogettheanonymizedrecord,alsothisframeworkisworkwith
bothblockchain,andcloudserviceproviderisused.Itsupportstheserviceslikeadoctorcanaccess
thehealthrecordandalsothedoctorcanviewthepatienthistorydetails.Thetimetakentostorethe
encryptedhealthrecordandretrievetherecordisonlyafewseconds.Theaccessprivilegeservice
isprovidedbymeansofasmartcontract.Thepatientbillingdetailsareautomaticallysenttothe
insurancecompany.Theresearchersgettheanonymizeddetailsasminerreward.

RoAd MAP

Thispaperisorganizedasfollows:SectionIIsIntroduction.SectionIIdiscussedexistingtechniques
anditsdrawbacks.SectionIIIdiscussedOverviewoftheframeworkanditsfunctionalities.Section
IVImplementation,andresultandconcludeinSectionV.

RELATEd woRK

Inattribute-basedencryption,privatekeyissuedbythetrustedauthorityandverifiedtheattributes
issuedforeachuser.Theusersharesdataaccordingtoapolicywrittenoverattributesandissued
acrossdifferentuserdomains.Limitationinthisapproachisthetrustedauthorityhastoperforma
dualrolelikeverifyattributesacrossthedifferentorganizationandissueprivatekeystoeveryuser.
Thisisovercomebyusingblockchain.Inblockchain,permissionsaregivenbasedontheownership
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