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ABSTRACT

Evolving technologies involve numerous loT-enabled smart devices that are
connected 24-7 to the internet. Existing surveys propose there are 6 billion devices
on the internet and it will increase to 20 billion devices within a few years. Energy
conservation, capacity, and computational speed plays an essential part in these
smart devices, and they are vulnerable to a wide range of security attack challenges.
Major concerns still lurk around the IoT ecosystem due to security threats. Major
1oT security concerns are Denial of service(DoS), Sensitive Data Exposure,
Unauthorized Device Access, etc. The main motivation of this chapter is to brief
all the security issues existing in the internet of things (1oT) along with an analysis
of the privacy issues. The chapter mainly focuses on the security loopholes arising
from the information exchange technologies used in internet of things and discusses
10T security solutions based on machine learning techniques including supervised
learning, unsupervised learning, and reinforcement learning.
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Machine Learning Techniques to Mitigate Security Attacks in loT
INTRODUCTION

Today’s Internet becomes the connectivity of many smart devices and computers.
Any real world object can be attached with a sensor and connected to the network. It
paves way for many applications that benefits the users. Some common applications
are automation in industry, smart home, patient’s effective health monitoring
applications etc. Some years back, the devices are connected in a network, which
is now getting evolved smarter by the connection of any real-world objects. Clearly
it states that Internet of Things(IoT) is a fast-evolving technology. Some statistics
on IoT predicts that there will be more than 5 billion IoT devices connected at
present. IoT can be any physical device equipped with sensors are connected with
a communication channel. Through the connected network the devices can interact
with the environment, i.e. collect data from surroundings and send that data for
processing. Such devices that interacts with the environment to collect data is called
as source node. The data is collected by source node and communicated to the base
station or the sink node for processing or storage.

Consequently, an algorithm is the responsible for the data collection or data
gathering and routing the datato the base station. All these devices are interconnected
to share and exchange the data, that makes the IoT and wireless sensor network
open to many challenges in security violations and privacy exploration for the users.

MAIN FOCUS OF THE CHAPTER

In this chapter, provides an idea about the wireless sensor network and IoT, which is
an interconnection of the devices controlled through the Human machine interface
(HMI). The essential features and use of connected devices or the embedded devices
with the network provide a number of uses in many applications. This attractive
feature also enables IoT devices connected with the network more prone to security
threats and attacks. Depending on the data being communicated over the network,
it inhibits an interest over the attackers with a wide range of privacy exploration.
Hence providing a secured connected network has to ensure it provides solutions
for the various concerns like Privacy of data, data reliability, correct responses from
the connected devices, trust-worthy devices and autonomous recovery of the device
when compromised. Considering these factors, the IoT requires effective solutions
to achieve the above terms.
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