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ABSTRACT

This proposed literature survey provides basic data regarding the first step of risk identification and 
analysis to achieve a secured infrastructure. The demand and risk are two parts of the same coin. 
The demand is directly proportional to the risk, but preventive control is inversely proportional to 
risk. The necessity of preventive control in any organization has increased because of the changes 
in logic, structure, and the type of technology applied to services that generate risks. Finally, the 
business increases along with technology, which creates risks and spreads over its infrastructure. We 
have to focus on protecting, detecting, correcting, verifying and validating the Unix file system. This 
survey article proposes and resolves the Unix file system by applying a hardening, re-configuration 
and access control mechanism up to the highest level of preventive control.
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1. INTRODUCTION

Every organization grows with the demand of business, technology, and resources. Now a day, 
Information security and services is a top priority for each and every organization. The risk analysis 
is the most important and helpful scenario to any Information Technology organization (Devis, 2011). 
The risk consists of a set of the possible threat, that may be hardware, software and human error, 
failure, defect, uncertainty, unordered, unsafe and the probabilities of them occur at any time. It is 
defined as the prevention, detection, verification, validation, correction, and recovery from undesirable 
destruction, modification, the disclosure of information and resources (Ron, 2002). The information 
security is a set of process, procedures, policy, personnel, business, and technology applied to the 
characteristics of the assets (technology), that creates risk (Charles, Shari, & Deven, 2007).

The necessity of information security in any organization has increased because of the changes 
in design, logic, structure, programming, coding, and type of technology applied into services that 
create risk, spread over the business, technology, and resources (Ron, 2002). We are more emphasized 
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on protecting, detecting, correcting, verification and validation of the Unix File System. We are 
proposing and resolving the Unix file system by applying hardening, re-configuration and access 
control mechanism. We are focused and taking care of UFS ACM, scripting and system programming 
on Unix operating system all the time and every time for web services, ubiquitous, pervasive and 
self-autonomy system (Stalling, 2006, 2009; Sumitabh, 2009; Sun-Microsystem, 2002).

2. GOAL OF LITERATURE SURVEY

There is a thorough review of the literature was conducted with the primary goal of determining the 
risk assessment on the Unix operating system for IT infrastructure on the large electronic workplace. 
This research has been conducted on real-time Unix file systems applying hardening, re-configuration, 
access control mechanism and system programming as per the demand of complex Business, 
Technology & Resources (Dario, 2009; Denis, 2003; Debi, 2008).

Now a day, Information security and services is the most important and well advanced to any 
Information Technology organization. The literature defines information security as a set of process, 
procedures, policy, personnel, business and technology charged with property on organization into 
assets (technology) (Dieter, 2008). It is also can be defined as the prevention, detection, correction, 
and recovery from unauthorized or undesirable destruction, modification, disclosure or use of 
information and resources (Ron, 2002). The necessity of information security in any organization has 
increased because of the enormous changes in structure and type of information technology applied 
to information creates risks. Finally, the business increases along with technology, which generates 
risks as well as vulnerabilities (Schofield, 2005).

The risk of assets is identified in terms of non-identity, integrity, non-repudiation, high availability, 
authentication, accountability, scalability, and reliability. The critical of each and every risk as rated 
accuracy of potential impact likelihood of occurrences (Forouzan, 2008; Stalling, 2006).

Therefore, the risk consists of the set of a possible threat, that may be hardware, software and 
human error, failure, defect uncertainty, unorder, unsafe and the probability of them occurring on 
any time. The exposure of an asset to a particular threat generally referred to as the vulnerability of 
assets (Susan & Davis, 2003).

The risk is happening, in the course of system operation, maintenance and services. As a 
result of internal strategies, system processes, policy, procedures, and information used by the 
organization (Stalling, 2006).

Risk analysis is the study of potential threats, vulnerabilities, and impacts in order to identify and 
assess the extent and potential severity (Thomas Finne, 2000) of the risks to which the organization 
and its assets are exposed (Ron, 2002). The risk assessment is closely associated with risk analysis.

The risk management (identifying, analysis and mitigation) is a process to optimizing the risks 
to acceptable levels (HTML) by the application of various control strategies of prevention, detection, 
correction, verification and validation (Ron, 20020). The risk analysis, assessment, and management 
are the integrated process for business, technology, and resources for all the time and every time. 
Assessing the risks and needs of business, resources and technology have become standard practice 
in many more IT organization. The understanding of the concepts of risk and need is essential factors 
for important of decisions involving business, resources, and technology. The risk is created due to 
a dynamic decision over a business, and technology. The risk is propagated over vendor, order, and 
customers across the all related sub-systems (Turban, Aronson, Liang, & Shard, 2009).

3. REAL TIME UNIX OPERATING SYSTEM

In a large scale real-time operating system, the multitasking, multiuser, time-sharing operating system 
where multiple programs can be running at the same time, the operating system determines which 
applications should run in what order and how much time should be allowed for each application 
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