
DOI: 10.4018/IJITBAG.2019010105

International Journal of IT/Business Alignment and Governance
Volume 10 • Issue 1 • January-June 2019


Copyright©2019,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



74

A Data Privacy Governance Model
The Integration of the General Data 
Protection Regulation Into Standard 
Based Management Systems
Margareth Stoll, Independent Researcher, Italy

ABSTRACT

Theimportanceofdataprivacy,informationavailabilityandintegrityareincreasinglyrecognized.
The new EU general data protection regulation 679/2016 obligates stringent legal requirements
with high sanctions for noncompliance. Most organizations worldwide are affected directly or
indirectly.Itrequiresoverallariskandevidence-baseddataprivacymanagementaspartofcorporate
governance. More than 1.6 million organizations worldwide are implementing a standard-based
managementsystem,suchasISO9001orothers.Toimplementthenewdataprotectionregulation
in an effective, efficient and sustainable way, the author provides design-oriented guidelines on
howtointegratethelegalrequirementsintostandardbasedmanagementsystems.Theholisticdata
privacygovernancemodel integratesdifferent informationsecuritygovernance frameworkswith
standardbasedmanagementsystemsinordertocomplytheregulation.Inthatwaydataprivacyis
partofallstrategic,tacticalandoperationalbusinessprocesses,promotescorporategovernance,legal
complianceandlivingdataprotection.
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INTRoDUCTIoN

DataprivacyisaprincipalstatutoryrightoftheEuropeanUnionandmostcountriesallovertheworld.
Duetoincreasingdigitalization,interconnected,mobileandvirtualizedbusiness,artificialintelligence,
bigdataandcustomertrackinglargervolumesofdataareproduced,analyzedandexposedtothreats
andmisuse.Dataandinformationsystemsarefacedwithincreasingprivacythreatsfromawide
rangeofsources,suchashumancuriosity,employees’actions,computer-assistedfraud,cyberattacks,
phishing,sabotage,theft,fireorinfrastructureincidents.Ponemonsurveyedanincreasinglikelihoodof
databreachesandestimatesthatanorganizationwillhavewith27.7%probabilityadatabreachinthe
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nexttwoyears(Ponemon,2017).Adatabreachmayresultinphysical,materialand/ornon-material
damage,suchasdamagetoreputation,lossofcustomer(Martin,Borah&Palmatier,2017),costof
mitigatingandrecovery,reductionofshareprice,discriminationforthepersonconcernedandother
significanteconomicorsocialdisadvantages.Thusinvestors,boardsandcustomers,aswellaslaws
andauthoritiesdemandongoingahigherlevelofdataprivacy.Theclientsof90%ofparticipantsin
aworldwidesurveyareconcernedabouttheprivacyoftheirdata(HarvardBusinessReviewAnalytic
Services,2017).Mostmoderncorporategovernanceguidelinesmaketheboardandspecificallythe
CEOresponsibleforthewell-beingoftheorganization.

ThenewEUGeneralDataProtectionRegulation(GDPR)679/216,(EU,2016)obligates
stringentlegalrequirementswithadministrativesanctionsfornoncomplianceuptothegreater
of4%ofthetotalworldwideannualturnoveror€20million.Itoffersalsogreatopportunitiesfor
enterprisesbyharmonizingamajorpartofthedataprivacylawsinthedifferentEUcountries,by
drivingnewneedsforservices,ITsystemsanddigitizedproductsinordertofulfilltheenhanced
dataprivacyrequirement,andothers.TheEUestimates€2.3billioneconomicbenefitsofhaving
oneharmonizedlaw(http://ec.europa.eu/justice/smedataprotect/index_en.htm).Itaffectsafter
May25,2018anyenterprisedoingbusinessinEuropewiththeirsuppliersoveralllevelsand
allorganizationsworldwidewhichprocessdatathatcanbeusedtoidentifydirectlyorindirectly
naturalpersons inEurope.85%ofrespondingorganizations inaworldwidesurveyexpect to
beaffectedand42%expectsignificantimpacts(HarvardBusinessReviewAnalyticServices,
2017).Thus,dataprivacyandsecurityfor81%ofsurveyedorganizationshasbecomeahigh
priority(HarvardBusinessReviewAnalyticServices,2017).Dataprivacy,theavailabilityofall
essentialassets,confidentiality,dataintegrityandlegalandregulatorycompliancearecentral
fororganizations’success(Bélanger&Crossler,2011;DaVeiga&Eloff,2007;Sowa,Tsinas&
Gabriel,2009;vonSolms&Solms,2009;).Thisposesgreatchallengesforsmallandmedium
sizedorganizations.Theyneedaveryefficientandfunctionalapproach,whichcanbesmoothly
integratedintheirdailybusiness.

More than 1.6 million organizations worldwide are implementing a standard based
managementsystembasedon internationalstandards(e.g.qualityISO9001,orenvironment
ISO14001, informationsecurity ISO27001, ITservicemanagement ISO22000andothers)
(ISO,2017a).Inordertopromoteanefficientintegrationofdifferentstandards,theInternational
StandardOrganization[ISO]releasedacommonstructureforallmanagementsystems’standards,
theAnnexSLoftheISO/IECDirectives(ISO,2013c).

Severalinternationalbestpracticesforinformationsecuritymanagementhavebeendevelopedto
provideguidanceandensurecomprehensiveness.SomeofthemostcommonlyusedincludeControl
ObjectivesforInformationandrelatedTechnology(COBIT),InformationTechnologyInfrastructure
Library(ITIL)andnationalguidelines,suchasNISTSP800seriesintheUSorITSecurityGuidelines
fromtheFederalOfficeforInformationSecurityinGermany.

Despitethehugeamountofresearchonprivacyandinformationsecurity(seeBélanger&Crossler,
2011;Cram,Proudfoot&D’Arcy,2017;Moody,Siponen&Pahnila,2018;Pavlou,2011;Smith,Dinev
&Xu,2011;Willison&Warkentin,2013),thecallsformoreinterdisciplinaryinformationsecurity
research(Angst,Block,D’Arcy&Kelley,2017;Dhillon&Backhouse,2000;Dinev2014;Pavlou,
2011;Warkentin&Willison2009)andforstudiesatthegroupandorganizationallevel(Bélanger
&Crossler;2011;Pavlou,2011),thecurrentunderstandingofinformationsecurityanddataprivacy
(Dinev,Xu,Smith,&Hart;2013)islargelyfragmented.Wefoundnointegratedmanagementsystem
anddataprivacyframework.

ToclosethisgapandcomplyoptimallywithGDPR,wehavedevelopedanefficient,effective
and sustainable data privacy governance model. This model integrates the GDPR requirements,
different informationsecuritygovernance frameworks,best-practicemethods (COBIT, ITIL) (IT
GovernanceInstitute,2007;OfficeofGovernmentCommerce,2007),ISOstandardsandthegeneral
requirementsofstandardbasedmanagementsystems.Theholisticapproachintegratesdataprivacy
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