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INTRODUCTION

It has become a commonplace observation that
scientific progress often, if not usually, outstrips
or precedes the ethical analyses and tools that
society increasingly relies on and even demands.
In the case of data mining and knowledge dis-
covery in databases, such an observation would
be mistaken. There are, in fact, a number of use-
ful ethical precedents, strategies, and principles
available to guide those who request, pay for,
design, maintain, use, share, and sell databases
used for mining and knowledge discovery. These
conceptual tools—and the need for them—will
vary as one is using a database to, say, analyze
cosmological data, identify potential customers,
orrun a hospital. But these differences should not
be allowed to mask the ability of applied ethics to
provide practical guidance to those who work in
an exciting and rapidly growing new field.

BACKGROUND

Data mining is itself a hybrid discipline, em-
bodying aspects of computer science, artificial
intelligence, cryptography, statistics, and logic. In
greater or lesser degree, each of these disciplines
has noted and addressed the ethical issues that
arise in their practice. In statistics, for instance,
leading professional organizations have ratified
codes of ethics that address issues ranging from
safeguarding privileged information and avoiding
conflicts of interest or sponsor bias (International
Statistical Institute, 1985) to “the avoidance of
any tendency to slant statistical work toward
predetermined outcomes” (American Statistical
Association, 1999).

It is in computer ethics, however, that one
finds the earliest, sustained, and most thoughtful
literature (Bynum, 1985; Johnson & Snapper,
1985; Ermann, Williams & Gutierrez, 1990;
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Forester & Morrison, 1994; Johnson, 1994) in
addition to ethics codes by professional societies
(Association for Computing Machinery, 1992;
IEEE, 1990). Traditional issues in computer eth-
ics include privacy and workplace monitoring,
hacking, intellectual property, and appropriate
uses and users. The intersection of computing
and medicine has also begun to attract interest
(Goodman, 1998a).

Whatis clear about this landscape is that terms
we attach toissues—“privacy,” for instance—can
mask significant differences according as one uses
a computer to keep track of warehouse stock or
arrest records or real estate transactions or sexu-
ally transmitted diseases. Moreover, ethical issues
take on somewhat different aspects depending on
whether a computer and its data storage media are
used by an individual, a business, a university, or
a government. Atop this is the general purpose to
which the machine is put: science, business, law
enforcement, public health, or national security.
This triad—content, user, and purpose—frames
the space in which ethical issues arise.

MAIN THRUST

One can identify a suite of ethical issues that
arise in data mining. All are tethered in one way
or another to issues encountered in computing,
statistics, and kindred fields. The question of
whether data mining, or any discipline for that
matter, presents unique or unprecedented issues
is open to dispute. Issues between or among
disciplines often vary by degree more than by
kind. If it is learned or inferred from a database
that Ms. Garcia prefers blue frocks, it might be
the case that her privacy has been violated. But
if it is learned or inferred that she has HIV, the
stakes are altogether different. The ability to
make ever-more-fine-grained inferences from
very large databases increases the importance
of ethics in data mining.

Privacy, Confidentiality, and Consent

It is common to distinguish between privacy and
confidentiality by applying the former to humans’
claim or desire to control access to themselves
or information about them, and the latter, more
narrowly, to specific units of that information.
Privacy, if you will, is about people; confiden-
tiality is about information. Privacy is broader,
and it includes interest in information protection
and control.

An important correlate of privacy is consent.
One cannot control information without being
asked for permission, or at least informed of
information use. A business that is creating a
customer database might collect data surrepti-
tiously, arguably infringing on privacy. Or it
mightpublicly—thought notnecessarily individu-
ally—disclose the collection. Such disclosures are
oftenkey components of privacy policies. Privacy
policies sometimes seek permission in advance
to obtain and archive personal data or, more fre-
quently, disclose that data are being collected and
then provide a mechanism for individuals to opt
out. The question whether such opt-out policies
are adequate to give individuals opportunities to
control use of their data is subject to widespread
debate. In another context, a government will
collect data for vital statistics or public health
databases. Such uses, at least in democratic soci-
eties, may be justified on grounds of the implied
consent of those to whom the information applies
and who would benefit from its collection.

Itisnotclearhow much or whatkind of consent
would be necessary to provide ethical warrant for
datamining of personal information. The problem
of adequate consent is complicated by what may
be hypothesized to be widespread ignorance about
data mining and its capabilities. As elsewhere,
some solutions to this ethical problem might
be identified or clarified by empirical research
related to public understanding of data-mining
technology, individuals’ preference for (levels of)
control over use of their information, and similar

293



5 more pages are available in the full version of this document, which may be
purchased using the "Add to Cart" button on the publisher's webpage: www.igi-
global.com/chapter/moral-foundations-data-mining/23093

Related Content

Towards Usable Application-Oriented Access Controls: Qualitative Results from a Usability Study of
SELinux, AppArmor and FBAC-LSM

Z. Cliffe Schreuders, Tanya McGilland Christian Payne (2012). International Journal of Information Security
and Privacy (pp. 57-76).

www.irma-international.org/article/towards-usable-application-oriented-access/64346

Software Requirements for Cybercafés
Ayotokunbo I. Ajewole (2008). Security and Software for Cybercafes (pp. 125-146).

www.irma-international.org/chapter/software-requirements-cybercafés/28534

Secure Service Discovery
Sheikh I. Ahamed, John F. Buford, Moushumi Sharmin, Munirul M. Haqueand Nilothpal Talukder (2008).
Handbook of Research on Wireless Security (pp. 11-27).

www.irma-international.org/chapter/secure-service-discovery/22037

Security in Digital Marketing: Challenges and Opportunities

Albérico Travassos Rosario (2023). Confronting Security and Privacy Challenges in Digital Marketing (pp. 206-
233).

www.irma-international.org/chapter/security-in-digital-marketing/326398

A Secure Cluster Head Selection Mechanism Based on Node's Features and Behavior in Wireless
Sensor Networks

Deepika Agrawal, Sudhakar Pandeyand Veena Anand (2019). International Journal of Information Security and
Privacy (pp. 74-90).
www.irma-international.org/article/a-secure-cluster-head-selection-mechanism-based-on-nodes-features-and-behavior-in-

wireless-sensor-networks/232670



http://www.igi-global.com/chapter/moral-foundations-data-mining/23093
http://www.igi-global.com/chapter/moral-foundations-data-mining/23093
http://www.irma-international.org/article/towards-usable-application-oriented-access/64346
http://www.irma-international.org/chapter/software-requirements-cybercaf�s/28534
http://www.irma-international.org/chapter/secure-service-discovery/22037
http://www.irma-international.org/chapter/security-in-digital-marketing/326398
http://www.irma-international.org/article/a-secure-cluster-head-selection-mechanism-based-on-nodes-features-and-behavior-in-wireless-sensor-networks/232670
http://www.irma-international.org/article/a-secure-cluster-head-selection-mechanism-based-on-nodes-features-and-behavior-in-wireless-sensor-networks/232670

