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Abstract

This chapter discusses the ethics of a proof-of-concept demonstration of
“parasitic computing.” A “parasite” computer attempts to solve a
complex task by breaking it up into many small components and
distributing the processing of these componentsto remote computer sthat
perform this processing without the knowledge or consent of those
owning the remote computing resources. Thisisachieved through the use
of the TCP/IP Internet protocol and, in particular, the checksumfunction
of this protocol. After a discussion of similar exploits, the ethical issues
involved inthisdemonstration are analyzed. Theauthorsarguethat harm
should bethestandard for determiningif parasitic computingisunethical.
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144 Barger & Crowell
They conclude that a revised notion of the rights of ownership is needed

when dealing with the shared nature of the Internet. Suggestions for
future research are offered.

| ntroduction

Thischapter will examine some of theissuesraised by aproof-of-concept
demonstrationof “parasiticcomputing” reportedinthejourna, Nature(Barabas,
Freeh, Jeong, & Brockman, 2001). Inthistype of computing, a“ parasite”
computer attemptsto solveacomplex task by breakingit upinto many small
componentsand distributing the processing rel ated to those componentsover
a number of separate remote computers. While the parasitic procedure
representsaform of distributed computing, it differsimportantly from other
well-known examples such asthe Search for Extraterrestrial Intelligence
(SETI) Project (SETI@home, 2003). Thedistributed computing utilizedin
SETIinvolvesvolunteersfromaroundtheworldwhoallow their local comput-
ersto beused for ongoing analysisof vast amountsof dataobtainedfroma
radiotel escopeconstantly scanning theheavens. SETI allowsanyonewitha
computer and I nternet connection to download softwarethat will read and
analyzesmall portionsof theaccumul ated data(SETI @home, 2003). Ineffect,
SETI hascreated asuper computer from millions of individual computers
workinginconcert.

LikeSETI, parasitic computing takesadvantage of the power of distributed
computing to solve complex problems, but the parasite computer induces
“participating” computers, already connected to the Internet, to perform
computationswithout theawarenessor consent of their owners. By their own
admission, Barabasi et al. (2001) wereawareof theethical issuesinvolvedin
their demonstration of parasitic computing. Ontheproject Web sitethey state:
“Parasitic computing rai sesimportant questionsabout the ownership of the
resourcesconnected tothelnternet and challengescurrent computing para-
digms. Thepurposeof our work istorai seawarenessof theexistenceof these
issues, beforethey could beexploited” (Parasitic Computing, 2001). Inthis
chapter, wewill begintoexplorethese*important questions’ by focusingonthe
typeof exploitationinherentinparasiticcomputing and by considering someof
theethical issuestowhichthisnew form of computinggivesrise.
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