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Predicting Online Aggression:
The Net Bully, Net Power, and 
Net Importance Scales
Guy Vitaglione, Campbell University, Buies Creek, USA

ABSTRACT

Thisstudydevelopsandvalidatesmeasuresoftraitsandattitudesforpredictingonlineaggression.
Over362participantsrangingfrom18to71yearsinagecompletedonlinesurveysontheirattitudes,
feelings,andexperiencesregardingonlineinteractionsandactivities,inadditiontoreportingonseveral
pre-establishedpersonalitytestsanddemographicinformation.Participantsalsoreportedtheirown
engagementinavarietyofantisocialandprosocialonlinebehaviors.Respondents’positiveattitudes
andtendenciestowardonlinebullying(theNetBullyscale)andfeelingsofpowerandcontrolwhen
online(theNetPowerscale)predictedtheiraggressiveonlinebehaviors(theHostileNetBehaviors
scale).Conversely,feelingsthatonlineinteractionsandactivitiesarepersonallyimportant(theNet
Importancescale)predictedprosocialonlinebehaviors(theNetFriendlyscale).Themeritofthese
scalestoservefutureresearchononlineaggressionandbullyingisdiscussed.
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INTROdUCTION

Inrecentyears,schools,companies,andgovernmentagencieshavebecomeincreasinglyalarmedabout
cyber-bullying,onlineprivacyviolations,andinternetcrimes(Duggan,2017).Schoolauthoritiesand
parentsreportyoungpeopleengaginginharassmentofclassmatesviaemails,socialnetworkingsites,
andinternetforums(Hoffman,2010;Sengupta,2013).Companiesandagencieshaveseenanincrease
inmaliciousonlinesecuritybreachesandcriminalviolations(Deutsch&Ax,2014;Heilman,2011;
Marks,2018;Nakashima,2010).Accordingtoa2009CDCstudy,ratesofcyber-bullyingappear
tobeincreasingannually(e.g.,from2000to2005,therateincreased50%;David-Ferdon&Hertz,
2009).Over40U.S.stateshaveenactedlegislationoutlawingcyberharassment(NCSL,2013).

Little prior research has studied the specific attitude or personality factors that underlie a
varietyofonlineaggression.Theresearchthathasbeendonehasfocusedprimarilyonsituationalor
demographicvariablesrelatedtoonlineharassmentandbullying(e.g.,Williams,&Guerra,2007;
Ybarra & Mitchell, 2004a). This study had two goals: (1) to ascertain the relationship between
personalitytraits,socialattitudes,andaggressiveonlineinteractions,and(2)todevelopscalesthat
couldserveasvalidpredictorsofaperson’slikelihoodtoengageinaggressiveonlineactivities.
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Varieties of Online Aggression
Thisresearchusesthemoregeneralterm“onlineaggression”todenoteavarietyofaggressiveacts
conveyedviaelectronicmeans,typicallytheinternet(Olweus&Limber,2018).Priorresearch,using
thetermsonlineharassment,cyberbullying,electronicbullying,andinternetaggression,havefound
thatsuchaggressioncommonlytakestheformofinsulting,demeaning,andhumiliatingmessages
and/orspreadingmaliciousgossipoveravarietyofmedia,includingemail(e.g.,Jonesetal.,2013;
Kowalski&Limber,2007;Lenhart, 2007;Ybarra&Mitchell, 2004a), textmessaging (Jones et
al., 2013;Menesini,Nocentini,&Calussi, 2011;Raskaskaus&Stoltz2007)defamingwebsites
(Raskaskasus&Stoltz,2007),instantmessaging(Kowalski&Limber,2007;Lenhart,2007),and
especiallysocialnetworking,suchasFacebook(David-Ferdon&Hertz,2009;Ybarra&Mitchell,
2004a).Othermethodsincludepostingembarrassingpicturesandvideosofthevictim(Kowalski
&Limber,2007;Menesinietal.,2011;Raskasus&Stoltz,2007;Sugarman&Willoughby,2013).
Althoughlesscommon,onlinephysicalthreats,sexualharassment,andsexualpredatorybehaviors
havealsobeenreported(Maasetal.,2003;Jonesetal.,2013;Palfrey,Sacco,Boyd,&DeBonis,
2009;Raskasus&Stoltz,2007;Wolaketal.,2008).

Prevalence
Estimatesoftheprevalenceofonlineaggressionhavevariedwithdifferentdefinitionsofaggression,
different time frames under consideration, and different age groups studied (Volk, Veenstra, &
Espelage,2017).OneU.S.governmentreviewofprevalencestudiesfoundthatfrom4%to46%of
teenagersstudiedreportedvictimizationfromonlineaggressors(Palfrey,Sacco,Boyd,&DeBonis,
2009).AstudybytheCDCon10-17-year-oldsfoundthat9%ofthosesurveyedexperiencedonline
aggressioninthepastmonthinwhichtheyweresurveyed(Hertz&David-Ferdon,2008).Inastudy
conductedlaterwithAmericanhighschoolstudents,aCDCYouthBehaviorRiskSurveyfoundthat
over14%ofrespondentsindicatedtheyhadbeenbulliedelectronicallyinthepast12months(Kann
etal.,2014).Laterusingthesamemethodologyandinstrument,thatnumberrosetoover15%(Kann
etal.,2016).APewtelephonesurveyofanationallyrepresentativesampleof12-17-year-oldsfound
that32%hadbeenthevictimsofonlineaggressionatleastonceintheirlives(Lenhart,2007).In
anothersurveyofasimilaragegroup,Jones,Mitchell,andFinkelhor(2013)foundthat11%reported
beingharassedonlinein2010.Whilethereisaconsiderablerangeinprevalenceestimates,allseem
toagreethattheratesofonlineaggressionareincreasingwithtime.TheCDCstudy(Hertz&David-
Ferdon,2008)foundthatratesofreportedonlineaggressionincidentsincreasedfrom6%in2000
to9%in2005,andJonesetal.(2013)foundthatratesincreasedfrom6%in2000to11%in2010.
Reportsofbeingrepeatedlyharassedonlineincreasedfrom2%in2000to5%in2010,andreports
ofespeciallydistressingharassment,asdefinedbythevictims,increasedfrom3%in2005to5%in
2010.APewResearchCenterstudyofAmericanadultsfoundthat41%ofrespondentsexperienced
onlineharassment,rangingfrom“offensivename-calling,purposefulembarrassment,physicalthreats”
to“sexualharassmentorstalking”(Anderson,2017).

Correlates of Online Aggressors
Muchoftheresearchonfactorsassociatedwithindividualswhoaggressagainstothersonlinehas
focusedonpoorpsychosocialfunctioning.Thisisinfollowingwithresearchontraditionalbullying,
whichhasfoundthatyoungpeoplewhoarebulliestendtohavepoorfamilyrelations(Olweus,1995;
Olweus&Limber,2018).Similarly,studiesofonlineaggressorshavefoundthattheytendtohave
poorparent-childattachment,ahistoryofromanticrelationshipconflict,anegativeschoolsocial
environment and lowcommitment to school, andpoorpeer social support (Schnurr,Mahatmya,
&Basche,2013;Williams&Guerra,2007;Ybarra&Mitchell,2004a,2004b).Otherstudiesof
onlineaggressorshavefounddisruptiveoraggressivefamilydynamics,poorparentalinvolvement,
delinquencyincludingdrugandalcoholabuse,pooracademicperformance,andpoorpsychological
health,suchasdepression(Kowalski&Limber2013;Low&Espelage,2013).
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