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ABSTRACT

In the present digital scenario, data is of prime significance for individuals and moreover for organiza-
tions. With the passage of time, data content being produced increases exponentially, which poses a 
serious concern as the huge amount of redundant data contents stored on the cloud employs a severe load 
on the cloud storage systems itself which cannot be accepted. Therefore, a storage optimization strategy 
is a fundamental prerequisite to cloud storage systems. Data deduplication is a storage optimization 
strategy that is used for deleting identical copies of redundant data, optimizing bandwidth, improves 
utilization of storage space, and hence, minimizes storage cost. To guarantee the security parameter, the 
data which is stored on the cloud must be in an encrypted form to ensure the security of the stored data. 
Consequently, executing deduplication safely over the encrypted information in the cloud seems to be 
a challenging job. This chapter discusses various existing data deduplication techniques with a notion 
of securing the data on the cloud that addresses this challenge.

INTRODUCTION

Recent technology improvements have given rise to acceptance and progress of cloud computing. Through 
various advantages of distributed storage, for instance, ease of access, optimizing bandwidth etc. end 
users across the globe be likely to move their valuable information to secure distributed platform like 
cloud storage. According to the report by International Data Corporation (IDC), the huge data content 
in the whole world will reach around 40 trillion gigabytes by the year 2020 (Chen, Mu, Yang & Guo, 
2015; Gantz & Reinsel, 2012). As the quantity of the data content which is being produced continuously 
increases with the passage of time, there is an urgency to eliminate the duplicate data content which is 
being stored on the distributed data storage medium like cloud storage to give sufficient storage to the 
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users (Movaliya & Shah, 2016). But, when outsourcing the data to a third party like cloud storage server; 
it causes the security and privacy issues to turn out to be a serious concern. Distributed storage providers 
utilize distinctive strategies to enhance storage effectiveness and one of the prominent strategies utilized 
by numerous cloud storage providers is deduplication, which claims to be saving a huge amount of storage 
(Douceur, Adya, Bolosky, Simon & Theimer, 2002). Figure 1 illustrates the data deduplication process. 
Data deduplication, at times also named as intelligent compression or single-instance storage which is 
frequently used in combination with other forms of reducing data.

Presently, data deduplication technique is broadly utilized by different commercially known cloud 
storage providers i.e. Dropbox, Amazon S3, Mozy, Google Drive, Memopal etc. to save a lot of storage 
space and maintenance cost (Akhila, Ganesh & Sunitha, 2016; Di Pietro & Sorniotti, 2012; Harnik, 
Pinkas, & Shulman-Peleg, 2010).

WORKFLOW OF DATA DEDUPLICATION

Data deduplication is accomplished in three major steps: chunking, fingerprinting and indexing of fin-
gerprints. The workflow of data deduplication is shown in figure 2. Chunking partitions the input data 
file stream into small blocks known as chunks. There are mainly two distinct approaches to divide these 
input data file stream into chunks: fixed size chunking and variable size chunking. The deduplication 
detection ratio of variable-size chunks is better than fixed-size chunks.

After the process of chunking, some cryptographically secure hash signature (SHA-1, SHA-256, MD5) 
is applied on chunks to calculate their fingerprints .The process is referred as fingerprinting. There must 
be a unique Fingerprint value for each chunk. Only unique chunks are placed on the disk after verifying 
their uniqueness using their fingerprints and redundant chunks are only referenced with old chunks. 
Indexing is a way to organize fingerprints on disk. Numerous strategies have been suggested for on-disk 
index-lookup process but their search time and running cost are high. Indexing must be fast enough so 
that it can check the uniqueness of any fingerprint in least time (Singhal, Kaushik & Sharma, 2018).

Figure 1. Data deduplication



 

 

15 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/secure-data-deduplication-of-encrypted-data-in-

cloud/225719

Related Content

Trust Management in Cloud Computing
Vijay L. Hallappanavarand Mahantesh N. Birje (2019). Cloud Security: Concepts, Methodologies, Tools,

and Applications  (pp. 1686-1711).

www.irma-international.org/chapter/trust-management-in-cloud-computing/224651

Evaluating the Performance of Monolithic and Microservices Architectures in an Edge

Computing Environment
Nitin Rathoreand Anand Rajavat (2022). International Journal of Fog Computing (pp. 1-18).

www.irma-international.org/article/evaluating-the-performance-of-monolithic-and-microservices-architectures-in-an-edge-

computing-environment/309139

An IoT-Based Framework for Health Monitoring Systems: A Case Study Approach
N. Sudhakar Yadav, K. G. Srinivasaand B. Eswara Reddy (2019). International Journal of Fog Computing

(pp. 43-60).

www.irma-international.org/article/an-iot-based-framework-for-health-monitoring-systems/219360

Rationale for Use of Cloud Computing: A QoS-Based Framework for Service Provider Selection
Amir Zeid, Ahmed Shawishand Maria Salama (2015). Cloud Technology: Concepts, Methodologies, Tools,

and Applications  (pp. 2166-2197).

www.irma-international.org/chapter/rationale-for-use-of-cloud-computing/119955

A Review of Quality of Service in Fog Computing for the Internet of Things
William Tichaona Vambe, Chii Changand Khulumani Sibanda (2020). International Journal of Fog

Computing (pp. 22-40).

www.irma-international.org/article/a-review-of-quality-of-service-in-fog-computing-for-the-internet-of-things/245708

http://www.igi-global.com/chapter/secure-data-deduplication-of-encrypted-data-in-cloud/225719
http://www.igi-global.com/chapter/secure-data-deduplication-of-encrypted-data-in-cloud/225719
http://www.irma-international.org/chapter/trust-management-in-cloud-computing/224651
http://www.irma-international.org/article/evaluating-the-performance-of-monolithic-and-microservices-architectures-in-an-edge-computing-environment/309139
http://www.irma-international.org/article/evaluating-the-performance-of-monolithic-and-microservices-architectures-in-an-edge-computing-environment/309139
http://www.irma-international.org/article/an-iot-based-framework-for-health-monitoring-systems/219360
http://www.irma-international.org/chapter/rationale-for-use-of-cloud-computing/119955
http://www.irma-international.org/article/a-review-of-quality-of-service-in-fog-computing-for-the-internet-of-things/245708

