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ABSTRACT

Numerous organizations are using aspects of the cloud to store data, but as sensitive data is placed on
the cloud, privacy and security become difficult to maintain. When users upload data to the cloud, they
may become increasingly vulnerable to account hijacking, unauthorized access, and the data may be-
come unavailable because of various technical reasons. Questions remain about the security of sensitive
data in the cloud, and in this chapter, the authors perform an analysis of 36 peer reviewed publications
describing 30 observations of cloud computing technology (2010-2017). In the articles, applications of
cloud computing include, for instance, business (26%) and the internet of things (1oT; 2%), and the result
suggests that some issues are unique to a particular domain (such as business, education, health) and
some issues cross all domains. The results suggest that data integrity issues have the highest number of
solutions whereas data breaches have the lowest number of solutions.

BACKGROUND

Cloud computing is a rapidly developing technology, partly because of its ability to lessen the cost of
computing through distributing data and computational resources along with the scalability and adaptive-
ness of its architecture. Consequently numerous organisations are now using ‘the cloud’ to store data but
as more data is placed on the cloud privacy and security issues increase. Within this review we perform
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an analysis of 36 peer-reviewed publications describing 30 observations of cloud computing technology
relating to security (2010-2017). In the articles applications of cloud computing to the Internet of Things
and broader business uses are examined and our result suggests that some security issues are unique to a
particular domain but some issues cross all domains. The results also suggest that ‘data integrity’ issues
have the highest number of solutions (20%) whereas data breaches have the lowest number of solutions
(8%). This study should be useful as a reference for researchers interested in cloud computing security
and privacy and their current and emergent solutions.

1. Graphical Abstract: Pictorial representation of the abstract of this research is shown in Figure 1.

INTRODUCTION

Internet use in all domains is growing rapidly with increasing requests for the processing and storage of
complex data (Weihua & Shibing, 2013). Cloud computing evolved from the convergence of Grid Com-
puting, Effectiveness Computing and SaaS and the move to third-party vendors for large-scale computing
solutions. The name ‘cloud computing’ originated from a cloud symbol often used in presentations and
flowcharts to denote the Internet (Zissis & Lekkas, 2012). Cloud Computing provides a system where
patrons can operate and install IT services and is not a precise technology, but an architecture built upon
virtual machines and various software as service technology (Zhang, Yang, Zhang, Liu, & Chen, 2012).
The features of cloud computing are defined in Table 1(Ghobadi, Karimi, Heidari, & Samadi, 2014).

There are various models for cloud computing including hybrid cloud, private cloud, community
cloud and public cloud, described in Table 2.

Figure 1. Graphical abstraction of the study: this chapter examined the recent scientific works; data for
this examination is gathered from 30 scientific works (2010-201)

61



23 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/cloud-computing-security-issues-of-sensitive-

data/225713

Related Content

Evolution of Fog Computing Applications, Opportunities, and Challenges: A Systematic Review
Hewan Shrestha, Puviyarai T., Sana Sodanapalliand Chandramohan Dhasarathan (2021). International
Journal of Fog Computing (pp. 1-17).
www.irma-international.org/article/evolution-of-fog-computing-applications-opportunities-and-challenges/284861

Authentication and Identity Management for Secure Cloud Businesses and Services

Bing He, Tuan T. Tranand Bin Xie (2014). Security, Trust, and Regulatory Aspects of Cloud Computing in
Business Environments (pp. 180-201).
www.irma-international.org/chapter/authentication-and-identity-management-for-secure-cloud-businesses-and-
services/100847

Chemometrics: From Data Preprocessing to Fog Computing

Gerard G. Dumancas, Ghalib Bello, Jeff Hughes, Renita Murimi, Lakshmi Viswanath, Casey O. Orndorff,
Glenda Fe G. Dumancas, Jacy O'Dell, Prakash Ghimireand Catherine Setijadi (2019). International Journal
of Fog Computing (pp. 1-42).

www.irma-international.org/article/chemometrics/219359

Multi-Layer Token Based Authentication Through Honey Password in Fog Computing

Praveen Kumar Rayani, Bharath Bhushanand Vaishali Ravindra Thakare (2018). International Journal of
Fog Computing (pp. 50-62).
www.irma-international.org/article/multi-layer-token-based-authentication-through-honey-password-in-fog-
computing/198412

Risk and Governance Considerations in Cloud Era

Mohammad Ali Shalan (2017). Handbook of Research on End-to-End Cloud Computing Architecture
Design (pp. 376-409).
www.irma-international.org/chapter/risk-and-governance-considerations-in-cloud-era/168163



http://www.igi-global.com/chapter/cloud-computing-security-issues-of-sensitive-data/225713
http://www.igi-global.com/chapter/cloud-computing-security-issues-of-sensitive-data/225713
http://www.irma-international.org/article/evolution-of-fog-computing-applications-opportunities-and-challenges/284861
http://www.irma-international.org/chapter/authentication-and-identity-management-for-secure-cloud-businesses-and-services/100847
http://www.irma-international.org/chapter/authentication-and-identity-management-for-secure-cloud-businesses-and-services/100847
http://www.irma-international.org/article/chemometrics/219359
http://www.irma-international.org/article/multi-layer-token-based-authentication-through-honey-password-in-fog-computing/198412
http://www.irma-international.org/article/multi-layer-token-based-authentication-through-honey-password-in-fog-computing/198412
http://www.irma-international.org/chapter/risk-and-governance-considerations-in-cloud-era/168163

