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ABSTRACT

Cyber threats pose a growing risk to national security for all nations; cyberpower is consequently be-
coming an increasingly prominent driver in the attainment of national security for any state. This paper
investigates the national cyberpower environment by analysing the elements of cyberspace as part of
national security. David Jablonsky (1997) distinguishes between natural and social determinants of
power in his discussion of national power. Also, Jablonsky refers to Ray Cline’s formula (Cline, 1993)
to determine a rough estimate of “perceived” national power by focusing primarily on a state’s capacity
to wage war. In this paper, the formula for Perceived Power (PP) will be adapted for use in cyberspace
to create a similar formula for Perceived Cyberpower (PCP) that focuses primarily on a state’s capac-
ity for cyberwarfare. Military cyberpower is one of the critical elements of cyberpower. The paper also
discusses how to operationalise military cyberpower.

INTRODUCTION

To investigate cyberpower’s relationship with national power, a common understanding of national
power and its formulation is required. This paper starts with a discussion on national security (Sec-
tion 2), national power (Section 2.a) and cyberpower (Section 3) that is not limited to military power
alone. Kern (2015) and other authors (Young, 2010) discuss the absence of a theory or doctrine for the
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operationalisation of military cyberpower. Section 3.1 gives an overview of principles that have been
formulated in this regard.

The discussion then moves to a perception of cyberpower as a part of national power in Section 4. It
is argued that the initial conceptualisation of cyberpower as either an independent attribute or an element
of an existing attribute of national power, is insufficient. It is largely because later conceptualisation
conceded that cyberspace had both its foundations and utility in all the attributes of national power.
It is also argued that cyberpower is both physical attributes and an abstraction or synergy of all these
attributes. Therefore, cyberpower is best understood as a way of achieving national power, rather than
simply as a means or attribute of national power.

The next step is an analysis of national power formulas (Section 5). The formulation of national power
proposed by (Cline, 1993) is used as a starting point to develop a perceived cyberpower formula. The
paper concludes with the development of a formulation for perceived cyberpower (PCP) that is expressed
as replication or fractal of national power, and not as a unique independent attribute (Section 6).

NATIONAL SECURITY

National governments have the responsibility to provide, regulate and maintain national security, which
includes cybersecurity or human security to their citizens (Jablonsky, 2001). David Jablonsky (2001)
defines national security as that part of government policy with the objective to create national and
international political conditions favourable for the protection, or the extension of vital national values,
against existing or potential adversaries. He extends this definition by adding the respective elements
of the power base of the state and the priorities that are seen as of important and/or national interest.
Jablonsky’s (2001) description of the concept of national security regarding the elements of national
power can be regarded as a significant contribution to national security theory, even though there are as
many definitions of the concept as there are scholars of national security. For this reason, the definition
of national security as formulated by (Phahlamohlaka, 2008) is adopted: “The provision of security to
the state and of human security to its citizens as well as the protection of national and human interests
together with state borders through the projection of national power”.

National Power

With the intention to exploit “cyberspace” for the attainment of national power, there is a pressing need
to investigate the relationship between cyberpower and national power. Although this relation may seem
self-evident, the way cyberpower is conceptualised in relationship to national power will have a severe
impact on the strategies, organisations and structures that will emerge from the national security strategy.

National power consists of various elements, also called instruments or attributes that can be grouped
together according to the origin. These groups include geography, population, military and economy
(Jablonsky, 1997, 2001, 2010). Furthermore, Jablonsky (1997) indicates that power is a relative attribute
that is contextual in nature and entails a synergy of state activities. National power thus cannot be studied
or understood in isolation from the desired outcomes, context as well as relative strengths and weaknesses
of the nation. Also, Jablonsky (2001) asserts that the elements of power cannot be easily quantified and
if this is attempted the measures could be contradictory in nature. These elements are defined in terms of
natural and social determinants of national power. The natural determinants (geography, resources, and
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