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ABSTRACT

During the last few years, mobile broadband access has been a popular concept in the context of fourth
generation (4G) cellular systems. After the wide acceptance and deployment of the wired broadband
connections, such as DSL, the research community in conjunction with the industry have tried to de-
velop and deploy viable mobile architectures for broadband connectivity. The dominant architectures
which have already been proposed are Wi-Fi, universal mobile telecommunications system (UMTS),
WiMax, and flash-orthogonal frequency division modulation (OFDM). In this chapter, we analyze these
protocols with respect to their security mechanisms. First, a detailed description of the authentication,
confidentiality, and integrity mechanisms is provided in order to highlight the major security gaps and
threats. Subsequently, each threat is evaluated based on three factors: likelihood, impact, and risk.
The technologies are then compared taking their security evaluation into account. Flash-OFDM is not
included in this comparison since its security specifications have not been released in public. Finally,
future trends of mobile broadband access, such as the evolution of WiMax, mobile broadband wireless
access (MBWA), and 4G are discussed.
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INTRODUCTION

During the last decade, wireless network tech-
nologies have greatly evolved and have been
able to provide cost-efficient solutions for voice
and data services. Their main advantages over
wired networks are that they avoid expensive
cabling infrastructure and they support user
mobility and effective broadcasting. As a result,
mobile wireless networks have managed to take
over a large percentage of the “voice” market,
since the global system for mobile communica-
tions (GSM) cellular technology has promoted
the worldwide expansion of mobile telephony.
Furthermore, nowadays broadband Internet has
become a necessity for many home and business
users. Moreover, in the context of all-IP network
convergence, an increasing share of telephony
subscribers is migrating towards VoIP solutions
mainly due to the decreased cost compared to
fixed telephony. Therefore, the main challenge is
to find spectrum- and cost-efficient solutions for
the provision of mobile broadband services. In this
direction, alarge research community ofacademic
and industrial origin has dedicated considerable
effort on designing, implementing, and deploying
systems for mobile broadband access, such as Wi-
Fi, universal mobile telecommunications system
(UMTS), WiMax, and flash-orthogonal frequency
division modulation (OFDM). According to the
predictions, in the years to come, more and more of
our voice samples and data packets will be carried
over wireless broadband links through the Internet.
Therefore it becomes imperative that these mes-
sages are secured from malicious eavesdroppers
and attackers. Especially in applications such as
e-banking, e-commerce, and e-government the
revelation of sensitive data to unauthorized persons,
unauthorized data submission, and/or the inter-
ruption of system availability can cause financial
damage, user preferences’ surveillance, industry
espionage, and/or administrative overhead.

The purpose of this chapter is to analyze and
compare the security architectures of the dominant
mobile broadband technologies. More specifically,
the objectives are to:
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*  Describeandanalyzethe security architectures
of mobile broadband technologies.

. Identify the strong and weak points of each
technology in terms of access control based
on authentication, confidentiality, integrity,
and physical layer resilience.

. Compare the investigated security architec-
tures based onarisk evaluation ofthe identified
security vulnerabilities.

MOBILE BROADBAND
TECHNOLOGIES

This section discusses the mobile technologies
Wi-Fi, UMTS, WiMax, and flash-OFDM. Authen-
tication performance, confidentiality, and integrity
mechanisms for each technology are analyzed.

Wi-Fi

Wi-Fi was the first widely-deployed technology
for wireless computer networks. It was originally
designed to provide portability support in local
area networks (LANs). However, Wi-Fi has also
been utilized in other scenarios, such as wireless
metropolitan area networks (WM ANS), since it was
the first wireless technology with support formobile
communication and for a wide range of portable
and mobile devices.

The Wi-Fi radio interface is based on the [EEE
802.11 standard and is available in three versions:

. 802.11a
°  Frequency: 5.5 GHz,
°  Modulation: OFDM
°  Bandwidth: 54 Mbps
. 802.11b
°  Frequency: 2.4 GHz
°  Modulation: Direct sequence spread

spectrum (DSSS)
°  Bandwidth: 11 Mbps
. 802.11g

[e]

Frequency: 2.4 GHz
° Modulation: OFDM
°  Bandwidth: 54 Mbps
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