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ABSTRACT

Atpresent,theinternetofthingshasnostandardsystemarchitecture.Accordingtotherequirements
of universal sensing, reliable transmission, intelligent processing and the realization of human,
humanandthematerial,real-timecommunicationbetweenobjectsandthings,theinternetneedsthe
open,hierarchical,extensiblenetworkarchitectureastheframework.Thesensationequipmentsafe
examinationplatformsupportstheplatformthroughtheopenstylesceneexaminationtomeasure
theequipmentandprovidesthemovementsimulatedenvironment,includingeachkindofmovement
andnetworkenvironmentandsafetymanagementcenter,turningonapplicationgatewaysupports.It
examinestheknowledgelibrary.Underthisinspiration,thisarticleproposesthenovelsecuritymodel
basedonthesparseneuralnetworkandwaveletanalysis.Theexperimentindicatesthattheproposed
modelperformsbettercomparedwiththeotherstate-of-the-artalgorithms.
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1. INTRodUCTIoN

The InternetofThings isusually composedof a largenumberofunattended sensornodes.The
traditionalintrusiondetectionsystemisdifficulttoadapttothepowersourceofthesensornode
intheInternetofThingsthatlimitedcomputingabilityandlimitedstoragespace.Therefore,itis
lightweightandReconstruction isa feasibleway tomeet therequirementsof intrusiondetection
applicationsinthecontextofInternetoftheThings.Government,enterprises,scientificresearch
institutionsmoreandmoreattentiontotheInternetsecurityissues,fortheperceptionofequipment
securitySometechnicalmeans,includingthehigh-intensityencryptionCPUcard,RFIDtagsfor
thecertification,keymanagementmechanismandfromtheproductionprocessusingtheanti-power
consumption/electromagneticradiationanalysis,thefaultinjectionattacktechnologyandsoon.Can
youseewhetherthesesafetyprecautionsareeffectiveontheonehand?Doesitmeettherelevant
standards?Itneedstobefurtherclear(Lee,etal.,2013;Perera,etal.,2014;Whitmore,etal.,2015).
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Internetsecurityissuesinvolvingthenetworkequipmentbasedsecurity,networksecurity,Web
security,andbasedonmanyaspects,suchasWebapplicationsecurity,especiallyintheInternetof
thingsinthisarticletheInternetpart,itscontentmainlyincludessecuritycoding,safetyandkey
managementandexchangedataframes.Wefirstlyreviewthemasthefollows.

• Keymanagementandexchange:IntheInternetimplementstheconfidentialityandthecomplete
measurekeyliesinthekeytheestablishmentandthemanagementprocess,becauseinthething
networkingnodecomputationability,powersourceabilityandsoonare limitedthatcauses
traditionalthekeymanagementwaynottobesuitableunderthethingnetworkingtheInternet.

• Securitycode:Sinceanyoneofthelabelidentificationoridentificationcodecanberemotely
scannedarbitrarily,andthelabelautomatically,withoutdistinguishingtheresponsetothereader
andtheinformationstoredinthereadertothereader,sothesecurityofthecodemustbetaken
seriously(Al-Fuqaha,Guizani,Mohammadi,Aledhari,&Ayyash,2015).

• Security:dataframesintheInternetinformationdisseminationenvironment,anattackercould
eavesdroponcontentofthebasicdataframe,accesstorelevantinformationpreparethewayfor
furtherattacks(Tao,Cheng,Xu,Zhang,&Li,2014).

TheFigure1showstheparticularityofthecompositionoftheInternetofthings,bothhasthe
solidfacilityequipment,andhastheintelligencetransmissionwhichthenetworkmoves.Moreover
afteritsequipmentusuallydeploysthegeneralnetworkingfirst,therefore,thethingnetworkingnode
mostlyisatnobodyguardingthecondition,besideshasthemobilecommunicationnetworktradition
networksecurityquestion,butalsohassomewithtohavethemigrationnetworksecuritydifferent
specialsecurityproblemasfollows.

• RadiofrequencyidentificationtechnologyusedintheInternetoftheThingssystem,RFIDtags
areembeddedineachpieceofmaterial,theusertouse,transportmaterials,theenddeviceor
RFIDcardholderwithouttheknowledgeofthecircumstances,theinformationisread,orina
certainInthemiddleofthechannel,theinformationisinterceptedhalfway,andtheuserorowner
ofmaterialisuncontrollablyscannedpositionedandtrackedwithoutanynotice.

• Theattackerusuallyfirsttofindthesystemvulnerability,andthenaccesstosystemprivileges,
and then the implementationof thedestruction, tamperingor theftof systemdata.Because
theterminalsensornodesintheInternetofthingsaredeployedinalargenumberofclusters
andthenumberishuge,itisevenmoreterriblefortheattackertospreadmaliciouscodeorto
implementbufferoverflowattackthroughtheintrusionnode.ComparedtotheTCP/IPnetwork,
itsdissemination,concealmentanddestructionwillbemoreserious,butalsomoredifficultto
prevent(Lin,etal.,2014;Bi,Wang,&Bao,2015).

• Due to the openness of the deployment of the Internet of things application, including the
perceptionofanodeorterminalequipmentconfigurationintheunmannedsurveillance,usually
hardtoprotection,thereisperceptionnodesareeasytobetheattackerphysicaldamage,such
asusingreplacesafehiddentrouble,andmayevenendofthe“Trojanhorse”chipimplanted
devices,soastostealthesensinginformation.

Considering thementionedchallenges, thispaperproposesnovel securitymodelof Internet
of Things based on binary wavelet and sparse neural network. As a result of thing networking
constitutionparticularity,bothhasthesolidfacilityequipment,andhastheintelligencetransmission
whichtheprimarynetworkmoves.Moreoverafteritsequipmentusuallydeploysthenetworkingfirst,
therefore,thethingnetworkingnodemostlyisatnobodyguardingthecondition,besideshasmobile
communicationnetworktraditionnetworksecurityquestion,butthatalsohassomewithtohavethe
migrationnetworksecuritydifferentspecialsecurityproblem.
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