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ABSTRACT

Inthecloud,variousprivacy-preservingandsecuritythreatsondataretrievalprocessesexist.Inthis
article,theauthorsproposeanefficientmethodforsecureprivacypreservingincloud.Initially,the
sharedfileisencryptedusingaVigenereencryptionalgorithmbeforeuploading.Forcreatingthe
privacymap,theefficientclassificationalgorithmisrecommended.Here,aModifiedArtificialNeural
Network(MANN)isusedtogeneratetheprivacymap.Theweightvalueoftheneuralnetworkis
optimizedusingaParticleSwarmOptimization(PSO)algorithm.Whileretrievingfilesinitially,the
authorizationofthepersonisverifiedbyprovidingbasicinformation,thentheOTPoftherespective
filesisverified.Sincetheusercanretrievethefilesonlyafterauthorization,verificationanddecryption
ofthefilesishighlysecuredandprivacyispreserved.Theperformanceoftheproposedmethodis
evaluatedintermsoftimeandaccuracy.

KEywORdS
Artificial Neural Network, Cloud Computing, Particle Swarm Optimization, Privacy Preserving, 
Vigenere Encryption

1. INTROdUCTION

Withtheexplosivegrowthofdataandtheirsharedanddistributedsources,theneedforcooperative
andprofitableanalysisofthedatahasbecomeincreasinglyhighacrossorganizations.Associatedto
this,however,aretheconcernsofprivacybreachesoftheshareddatawhichmighthaveimportant
legalandstrategicconsequencesfororganizations(Mukherjeeetal.,2008).Suchprivacyconcerns
oftenlimittrajectorydataholders’enthusiasminprovidingdataforfurtherresearchandapplications
(Chenetal.,2013).Inthesedaysdataminingtechniqueshavebeenviewedasathreattothesensitive
contentofpersonalinformation.Thiskindofprivacyissuehasledtoresearchforprivacypreserving
dataminingtechniques(Lin&Chen,2011).Whenpersonalinformationaboutpeopleisusedinthe
linkingofdatabasesacrossorganizations,thentheprivacyofthisinformationneedstobecarefully
protected(Vatsalanetal.,2013).Soitismoreappropriatetoprotecteveryparty’sdataprivacyina
distributedway.Henceprivacypreservingmachinelearningmodelshavebeenintroduced.Privacy
PreservedDataMining(PPDM)isanewtypewhichhasenteredthemarketandwhichclaimstotake
careofthisparticularissue(Banu&Nagaveni,2013).Thegoalofprivacypreservingdatamining
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istodevelopdataminingmethodswithoutincreasingtheriskofmisuseofthedatausedtogenerate
thosemethods(Shietal.,2014).

MostofthetraditionalPPDMalgorithmspreservetheprivacyofdatabytransformingtheoriginal
datainsuchawaythattheutilityofthedataisnotlost.Theabilitytoanalyzeprivatedatawithout
violatingtheprivacyoftheindividualshascontributedtothepopularityofPPDM.Redactionisa
privacy-preservingmethodthataimstoavoid(oratleastmitigate)thedisclosureofrawconfidential
data,suchastextualdocuments(incontrastwithspecificprivacyprotectionmethodsfocusingonly
onrelationaldatabases(Sánchezetal.,2014).Theyareutilizedinmanysoftwareapplicationssuch
asdefectprediction,defectclassificationandclusteringmodels.Forexample,agroupofprivacy
preservingtechniquesproducessyntheticdatafromanoriginaldataset,andinsteadoftheoriginal
datasetitreleasesthesyntheticdatasetthatmaintainssomecharacteristicsoftheoriginaldataset
(Islam&Brankovic,2011).Recently,manyprivacypreservingmethodsbasedonmachinelearning
techniqueshavebeenproposedtoassistnetworkexpertstoanalyzethesecurityrisksanddetectattacks
againsttheirsystems(Fahadetal.,2014).Newprivacymodelsanddataanonymizationmethodshave
beeniterativelyproposed,broken,andpatchedwiththediscoveryofnewtypesofprivacyattacks
(Khokharetal.,2014).

Themaingoalofthealltheseprivacypreservingmachinelearningmodelsistohidesensitive
defect rules in inter and intra network communication from unauthorized users (Moparthi &
Geethanjali, 2016). Even though number of privacy-preserving data mining protocols has been
proposedsuchasthoseforassociationrulemining,clustering,naiveBayesclassifiersandetcthey
sufferfromlimitations.Researcherscitesalargenumberofmethods,mostofwhichusesomeform
oftransformationontheoriginaldatatoensureprivacypreservation,calledkeyinterchangemapping
methods,butthesemethodsarequitecomplexandcomputeandmemoryintensive,thusleadingto
limitedusageofthesemethods(Bhatetal.,2015).Designingprivacy-friendlymeasurementcollection
architectureandanassociatedsetofproceduresinvolvesseverallayers:thesecuretransportofthedata
overthecommunicationnetwork,thesecurestorageofcollectedmeasurementsandsuitableprocedures
foraccessingthedata(Rottondietal.,2013).Hencesofar,therehavebeentwomainapproachesfor
privacy-preservingdataminingwhichareasfollows.Oneistherandomizationapproach.Another
isthecryptographicapproach(Yi&Zhang,2007).Onthebasisofthisdifferentfuzzymethodshave
beenusedforclassification,regression,featureselectionanddataminingmodelwhichareappliedon
severaldatabasesbydifferentresearchers.Butthereisveryfewawarenessaboutprivacypreserving
sub-featureselectionusingfuzzymodel(Bhuyan&Kamila,2015).

2. LITERATURE SURVEy

Bilge,et al.(Bilge&Polat,2013)proposedanovelprivacy-preservingcollaborativefilteringplanin
viewofbisectingk-meansclusteringinwhichtheyappliedtwopreprocessingstrategies.Theprimary
preprocessingplanmanagedwithreliabilityissuebydevelopingabinarydecisiontreeviaabisecting
k-meansclusteringmethodwhiletheseconddeliveredclonesofclientsbyembeddingspseudo-self-
expectationsintoinitialclientprofilestoenhanceprecisionofscalabilityenhancedstructure.Meager
natureof accumulationswas takencareofbychangingappraisals into featureorientedprofiles.
Inthewakeofexaminingtheirplanconcerningprivacyandsupplementarycosts,theyperformed
investigatesonbenchmarkinformationsetstoassessthatregardingexactnessandonlineexecution.

Privacy is a standout amongst the most vital social and political issues in our data society,
describedbyadevelopingscopeofempoweringandsupportingadvancesandadministrations.Among
theseareinterchanges,media,biometrics,enormousinformation,distributedcomputing,information
mining,web,interpersonalorganizationsandaudio–videoobservation.Ribaricetal.(Ribaricetal.,
2016)showedasurveyoftheideasofprivacyandthelinkageamongprivacy,privacyprotection
and thestrategiesandadvancementsplannedparticularly forprivacypreservation inmultimedia
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