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ABSTRACT

This article describes a highly infected e-epidemic model in a computer network. This article
establishestheBasicreproductionnumberR0,whichexplicitlybringsoutthestabilityconditions.
Further,thearticleshowsthatifR0&lt;1thentheinfectednodesceasesthespreadingofmalicious
codeincomputernetworkasitdiesdownandconsequentlyestablishestheasymptoticallystable,
whenR0&gt;1,thealternativeaspectisthatinfectednodesstretchoutintothenetworkandbecomes
asymptoticallyunstable.Thepivotal,impactofquarantinenodeone-epidemicmodelshasbeenverified
alongwithitscontrolstrategyforahighinfectedcomputernetwork.IntheMATLABsimulation,
the quarantine class shows its explicit relationship with respect to high as well as low infected
class,exposedclass,andfinally,withrecoveryclassinordertoyieldincreasingsafetymeasureson
transmissionofmaliciouscodes.
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INTRODUCTION

Presentlyaday,numberofinternetusershasincreasedrapidlyandaround41%oftheworldpopulation
areusinginternettoday.Everyinternetuserknowswhatmaliciouscodeis(popularlycalledvirus)and
itsimpacttocomputersecurity.Butmanyofthemdon’tknowhowthesevirusesentertocomputer
andhowtheyspreadinthecomputernetworkmoreoverhowlongthesevirusesworkincomputer
system.Answeroffirstoneisthat,therearemanywaysinwhichaviruscanenterinacomputer
network,suchase-mailattachments,fraudWebsites,contaminatedbootsoftware,phishingSchemes,
piratingactivist,socialnetwork,etc.Inthesedaysmanypeoplearebusywithsocialnetworksitefor
theircommunication,somepopularsocialnetworksitesareFacebook,twitter,LinkedIn,Google+,
andmanymore.These social network sites are the latest targets of hackers todeliver computer
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viruses.Onceavirusenterstoonecomputerthenitiseasilyspreadthroughoutthenetwork.Worm/
virusattackisconsideredbynetworkexpertsthehighestriskintermsoffunctionalityandassets.
Attackerusemaliciouswormasprimarytooltomakethesoftwarevulnerable.Inordertohavea
bettergripfromthesecurityconcern,oneshouldregularlyupdatetheanti-virussoftwareeveniftheir
computernoticeablyinfectedandtimelydisconnectedthecomputerfromtheinternet,wheneverthis
connectionisunnecessary.Alsofilteringandblockingsuspiciousmessagewithfirewallisreward.

Theuseofaquarantinestrategyhasconfirmedgreatattentiontogetridofdiseasespread,and
thusadaptedtoprotectasystemagainstworms.Inthefacultyofcomputer,theuseofquarantine
measuresdependsonanintrusiondetectionsystem(IDS).TheIDShastwoparts,first,amisuseIDS
andsecond,ananomalyIDS.Theanomalydetectionsystemisgenerallyusedtonoticemalicious
codesuchascomputervirusesandworms,toensurerelativelyappreciableperformance.Insuch
asystem,thenormalsystembehaviordatabaseisbuiltprior.Onceadivergencefromthenormal
behaviorisobserved,suchbehaviorisconsideredasanattack,andasuitablecomebackaction,such
asvaccinationandquarantineareprompted.

Quarantineprocessisasubstitutemethodtoreduceaverageinfectiousperiodbyisolatingsome
infectionsothattheydonottransmitthemaliciousobjectinthecomputernetwork.Concerntothe
approach,R0decreaseswithincreaseinquarantinerate.

Since the spreading nature of malicious codes are just like biological virus therefore, the
involvementofmaliciouscodesinsidethenetworkcanbestudied(Divya&Padmavathi,2014;Gan
etal.,2013;Han&Qiulin,2010;Hethcoteetal.,2002;Kumaretal.,2015;Madaretal.,2004;May
&Lloyd,2001;Michaeletal.,1999;Newmanetal.,2002;Piqueiraetal.,2005;Renetal.,2012;
Raoetal.,2016;Raoetal.,2017;Xiaofan&Lu-Xing,2012;Yangetal.,2013;Yuan&Guoqing,
2008)byusingepidemiologicalmodelsfordiseasespread(Datta&Hui,2005;Keeling&Ken,2005;
Kermack&McKendrick,1927;Kermack&McKendrick,1932;Lahrouzetal.,2012;Mishra&
Jha,2010;Ping&Shengqiang,2006).Recently,intenseresearchactivityhasbeenobservedforthe
combinationofviruspropagationmodelandantiviruscountermeasurestoestimatetheprevalenceof
virus,e.g.,virusimmunization(Saini&Saini,2007;Thommes&Mark,2005;Toutonjietal.,2012;
Wu&Zhilan,2000;Yang&Xiaofan,2014;Zhuetal.,2012;Zhuetal.,2013)andquarantine(Gan
etal.,2012;Mishra&Pandey,2012;Mishra&Prajapati,2014).Thisarticlefocusmainlyrepresents
animpactofvirusoncomputersecurityandhowlongtheyworkinthecomputernetworkandunder
whatstrategywecanprotectourcomputerfromthevirusattack.

Thisfurthertextisorganizedindifferentothersectionsas;section-2:amathematicalmodeling
hasbeenexplainedexplicitly, section-3: it derives thebasic reproductionnumber alongwith its
significance,section-4:existenceofequilibriaandanalysisofdynamicbehaviorhasbeencovered
andinsection-5:mathematicalresultsareputforwardedabidedwithnumericalsimulationalong
withsomecontrolstrategy,andfinallyitsummariestheapproachandproposesthefuturescopes.

NOMeNCLATURe

N(t):Totalnumberofcomputernodesinteractingcontinuouslywitheachotherattimet.
S(t):Numberofsusceptiblenodesinthecomputernetworksattimet.
E(t):Exposedclassinthecomputernetworkattimet.
I1(t):Numberofhighlyinfectednodeinthecomputernetworkattimet.
I2(t):Numberoflowinfectednodesinthecomputernetworksattimet.
Q(t):Thequarantineclassmeaninfectedcomputerseizefortheshortsperiodoftimesatanyinstancet.
R(t):Numberofrecoverynodesinthecomputernetworksattimet.
Λ :Rateatwhichnewnodesattachedtothecomputernetworks.
µ :Naturedeathrate.
d :Rateofcrashduetoattackofmaliciouscodes.
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