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ABSTRACT

Increasinglysocialnetworksareusedbothinthepersonalandprofessionallevels,beingcompanies
and employees also exposed to the risks posed by them. In this sense, it is relevant to analyze
employees’perceptionoftherisksandvulnerabilitiesposedbytheuseofsocialnetworksincorporate
environments.Forthispurpose,aquestionnairewasdevelopedanddistributedto372employeesof
smallandmedium-sizedcompaniesthatallowedthecharacterizationandanalysisofthoserisks.
Theresultsindicatethatthesecurityrisksareperceivedmoderatelybyemployees,emphasizingthe
riskofdefamationandcyberbullyingasbeingthemostpertinent.Ontheotherhand,thefindings
indicatethatolderemployees,theexistenceofloweracademicqualifications,andthoseworkingin
medium-sizedcompaniesaremoreawareoftheserisks.
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INTRodUCTIoN

Socialnetworksarepartofeverydayusers’ Internetbrowsing.Mostof themusemore thanone
socialnetworkandmanyofthemparticipateactivelyintheactivitiesoftheirgroupoffriendsina
socialnetwork.However,theuseofthesesocialnetworksleavesusersexposedtoasetofcomputer
threats,whichmayharmthepublishedinformation,theintegrityoftheirpersonaldataandbehavior
(e.g.,postaladdress,dailyroutines,consumptionhabits,bankcards,etc.).Inthissense,andwiththe
growingtendencyofvirtualattackstousesocialnetworksasameansofpropagation,itiscrucial
foruserstobeprotectedandusetheirsocialnetworkssafely.

Fororganizations,thesafeuseofsocialnetworksbytheiremployeesisahugechallenge.Most
companiesareonlypreparedtodealwithphishing,maliciouslinksandmalwaresentbyemail,but
theydonot systematicallymonitor socialnetworkingactivities (Gangwar&Date,2015).Social
networkslikeTwitter,Facebook,MyspaceorLinkedInareasourceforpotentialattackerstocollect
valuablebusinessdataorinfiltrateinthecompany’snetwork.

Someorganizations,toavoidthisissue,havebannedandblockedtheuseofsocialnetworks
insidethecompany.Controlsocialmediausageintheworkplacehasemergedasapriorityformany
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executivesthatseesocialnetworksasareasonforthedecreaseofproductivity.However,thispractice
doesnotsolvetheproblem,becauseemployeescanusetheirowndevicestoaccesssocialnetworks
inside theorganization.Additionally,prohibiting the fulluseof socialnetworks is to ignore the
potentialitiesthatasocialnetworkcanoffertothecompany,namelygreatereaseofcommunication
betweenemployees,establishingcontactwithcustomers,andimprovementofworkprocessesand
knowledgetransfer.

Needs of the Study
Consideringthevariousapproachesadoptedbycompaniesthatmanytimesaremerelyreactivetoa
securityincident,emergetheneedtohaveanestablishedsocialmediapolicythatcouldmitigatethe
risksofusingsocialmedianetworksbyemployeesattheirworkplaces(Forbes,2017).Additionally,
thisneedisevengreaterforSmallandMedium-sizedEnterprises(SMEs)whichaccordingtothe
AllianzRiskBarometer2018arenotpreparedtorespondtosocialmediarisksincidentsthatcould
potentiallydamagetheirtechnologicalinfrastructure,whichisvitalfortheirdailyoperations(Allianz,
2018).TheimpactoftheserisksinthedailyactivitiesofSMEsishighandmayaffectnotonlytheir
operations,buttheirbrandingandmarketingstrategies(Baporikar&Deshpande,2017).

objectives of the Study
Thisstudyaims tocharacterizeandanalyze themainsecurityrisks inherent in theuseofsocial
networksincorporateenvironments,particularlywithinSMEs.Additionally,thisstudyintendsto
assesswhether theemployees’perceptionof these risks isdifferentaccording to theemployee’s
age,academicqualifications,numberofyearsworkinginthecompanyandSME’dimension.The
manuscriptisorganizedasfollows:initially,acontextualizationofthemainstudiesavailableinthe
socialsecuritynetworksisperformed.Next,theworkmethodologyispresentedand,afterthat,the
mainresultsarepresentedanddiscussed.Finally,themainconclusionsaredrawn.

Literature Review
Privacyandlackofregulationareoneoftheissuesinusingsocialnetworks.Spinelli(2010)looksat
theeffectsthislackofregulationshashadonthelibertiesguaranteedbytheUnitedStatesConstitution.
InEurope,theseissuesarealsonotdifferentorsmaller.Kostaetal.(2010)identifyalsoissuesin
Europeandataprotectionlegislationintheprotectionofprivatedataofusersinsocialnetworking.
Foritsside,Abdulhamidetal.(2011)discusstheroleofsocialnetworksinmultipleperspectives,
consideringcitizens,companiesandgovernments.Thisstudyemphasizesthedualandantagonistic
roleofsocialnetworksasaconflictinganddistortingelementofnationalsecurity,butalsoasa
positiverevolutionaryforceforsocialjustice.

Theuseofsocialnetworksbyemployeesisoftenaccomplishedwithoutanysecurityconcerns
intheirbehavior.Lehrman(2010)refersthatoneofthemaingoalsofacyberattackthroughsocial
networkingsitesistoidentifyavulnerabletarget,typicallyauserwhowillhaveaccesstohighlevel
ofsensitiveinformation.Bakeretal.(2011)lookattheimpactsofitsuseconsideringbothemployee
andcompanyperspectives.Thisstudyindicatesthatacompanycanfacelawsuitsandbadpublicity;
ontheemployeeside,wecanseeadecreaseintheirmoraleandthepossibleemergenceofconflicts
withotheremployees.Holm(2014)emphasizesthedifficulties thatsocialnetworkusershavein
identifyingsecurityriskswhensharingpersonalinformationonline.Onthesamedirection,Taylor
etal.(2016)statethelevelofprivacyprovidedbythesocialmedia,andthemannerinwhichsuch
privacylevelsaredefinedandusedbyemployeesisanimportantfactorinthetypeofmisusethat
mightoccur.

Wang&Kobsa(2009)identifiedthreeclassesofpotentialprivacyissuesofusingsocialnetworking
atwork:(i)impressionmanagement;(ii)pressuretorevealpersonalandworkinginformation;and
(iii)unintentionalsocialunderminingintheworkplace.Hasib(2009)soughttobemoreexhaustive
andcompiledasetofthreatsofusingonlinesocialnetworks.Thesethreatscanbegroupedintofour
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