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Chapter 7

Cyberbullying Blocker
Test Application for
Android Devices

ABSTRACT

In this chapter, the authors present an application for Android smartphones
to automatically detect possible harmful content in input text. The developed
application is aimed to test in practice the performance of the developed
cyberbullying detection methods described in previous chapters. The final
goal of the developed application will be to help mitigate the problem of
cyberbullying by quickly detecting possibly harmful contents in user’s entry
and warning the user of the possible negative influence. The test application
was prepared to use one of two methods for detection of harmful messages:
a method inspired by a brute force search algorithm applied to language
modelling and a method which uses seed words from three categories to
calculate semantic orientation score SO-PMI-IR and then maximize the
relevance of categories to specify harmfulness of a message (both methods
were described in previous chapters). First tests showed that both methods
are working properly under the Android environment.
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INTRODUCTION

Although humiliating and slandering people through the Internet has existed
almost as long as the Internet became a tool for casual communication
between people, the appearance of new devices, such as smartphones and
tablet computers, which allow using this medium not only at home, work
or school but also in motion, sometimes with different access points with
simplified anonymity, has further exacerbated that problem. That motivated
us to try preventing the problem of cyberbullying with the use of mobile
devices. We decided to apply existing methods of detecting harmful contents
on the Internet and focused on transferring them to a mobile device.

The first step to fulfil this goal was developing an Android application
which we describe in this Chapter. We created the application to test whether
it is possible to apply the detection algorithms previously developed on
much more powerful machines also on mobile devices such as smartphones
and tablets, and find out which algorithm will work best. The result of this
experiment and its possible implications are described in this chapter.

The outline of this chapter is as follows. Firstly, we describe other available
solutions and explain how our software differs from other cyberbullying
detection software. Next, we describe our application, starting from the
description of its functions and elements it contains, followed by the description
of interface. Further, we describe the two methods used for detecting
cyberbullying applied in the software at the moment. Finally, we describe
the preliminary testing meant to verify the performance of the developed
application and discuss the results of those tests.

RELATED WORK IN DEVELOPMENT OF PRACTICAL
APPLICATIONS FOR CYBERBULLYING DETECTION

With the popularization of mobile devices, the problem of cyberbullying has
become more noticeable. Apart from the research in cyberbullying detection
described in previous chapters, a number of research teams around the world
have attempted to develop practical solutions for detection and mitigation of
this problem. However, most of the research is still in a developmental phase
and is yet to be fully applied in practice. On the other hand, there have been
developed market solutions for the detection and mitigation of online bullying,
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