
DOI: 10.4018/IJICTHD.2018100104

International Journal of Information Communication Technologies and Human Development
Volume 10 • Issue 4 • October-December 2018

﻿
Copyright © 2018, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

﻿

44

The State of the Art of Software 
Defined Networking (SDN):
Network Management Solution in Current 
Network Architecture Using the SDN
Emilia Rosa Jimson, Universiti Malaysia Sabah, Malaysia

Kashif Nisar, Universiti Malaysia Sabah, Malaysia

Mohd Hanafi Ahmad Hijazi, Universiti Malaysia Sabah, Malaysia

ABSTRACT

The complex design of the current network architecture, which has inevitably resulted in poor network 
resources management, has triggered researchers to propose a Software Defined Networking (SDN)-
based network model to simplify the management of the limited bandwidth of a network. The key 
idea of the SDN-based model is to simplify network management by introducing a centralized control 
through which the dynamic update of forwarding rules, the simplification of network devices tasks, 
and flow abstractions can be realized. This proposed model utilizes the limited network bandwidth 
systematically by giving real-time traffic higher priority than non-real-time traffic to access limited 
resources. The experimental results showed that the proposed model helped ensure real-time traffic 
would be given greater priority to access the limited bandwidth, where the major portion of the limited 
bandwidth was allocated to the real-time traffic.
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1. INTRODUCTION

Generally, the concept of Software Defined Networking (SDN) is the result of efforts to make computer 
networks become more programmable (Feamster, Rexford, & Zegura, 2014). This term refers to the 
behavior of network devices and the flow control handled by software which operates independently 
from network hardware. As such, programmable network simplifies the network administration 
tasks by reprogramming a network infrastructure, instead of having to re-build it manually. To date, 
programmable networks approach has attracted the attention of the networking community, given 
its flexibility in terms of network management and network design. According to research (Gude 
et al., 2008), SDN introduces the idea of network operating system abstraction, which is markedly 
different from previous programmable networks. In this regard, the Open Networking Foundation 
(ONF) organization defines the term “Software Defined Networking” as:

“The physical separation of the network control plane from the forwarding plane; and where a 
control plane controls several devices.” (Open Networking Foundation, 2014)
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ONF is a non-profit organization which is committed to accelerating the adoption of SDN. 
Interestingly, several companies have also developed a number of standards, such as OpenFlow 
Standard and the OpenFlow Configuration Management Protocol Standard. In fact, OpenFlow 
Standard is the first communication interface that enables the communication between the control 
plane and network devices in the data plane layer. Based on the definition given by ONF, the key 
idea of SDN is the separation of control function from hardware devices, with the control function 
being centralized in a software component known as the SDN controller. The details of the control 
plane and data plane are discussed in Section 4.

Figure 1 shows the example of the SDN network, which clearly shows that the network control 
elements are removed or separated from the network devices by centralizing the former in the controller 
machine. Network administrator is programmed in the OpenFlow switch through the controller 
machine to specify how data will be forwarded in the network. Lately, the SDN paradigm has been 
introduced in the networking industry to improve the performance of current network architecture.

Several different terms to describe the current network architecture can be found in the recent 
literature. For example, some studies (Kreutz et al., 2015) refer such architecture as a traditional IP 
network, while others call it traditional networks. Essentially, the current network architecture design 
is vertically integrated (Kreutz et al., 2015), where both the control plane and the data plane are 
bounded together in the network devices. In other words, the network devices in traditional networks 
perform both the control and packet forwarding functions, as the control plane and data plane are 
present in the hardware devices. According to some researchers (Kreutz et al., 2015), (Raghavan 
et al., 2012), (Pan, Paul, & Jain, 2011), (Benson, Akella, & Maltz, 2009) and (Kim & Feamster, 
2013), the design of the current network architecture is complex, which inherently complicates 
network management. Such complication is inevitable as the tight coupling between these two 
planes requires the network administrator to manually change the configuration of each device 
control plane whenever a new protocol or new functionality in such network needs to be deployed. 
Thus, such a process is not only time-consuming but also error-prone. According to a study (Kreutz 
et al., 2015), network misconfiguration is a common problem in today’s networks, made evident by 
a research finding (Feamster & Balakrishnan, 2005), indicating that more than 1000 configurations 
errors have been detected in Border Gateway Protocol routers. Obviously, such errors have caused a 
number of undesirable network behaviors, including service contract violations. Admittedly, the use 
of current network is well established; nonetheless, its complex design has complicated the process 
of managing and designing networks. In view of this problem, SDN is viewed as a feasible solution 

Figure 1. Example of the SDN Network
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