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ABSTRACT

Thereisgrowingconcernthatanewdataethicsregimethathasbeenintroducedintothecurrentdraft
ofthedataprotectionbillmaybeethicallyproblematic.Thechangesaredesignedtobeaframework
fordataprocessingbuthealthdataprivacyadvocacygroupmedconfidentialhasvoicedtheirconcerns
atthedevelopment.Theproviderhasclaimedthatthegovernmentistryingtopushthroughtheregime
withoutfirstgivingthepublicachancetoengageindiscussionsabouthowpublic-sectordatashould
bestoredandprocessed.Thisarticlewilldiscussethicalissuessurroundingtheproposedbillaswell
asbigdataanalyticsandwilldiscusstheroleplayedbygovernmentindataprocessingintheUK.It
willdiscusstheargumentsforandagainstthegovernment’sproposals.Itwillbeimportantforthe
UKgovernmentalongwithalldataprocessorsanddatacontrollerstoensurethatlargeamountsof
datafromallUKcitizensacrossallsectorsishandledcorrectly.
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INTRoDUCTIoN

InSeptember2017,newamendmentswereaddedintoadraftDataProtectionBillintheUKparliament.
AccordingtoLomas(2018),clauses175-178havebeenproposedtohandletheprocessingofpublic
sector data in an attempt to bring theUK into line with theupcoming General Data Protection
RegulationorGDPRwhichisduetocomeintoeffectfromthe25thofMay2018.Accordingto
Curtis(2018),theGDPRlegislationisdesignedtobringalldataprotectionlawsintolinewiththe
newwaysinwhichdataisnowcurrentlyhandledandprocessed.

ThelawthattheUKcurrentlyusesisthe1998DataProtectionAct.Thislawwillbereplacedby
theGDPR.Curtis(2018),highlightedthattheGDPRlegislationwasdraftedbecauseitisdesigned
togivemorecontroltopeopleintermsoftheusageandcontroloftheirpersonaldata.IntheUK’s
draftDataProtectionBill,thechangesthathavebeensuggestedhaveattractedmuchattentionsince
theirproposalastheyareseentobegivingpoliticiansmorepowertomakeethicaldecisionsrelating
topublicsectordataprocessing.



International Journal of Innovation in the Digital Economy
Volume 10 • Issue 1 • January-March 2019

54

Background
According to medConfidential (2017a), who are based in the UK and specialise in patient data
confidentiality,thecompanyhasvoicedtheirconcernsaboutthelatestdevelopments;theyclaimthat
theGovernmentisattemptingtopushthebillthroughparliamentwithoutgivingthegeneralpublic
enoughofavoiceonthematter.TheymakethisclaimastheybelievethattheGovernmentarenot
leavingtheproposedchangesopenfordiscussionamongstcitizens.

medConfidential(2017b),haveclaimedthatpatientsshouldbeabletotrusttheirhealthprovider
withtheirprivatedataandbeentitledtoaccessitonrequest.Theyalsoclaimthatpatientsshouldbe
entitledtoviewanonlinereportwhichgivestheminformationonwhereandwhytheirdataendedup
whereitdid.AccordingtoMacaulay(2018),ifthebillisenacted,itwillenabletheGovernmentto
takecontrolofcitizens’dataandusethedataastheydeemappropriate.Macauley(2018),alsostates
thatiftheclaimsthatarebeingmadebycriticsofthebillarecorrect,thentheUKGovernmentmay
betryingtopasslegislationthatisethicallyflawedasthebillcouldgivetheGovernmentthepower
tojudgetheethicaluseofpublicsectordatawithoutanylegalgovernanceoroversight.

EVALUATIoN

Clause 175-178 Concerns
Inthedraftbill,theconcernsmainlycentrearoundclauses175-178(p.99-101).Thisareaofthebill
containsinformationrelatingtoaDataProcessingFrameworkthathasbeenproposedbytheUK
Government.Clause175containsdetailsabouthowtheSecretaryofStatecanprepareadocument
to address data processing and it highlights that they can amend the document if they deem it
appropriatetodoso.

Clause176outlineshowtheframeworkshouldgainapproval,Clause177outlineshowitshould
bepublishedalongwithanyrequiredreviewsorsecondopinions,andClause178addressestheeffect
oftheframeworkintermsofhowitshouldbelegallyadheredto.Theproposedframeworkwould
bebasedupontherequirementsoftheCrownorotherGovernmentdepartments.Italsomentions
thattheSecretaryofStatewouldhavetherighttomakeamendmentstothedocumentorreplaceit
completelyiftheysowished.AccordingtoMacauley(2018),theGovernmentmaysoonbeableto
discerntheethicssurroundingcitizens’dataifthebillispassed.

Irwin(2017),outlinesthattheGDPRwillapplytocountriesbasedonseveralfactors.Thesefactors
includebutarenotlimitedto,whetherornotacompanyprocessesdatabelongingtoEUcitizensoris
involvedinbusinessactivity.Thenumberofemployeescontainedinanorganisationisalsoafactor.

Article30oftheGDPRstatesthatcompanieswithlessthan250employeeswillnotberequiredto
complywiththelegislationunlessthedataprocessingthatiscarriedoutposesriskstodatasubjects,
whereprocessingisonanongoingbasis,orwhereprocessingofcertaincategoriesofdataistaking
placesuchashealthorwelfaredata.Companiesthathavemorethan250employeesfaceastricter
regimeandmustemployaDataProtectionOfficertooverseeallGDPRrelatedmatters.Anydeviation
fromtheGDPRbyacompanythatmustcomplywithitwillbesubjecttosubstantialmonetaryfines.

Atthemoment,theUKareintheprocessofaddressingBrexitnegotiationswhichwillseethem
exittheEUonthe29thofMarch2019.ThisultimatelymeansthatwhilsttheUKarestillanEUmember
state,theymustabidebyEUlaw.AccordingtotheICO(2017),dataprocessingofanindividual
mustbedonesoinaccordancewithArticle18oftheGDPRwhichstatesthatwiththeexceptionof
storage,datacanonlybeprocessedwiththedatasubjects’consentorwithinthepublic’sinterest.

Article6oftheGDPRoutlinesthelawfulnessofdataprocessing.Thissectionstatesthatin
certaincircumstances,therightsofthedatasubjectcanbeoverriddenifprocessingisnecessaryto
protectfreedomsandrights,especiallyifthedatasubjectisaminor.ThisleavestheUKGovernment
inaprecarioussituationethicallyastheymustfollowthesedirectiveswhilsttheyareamemberof
theEuropeanUnion.



 

 

6 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/the-ethical-issues-surrounding-sections-

175-178-of-the-uks-data-protection-bill/215407

Related Content

Kama Group Limited
Lydia Andoh-Quainoo (2015). Comparative Case Studies on Entrepreneurship in

Developed and Developing Countries (pp. 150-169).

www.irma-international.org/chapter/kama-group-limited/125084

On Software Piracy
Sougata Poddar (2005). Digital Economy: Impacts, Influences and Challenges  (pp.

175-199).

www.irma-international.org/chapter/software-piracy/8370

Analysis of the Use of Information and Communication Technologies among

Farmers in Tole District, South West Shewa Zone, Oromia Regional State,

Ethiopia
Dereje Derso, Yared Mammoand Jema Haji (2012). International Journal of ICT

Research and Development in Africa (pp. 1-12).

www.irma-international.org/article/analysis-use-information-communication-technologies/84482

Acceptance of an Online Voting System at the Catholic University Institute of

Buea
Damen Nyinkeu Ngatchu, Andrew M. Ngwaand Susannash Limunga Esowe (2018).

International Journal of Technology Diffusion (pp. 74-85).

www.irma-international.org/article/acceptance-of-an-online-voting-system-at-the-catholic-

university-institute-of-buea/201087

MNEs Management Strategies in Developing Countries: Establishing the

Context
Mohammad Ayub Khan (2016). Multinational Enterprise Management Strategies in

Developing Countries (pp. 1-33).

www.irma-international.org/chapter/mnes-management-strategies-in-developing-

countries/153004

http://www.igi-global.com/article/the-ethical-issues-surrounding-sections-175-178-of-the-uks-data-protection-bill/215407
http://www.igi-global.com/article/the-ethical-issues-surrounding-sections-175-178-of-the-uks-data-protection-bill/215407
http://www.igi-global.com/article/the-ethical-issues-surrounding-sections-175-178-of-the-uks-data-protection-bill/215407
http://www.irma-international.org/chapter/kama-group-limited/125084
http://www.irma-international.org/chapter/software-piracy/8370
http://www.irma-international.org/article/analysis-use-information-communication-technologies/84482
http://www.irma-international.org/article/acceptance-of-an-online-voting-system-at-the-catholic-university-institute-of-buea/201087
http://www.irma-international.org/article/acceptance-of-an-online-voting-system-at-the-catholic-university-institute-of-buea/201087
http://www.irma-international.org/chapter/mnes-management-strategies-in-developing-countries/153004
http://www.irma-international.org/chapter/mnes-management-strategies-in-developing-countries/153004

