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ABSTRACT

Thisarticlepresentsanewmethodwhichembedsmultipledatafrommultipleusersinanencrypted
image.Here,thedatafromseveralusersisembeddedintoanencryptedimage.Initially,theimage
isencryptedbytheownerfollowedbyembeddingphase,wheretheencryptedimageisdividedinto
foursets.Twoofthemareusedtoembedthesecretdata,whileothersareremainunaltered.The
secretdata frommultipleusersareembedded intoMostSignificantBit (MSB)of theencrypted
imageusingtheirlocationmaps.Intheextractionphase,anindividualownercanextractthedata
fromtheencryptedimageusingtheassignedprivatekey.Subsequently,intheimagedecryptionand
recoveryphase,imagescanberecoveredusingtheunalteredneighborpixels.However,thesecret
imagecanberecoveredlosslesslyusingtheencryptionkeyonly.Theproposedschemeallowsthe
extractionoftheembeddedinformationonlyfortheauthorizeduseroutofseveraluserswithout
knowingthecoverinformation.Varioussimulationshavebeenmaderelatedtothis,whichshowthe
highembeddingrateandaccuracy.
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1. INTRoDUCTIoN

ReversibleDataHiding(RDH)isknownaslosslessanditisaschemewhichisthekeyelementin
manyapplicationsinthefieldofsecretcommunication,copyrightprotectionandcontentauthentication
ofdigitalmultimedia(Barni,Bartolini,Cox,Hernandez,&Perez-Gonzalez,2001;Tian,Zhao,Ni,
Qin,&Li2013).Reversibilityofsuchschememeanslosslesslyreconstructingtheoriginalimageas
wellasrecoveringthesecretembeddedinformationfromthecovermedia.

PrimarilyreversibledatahidingschemehasbeenproposedbyBarton(1997).Afterthatmany
otherRDHschemeshavebeenproposedandthosecanbefindintheopenliterature.Mainlythese
schemesareclassifiedintothefollowingthreecategoriessuchaslosslesscompression(Fridrich,
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Goljan,&Du,2001;Celik,Sharma,Tekalp,&Saber,2005),DifferenceExpansion(DE)(Tian,2003;
Hu,Lee,&Li,2009)andHistogramShifting(HS)(Ni,Shi,Ansari,&Su,2006;Xuan,Yao,Yang,
Gao,Chai,Shi,&Ni,2006).Losslesscompressionmeanstocompresstheoriginalmedialosslessly
andmakethespacetoembedadditionalinformationintoit,whichcanbesubsequentlyrecovered
losslesslyafterextractionofembeddeddata.DE-basedembeddingideawasinitiallyproposedbyTian
(2003)havinghigherhidingcapacitybutwithadisadvantageasitdegradesthequalityofrecovered
imagetoalargeextent.Improvementinthehidingcapacityandqualityofstego-imagecanbeseen
inmanysuccessiveschemes.Later,severalimprovedtechniquesforDE-basedembeddinghavecome
intoexistence.Theyincludeprediction,sorting(Kamstra,&Heijmans,2005;Sachnev,Kim,Nam,
Suresh,&Shi,2009)andlocationmapreduction(Hu,Lee,&Li,2009).HS-basedschemewasinitially
proposedbyNi(Ni,Shi,Ansari,&Su,2006)andproposedthealgorithmbythemissimplerthanDE
approachandrequireslesscomputationthanmostofotheralgorithms.Histogramshiftingmethod
usespeakandzero(ormaximumandminimum)binsinthehistogramoftheinputimagepixelvalues
andthen,maketheroomfordatahidingbyshiftingthebinintensitiesfrompeaktozeropoints.And
hidinginformationhasbeendonebymodifyingthepixelsassumingthepeakvalue.Moreover,HS
providesahighvisualqualityandmaintainsahighPeakSignal-to-NoiseRatio(PSNR).However,
thecapacitythatNi’salgorithmcanprovidemightnotbesufficientformostapplications,somany
scholarshavestudiedandtriedtoimproveNi’salgorithm.Intensitiesbetweenthemaximumpoints
toraisethehidingcapacityisusedby(Hwang,Kim,&Choi,2006),butthethresholdofembedding
capacityisnotsufficientforhiding.Chung,Huang,Yang,Hsu,&Chen(2009)comeoutwitha
methodusedindynamicprogrammingproceduretomaximizehistogramshiftingtoimprovethe
hidingcapacity.Hismethodincreasescapacityindeed,butithastwomaindrawbacks.Itissuitable
onlyforspecifictypesofimages.Furtheritneedsmuchexecutiontimewhichdependsonpairof
pixelsandzerobinsinhistogram.

However,ReversibleDataHidinginEncryptedDomain(RDH-ED)isalsomuchpopularfor
secretcommunicationandithasawideapplicationincloudcomputing(Shi,Li,Zhang,Wu,&Ma,
2016).Inthistechniquecontentownerencryptsthecovermediabeforesendingthecoverinformation
tothecloud.Thecloudownerwithoutknowingoriginalcontentofthecovermediacanembedthe
additionalinformation.Atthereceivers’side,bothadditionalembeddedinformationandoriginal
contentofcovermediaarerecoveredindividually.RDH-EDcanbeclassifiedintotwocategories(Shi,
Li,Zhang,Wu,&Ma,2016)asfollows.FirstoneisVacatingRoomBeforeEncryption(VRBE)(Ma,
Zhang,Zhao,Yu,&Li,2013),wherethecontentownerperformspreprocessingbeforeencryptionof
coverinformation.ThesecondoneisVacatingRoomAfterEncryption(VRAE)(Zhang,2011),where
thedatahiderperformsoperationsonencryptedcoverinformation.InZhang(2011),theoriginal
imageisencryptedbyastreamcipher,afterdatahiderdividestheencryptedimageintoblockswhere
eachblockisresponsibletocarryonebitofinformation.Flipping,threeLeastSignificantBits(LSB)
ofhalfofthepixelsintotheencryptedimageblocks.Furtherimprovementofthisapproach(Hong,
Chen,&Wu,2012)usestheside-matchschemetodecreasetheerrorrateofextractedbits.Zhang
(2012)proposedaseparablemethodwhere,somepartofencryptedbitsareresponsibletocarrythe
parametersandremainingpartincompressionbyLSBusingdatahidingkeytocreatespaceinorder
toaccommodatetheadditionaldata.Thereceiverhasthreeoptionswhichare,extractingtheadditional
datawiththehelpofdatahidingkey,recoveringsimilarimagebyusingencryptionkeyandlastlyif
thereceiverwantstorecoveroriginalinformationofcovermediawithoutanyerrorusingbothkeys.
Theproposedscheme(Zhang,2012)guaranteesanerrorfreedataextractionbutitisnotsuitablefor
highpayload.Further,Qian(Qian,&Zhang,2016)improvedpayloadcapacityandalsoshowsthat
thesecretdatacanbeembeddedintotheencryptedimagebyahistogrammodification.Afterthat
therearesomeotherschemesthatachievedmorepayloadcapacityandgainbetterimagequalityby
usingimagepreprocessing(Zhang,Ma,&Yu,2014).Recentlytherearesomeotherworksdonein
thefieldofRDH-ED(Yin,Luo,&Hong,2014;Qin,&Zhang,2015;Xu,&Wang,2016;Huang,
Huang,&Shi,2016;Wu,Shi,Wang,&Zhou,2017).
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