
DOI: 10.4018/IJDCF.2019010102

International Journal of Digital Crime and Forensics
Volume 11 • Issue 1 • January-March 2019


Copyright©2019,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



18

A Universal Image Forensics 
of Smoothing Filtering
Anjie Peng, School of Computer Science and Technology, Southwest University of Science and Technology, Mianyang, 
China & Guangdong Key Laboratories of Information Security Technology, Sun Yat-Sen University, Guangzhou China

Gao Yu, School of Computer Science and Technology, Southwest University of Science and Technology, Mianyang, China

Yadong Wu, School of Computer Science and Technology, Southwest University of Science and Technology, Mianyang, China

Qiong Zhang, School of Data and Computer Science, Sun Yat-Sen University, Guangzhou, China

Xiangui Kang, School of Data and Computer Science, Sun Yat-Sen University, Guangzhou, China

ABSTRACT

Digitalimagesmoothingfilteringoperations,includingtheaveragefiltering,Gaussianfilteringand
medianfilteringarealwaysusedtobeautifytheforgedimages.Thedetectionofthesesmoothing
operationsisimportantintheimageforensicsfield.Inthisarticle,theauthorsproposeauniversal
detectionalgorithmwhichcansimultaneouslydetecttheaveragefiltering,Gaussianlow-passfiltering
andmedianfiltering.Firstly,thehigh-frequencyresidualsareusedasbeingthefeatureextraction
domain,and then the featureextraction isestablishedon the localbinarypattern (LBP)and the
autoregressivemodel(AR).FortheLBPmodel,theauthorsexploitthatbothoftherelationships
betweenthecentralpixelanditsneighboringpixelsandtherelationshipsamongtheneighboring
pixelsaredifferentiatedfortheoriginalimagesandsmoothingfilteredimages.Amethodisfurther
developedtoreducethehighdimensionalityofLBP-basedfeatures.Experimentalresultsshowthat
theproposeddetectoriseffectiveinthesmoothingforensics,andachievesbetterperformancethan
thepreviousworks,especiallyontheJPEGimages.
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1. INTRoDUCTIoN

The increase of forged images on the Internet has attracted much concern from researchers on
multimediasecurity.Whenaforgercreatesaforgedimage,heoftenconductssmoothingfiltering
operationstobeautifytheforgedimageandmakeitlooklikeanordinaryone.Thus,theforensicsof
smoothingfilteringisabletoprovideauxiliarycluestoidentifytheforgedimages.Furthermore,the
smoothingfilteringhistoryofanimageisanessentialelementforstegography(Kodovský&Fridrich,
2014;Pevný,Bas,&Fridrich,2010)andsteganalysis(Barni,Cancelli,&Esposito,2010).Kodovský
etal.pointedoutthatitisnotsecuretoembedamessageintoasmoothingfilteredimage(Kodovský
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&Fridrich,2014).Therefore, theforensicsofsmoothingfiltering isofparticularsignificance in
multimediasecurity.

Therearesomeexcellentworksaboutthemedianfilteringforensics(Yuan,2011;Zhang,Li,
Wang,&Shi,2014;Chen,Ni,&Huang,2013;Cao,Zhao,Ni,Yu,&Tian,2010;Niu,Zhao,&
Ni,2017;Kang,Stamm,Peng,&Liu,2012;Yang,Ren,Zhu,Huang,&Shi,2017).Relatively,
onlyafewuniversalforensicmethodsaredevotedtodetectingcommonlyusedsmoothingfiltering
operations, such as the average filtering, Gaussian low-pass filtering and median filtering. Yu
(Yu&Chang,2005)proposedtodetectsmoothregionsviaDCTcoefficients,whichwasheavily
dependentonhigh-frequencycoefficientsandwasnotrobustagainstJPEGcompression.Bayram
(Bayram, Avcibas, Sankur, & Memon, 2006) employed a 188-D joint feature set composed of
threetypesofsteganalysisfeaturestodetectthesmoothingoperations.Theirmethodscanachieve
highdetectionaccuracy;however,theyaresemi-blindandarenotsuitabletobeusedintheblind
scenario.Recently,withtherapiddevelopmentofcomputationequipment,itispreferableforthe
forensictasktouselargedimensionalfeatureorpowerfuldeeplearningmodel,suchasrichmodel
steganalysisfeaturewith34671-D(Qiu,Li,Luo,&Huang,2014;Li,Luo,Qiu,&Huang,2016)and
deeplearningautomaticallylearnedfeatures(Bayar&Stamm,2016).Therichmodelbasedfeature
anddeeplearningmodelreallyhaveachievedgreatimprovements.However,theclassificationusing
largedimensionalfeaturesetandcomplicatedlearningmodelneedshighercomputationresources,
largernumberofimagesfortraining,longertimefortrainingandtesting,thusitisnotapplicableto
thelimitedcomputationandstorageresources(suchassensors,mobilephone).Moreimportantly,
theclassificationusingalargedimensionfeaturesetmaybeargreaterriskofover-fittingthanthat
whichusingsmalldimensionalfeatureset.

In thispaper,weproposeauniversal smoothing filteringdetectorwith the followinggoals:
(1) itcansimultaneouslydetect thecommonlyusedsmoothingfilteringoperationsincludingthe
averagefiltering,Gaussianlowpassfilteringandmedianfiltering;(2)itcanberobustagainstthe
commonlypostoperation-JPEGcompression;(3)itshouldhaveafeaturesetwithlowdimension.
Wehopetheproposeddetectorcansatisfytherequirementoflowcomputationalresource.Tothis
end,wefirstlyselecthigh-frequencyresidualselaboratelytoanalyzethefingerprintsleftbehindby
thesmoothingfilteringoperations,andthenconstructacompositefeaturesetwithsmalldimension
fortheforensictask.

2. THe PRoPoSeD MeTHoD

Inthissection,wefirstanalyzethestatisticaldifferencesbetweenoriginalimagesandsmoothing
filteredimagesinthehighfrequencyresidualdomain.Thenweemployautoregressivemodeland
localbinarypatternstoextractthefingerprintsleftbehindbythesmoothingfilteringoperationsin
theresidualdomain.WefinallyintroducehowtoensembleLBPandARfeaturesetforsmoothing
filteringforensics.

2.1. The High Frequency Residual
Howtoselectanappropriatedomaintoanalyzethefingerprintsofsmoothingfilteringisthefirst
criticalfactorforthesmoothingfilteringforensics.Generally,thediversityofnaturalimagecontents
andpostmanipulations(suchasthecommonlyusedJPEGcompression)alwaysinterfereswiththe
performanceoftheforensicdetector.Thehighfrequencycomponents,suchasimagedifferencesor
filteredresiduals,containveryfewimagecontents,sothattheyarealwaysemployedasbeingthe
analyzeddomaintoreducetheinterferencefromimagecontents(Chen,Ni,&Huang,2013;Cao,
Zhao,Ni,Yu,&Tian,2010;Kang,Stamm,Peng,&Liu,2012,Yang,Ren,Zhu,Huang,&Shi,2017).
Inspiredbyourpriorwork(Kang,Stamm,Peng,&Liu,2012),themedianfilteredresidual(MFR)
definedin(1)isemployedasbeingtheanalyzeddomain.Comparedwiththehorizontalorvertical
imagedifferences,MFRisabletorevealthestatisticalinformationinvariousdirections.
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