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ABSTRACT

Thisarticledescribeshowavisualcryptographyscheme,withoneprominentfeature—decrypting
simply, has attractedmuch research attention since itwas first proposed.However,meaningless
sharesremainacontinuingchallengeinthedevelopmentofVCS.Inthisarticle,anextendedvisual
cryptographyscheme(EVCS)basedonXORoperationisproposed,inwhichQRcodesareutilized
asthecoverimagesofshares.Bydesignation,allthesharesgeneratedintheschemecanbedecoded
bystandardQRcodereaderswithspecificmeaning.Inaddition,toachievehighsharingefficiency,
amethodofsimultaneouslysharingasecretQRcodeamongmultiplesubsetsispresented.Also,
sufficientandnecessaryconditionsofthemethodareanalyzedwithanintegerprogrammingmodel,
providingageneralconstructionapproachforEVCSunderarbitraryaccessstructures.
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1. INTRoDUCTIoN

Asanimportantbranchofsecretsharing,theconceptofvisualcryptographyscheme(VCS)wasfirst
proposedbyNaorandShamir(1995).Accordingtotheoriginaldefinitionofa(k,n)-VCS,asecret
imageisdistributedintonshares.Nosecretinformationwillberevealedwithpossessionoffewer
thankshares.Butwhenkormoresharesaresuperimposed,thesecretcanbeeasilydecryptedby
humanvision.Inthepastfewdecades,VCSdevelopedrapidlyandhasmadegreatprogressinmany
aspects(Liu&Yan,2014).Aschemeforgeneralaccessstructureswasgiventherewith(Ateniese,
Blundo,Santis,&Stinson,1996),gettingridofthresholdconstraintsonthequalifiedsubsets.Optimal
pixelexpansion(Shyu&Chen,2015)andcontrast(Lin,Chen,&Lin,2010)wereexploredlater.
Tofurtherimprovetheperformanceofrecovery,XORoperationwasintroducedintothestudyof
VCS(Shen,Liu,Fu,&Yu,2017;Yang&Wang,2014;Wu&Sun,2014).Forthesakeofflexible
sharingstrategies,effortshavebeenmadeformultiplesecrets(Jia,Wang,Nie,&Zhang,2016),cheat
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prevention(Chen,Tsai,&Horng,2013),regionorfullyincrementing(Hu,Shen,Fu,Yu,&Wang,
2016;Chen,2017)andprogressiveschemes(Hou&Quan,2012).

All studiesmentionedabovecontributea lot to thepracticalapplicationsofVCS.The
onlydownsideisthatthesharesintheseschemesaremeaninglessandeasilyarousesuspicion
of somepotential attackerswhendistributedviaapublic channel.Therefore, theextended
VCS(EVCS)seemsmoreattractivebecauseitgeneratesmeaningfulsharesinsteadofrandom
images(Naor&Shamir,1995).Byaddingsomeextracolumnsintothebasismatrices,Wang
etal.(Wang,Yi,&Li,2009)designeda(k,n)-EVCSwithpoorcontrastofshares.Toimprove
visualperformance,aschemewasproposedonthebasisofhalftoneimagetechnology(Kang,
Arce,&Lee,2011).Andotherstudieshavealsobeenattemptedwithbetterresults(Liu&
Wu,2011;Yang,Sun,&Cai,2016;Yan,Wang,Niu,&Yang,2015;Ou,Sun,&Wu,2015).
Nevertheless,thecamouflageeffectofsharesintheseschemeswasstillunsatisfactorysince
thereweremanynoisypointsvisible.Later,secrethidingtechniqueswereutilizedtogenerate
meaningful shares (Yan,Wang,El-Latif,&Niu,2015;Amiri&Moghaddam,2016;Yuan,
2014),butwithlargecomputationalload.

QuickResponse(QR)codeisatwo-dimensionalcodedevelopedbytheJapaneseDensoWave
Company,andnowhasbeenadoptedasauniversalspecificationperformedbyISO(2006).With
thepopularizationofintelligentterminals,QRcodeshavebeenwidelyusedinfieldssuchas
informationstorage,mobilepaymentandelectronictickets.ForagivenQRcode,wecanhardly
acquireitsmessagebyhumanvisionsincethedarkandlightmodulesarerandomlydistributed.
ThismeaninglessappearanceissimilartotheimagecharacteristicofVCSshares.Assuch,QR
codecanbeagoodchoiceforthemaskofVCSshare.Therefore,investigationsoftheVCSand
QRcodescombinationshaveattractedconsiderableattention.Atfirst,QRcodeswereembedded
assomepartsofsharestoauthenticateaVCS(Wang,Liu,&Yan,2014).Thismethodsought
thebest embedding regionof agiven share, thus reducing the influenceof secret revealing.
Later,acontinuous-toneVCS(Yang,Liao,Wu,&Yamaguchi,2016)wasdevelopedwherethe
colorofasecretmodulewasdeterminedbythegraynessofblackdots.Subsequently,aclass
ofEVCSsbasedonQRcodeswasproposed.Inviewofmachinerecognitioncharacteristic,an
EVCSwaspresentedfortwo-levelinformationstoragebyLiuetal.(Liu,Fu,&Wang,2016).In
thisscheme,aproperscanningdistanceandanglearestrictlyrequiredtodecodingtheshares,
whichsignificantlyincreasestheinconvenienceofpracticalapplications.Byexploitingerror
correctionmechanismofQRcodes,a(n,n)sharingmethodwasdesigned(Chow,Susilo,Yang,
Phillips,Pranata,&Barmawi,2016),andthen,a(k,n)schemeunderthetheoryofrandomgrids
werefurtherimplemented(Wan,Lu,Yan,Wang,&Chang,2017).Sometimes,thesecretimage
maybeaQRcode,andthenWanetal.’sschemebecomesinvalidbecausetheerrorscontained
intherecoveredsecretarebeyonderrorcorrectioncapability.Onesolutiontothisproblemis
thatrepeatedlyperformingChowetal.’smethodoneachminimalqualifiedsubset.Then,alarge
numberofsharinginstancesarerequired.

Inthispaper,anovelEVCSispresentedcombiningwithQRcodes.First,toreducethenumber
ofsharinginstances,weintroduceanideaofMSSandprovideitssufficientandnecessaryconditions
withanintegerprogrammingmodel.Andbasedonthismodel,wedividetheinitialaccessstructure
intoseveralcollections,eachofwhichcanachieveaMSSinstance.Further,detailedsharingalgorithm
ofMSSispresented.Experimentalresultsandcomparisonsshowthevalidityandadvantagesofthe
proposedscheme.

Theremainderofthispaperisorganizedasfollows.Section2introducessomepreliminaries
concerningourstudy.TheproposedschemeisdescribedinSection3whilesomeconditionsare
theoreticallyprovedinSection4.ExperimentsandanalysisarepresentedinSection5toillustrate
thefeasibilityofthisworkandhowitimprovesonpreviouswork.
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