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ABSTRACT

Social networking sites have deeply changed the face of the web in the last years. Although the current
approach to build social networking systems is to create huge centralized systems owned by a single
company. Such a strategy has many drawbacks (e.g., lack of privacy, lack of anonymity, risks of censor-
ship, and operating costs). Therefore, a decentralized architecture may offer several advantages, but
it may involve some security and design issues that are not present in traditional social networks. This
chapter has the goal of introducing social networks and how they can take advantages of a decentral-
ized architecture and how the use of multi-agent technologies help to cope with its security and design
issues and, in addition, to support the creation of innovative services for its users.

INTRODUCTION

Social networking sites have deeply changed the face of the web in the last decade. Social web sites have
attracted users with very weak interest in technology, including people that before the social networking
revolution were not even regular users of other popular Internet services and computers in general (Stroud,
2008). The phenomenon is so widespread that many people started using social networking systems to
ask questions directly to people instead of querying search engines (Morris et al., 2010) and in place
of regular email. Moreover, some of the largest social networking sites constitute a separate and closed
network (Sabbag, 2011). After the huge success of the early social networking systems, many other play-
ers came in the social networking market and nowadays hundreds of different social networking systems
exist. Even if the social networking systems are greatly dissimilar in their user base and functionality,
they are almost always centralized systems. The centralized nature allows a simple browser-based user
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experience and, moreover, many algorithms, e.g., friend suggestion, are far easier and more efficient to
implement in this setting. However, such a solution has many drawbacks, e.g., lack of privacy, lack of
anonymity, risks of censorship and operating costs. Therefore, a decentralized architecture may offer
several advantages, but it may involve some security and design issues that are not present in traditional
social networks. This chapter has the goal of introducing social networks and how they can take advan-
tages of a decentralized architecture and how the use of multi agent technologies help to cope with its
security and design issues and, in addition, to support the creation of innovative services for its users.

BACKGROUND

Social networks can be defined as structures consisting of a finite set of actors and the relation or rela-
tions defined on them, where an actor is simply a discrete individual or a social unit (Wasserman &
Faust, 1994). Social networking system are implemented as web-sites allowing users to have a profile
and managing their online social network, i.e., such systems allow them to: (i) construct a profile which
represents them in the system; (ii) create a list of users with whom they share a connection and (iii)
navigate their list of connections and that of their friends (Ellison, 2007).

Although we agree that self-presentation and social network management are extremely important
and necessary components of a social networking system, we believe that the social networking revo-
lution is far more related to the paradigm shift that transformed most people from mere consumers of
information to full-fledged information producers. Most people create information which is essentially
personal and, then, it is mainly of interest for friends and acquaintances. Before the social web revolution
such information used to be essentially lost in the web, while, nowadays social networking systems are
able to deliver the information to the “right” people.

After the huge success of the early social networking systems, many other players came in the social
networking market and nowadays hundreds of different social networking systems exist. Even if the social
networking systems are greatly dissimilar in their user base and functionality, they are almost always
centralized systems because of the access and implementation advantages.

A minor drawback is that scaling centralized systems to tens or hundreds of million of users is not
an easy task. At any rate, we consider this drawback as a minor one, since the problem can be solved
providing enough resources. However, the huge operative costs of supporting the infrastructure neces-
sary to provide the service to millions of users can only be justified with robust business plans. While
some social networking services have extremely differentiated business models (McGrath 2010), for
most of them the primary source of income is advertisement and consequently they have a strong motive
for: (i) using user provided data to increase performance for that purpose and (ii) even giving access to
authorized commercial third parties to the raw data. This behavior poses serious threats to privacy and
data protection issues, especially considering that there is no clear legislation on what uses of the user
data are legitimate, and regarding the conditions for disclosing the data to third parties, especially when
the subjects involved are from different countries.

Another problem is that social networking systems have terms of service that their users give to the
system operators a non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to the
submitted content (Facebook, 2016; Twitter, 2016). Such terms are needed for legal reasons: in order
to serve webpages containing the users’ data (e.g., their profile page) the service provider needs some
rights over that data; it is nonetheless true that users are essentially allowing the service providers to do
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